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INTRODUCTION 

 
“There is reason to think that as a general matter 
in times of crisis, we will overestimate our 
security needs and discount the value of liberty”.1 
 

In the post 9/11 context of global terrorism and global counter-terrorism, 
the question of secrecy, usually grounded in national security-related concerns, 
has become one of the most interesting legal issues.2 Today, counterterrorism 
is characterized by an extensive and ever-increasing reliance on classified 
intelligence information in order to grant an effective response to an increasingly 
sophisticated form of transnational terrorism.3 While it may be argued that an 
effective counterterrorism response may require a certain degree of secrecy,4 
the use of classified information as grounds for imposing severe legal 
consequences on individuals or entities, with the preservation of its inherent 
secrecy, has raised numerous constitutional concerns. When targets started to 
challenge these measures in courts, the thorny issue of balancing (inter)national 
security concerns and due process rights inevitably surfaced.5 The increased 
involvement of intelligence services in the policing of terrorism prevention 
entails that in judicial proceedings, most governments employ confidential 
information taken from intelligence agencies without fully disclosing this 
information to the persons concerned.6 This has paved the way for the 
admission of secret information as evidence in court,7 which while protecting the 
confidentiality of intelligence information from security-threatening disclosure, 
notably reduces the defense rights of the person concerned.8 Secret evidence 
is deemed to be inherently unfair, unreliable, undemocratic and liable to 
undermine the same value it strives to protect- national security. Secrecy claims 
have sparked tension within the European Union framework, between the 
highest levels of the Executive and judicial authorities, culminating in trials at 
European Union Courts and inspiring the development of a set of supranational 
legal standards.9 A comparative analysis of the methods deployed by different 
Member States in dealing with classified material in judicial proceedings will 
then be necessary in order to evaluate whether their regimes are compliant with 
the standards set out at the EU level. Specific focus shall be placed on two 

                                                
1
 David Cole, “Enemy Aliens”, (2002) 54 Stan.L.Rev., p.955 

2
 Martin Scheinin, “Foreword” in Secrecy, National Security and the Vindication of Constitutional 

Law, (Cheltenham; Northampton: Edward Elgar Publishing: 2013), p.ix  
3
 See Scheinin, supra note 2, p.ix 

4
 See Scheinin, supra note 2, p.ix 

5
 Gavin Sullivan, “Secret Justice inside the EU courts”, (2014) available at 

http://www.aljazeera.com/INDEPTH/OPINION/2014/04/SECRET-JUSTICE-INSIDE-EU-
COURT-2014417143255779945.HTML                            
6
 Craig Forcese and Lorne Waldman, “Seeking Justice in an Unfair Process. Lessons from 

Canada, the United Kingdom, and New Zealand on the Use of „Special Advocates‟ in National 
Security Proceedings”, August 2007, University of Ottawa, Faculty of Law (Common Law 
Section), p.5 
7
 The so-called „secret evidence‟ 

8
 Policy Department, “National security and secret evidence in legislation and before the courts: 

exploring the challenges”, Study for the LIBE Committee, (2014), p.12 
9
 See Policy Department, supra note 8, p.58 

http://www.aljazeera.com/INDEPTH/OPINION/2014/04/SECRET-JUSTICE-INSIDE-EU-COURT-2014417143255779945.HTML
http://www.aljazeera.com/INDEPTH/OPINION/2014/04/SECRET-JUSTICE-INSIDE-EU-COURT-2014417143255779945.HTML
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opposite regimes for dealing with confidential information in courts. The UK 
system, where a specific mechanism has been devised, enabling the formal use 
of secret information as evidence in civil courts, and the Italian system, where 
neither legislation nor judicial practices dealing with national security cases 
recognize the probative value of secret information.10 From this comparative 
analysis, it will appear on the one hand that in Italy, where the only court with 
access to documents covered by the State secret privilege is the Constitutional 
Court, the balance scale too often tilts towards the interests of public security, 
without the establishment of proper counterbalancing mechanisms to prevent 
abuses of secrecy by the Executive branch. On the other hand, as it currently 
stands, the United Kingdom system, where sensitive intelligence material is 
systematically discussed in closed hearings, is rife with shortcomings when 
safeguards aimed at avoiding security – threatening leaks of information are 
examined in the light of the most basic standards of procedural fairness. Thus, it 
will be interesting to analyze how two regimes (the UK and Italy), which have 
adopted opposite approaches to the treatment of confidential information in 
courts, sit uneasily with the rule of law standards elaborated at the EU level. 
Nonetheless, it should be possible to build up a fully developed procedural 
system for handling secret evidence whilst safeguarding procedural fairness, 
through the combination of the emerging EU security jurisprudence and some 
positive aspects of the UK national experience. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                
10

 See Policy Department, supra note 8, p.20 
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Chapter I: COUNTERTERRORISM MEASURES: NATIONAL SECURITY V. 

PROCEDURAL FAIRNESS  

 

1.The growth of administrative counterterrorism measures 

 
The fight against terrorism is characterized by a widespread increase in 

the use of administrative measures.11 Some new measures have been 
designed specifically for the purpose of countering terrorism, such as asset 
freezing and travel bans.12 Other traditional administrative measures have also 
been used to contribute to the fight against terrorism, such as the rejection of 
the application for residence permits or citizenship by the competent agency 
when the applicant is deemed to represent a threat to national security. Further 
examples of administrative measures used as tools to counter terrorism are 
represented by control order proceedings and different forms of administrative 
detentions.13  

Unlike criminal measures, administrative measures, which rapidly became 
a cornerstone in countering terrorism both at a national, regional and global 
level, are mainly proactive and preventive in nature rather than repressive. They 
target the facilitating factors usually exploited by terrorist groups in order to limit 
the opportunities for terrorists to carry out their activities thus reducing 
incentives for them.14 For instance, freezing of assets aims to deny “listed 
individuals, groups, undertakings and entities the means to support terrorism” 
and ensures “that no funds, financial assets or economic resources of any kind 
are available to them for so long as they remain subject to the sanctions 
measures”.15  

There are several inherent characteristics which explain why 
administrative measures have been favored as a tool for preventing and 
countering terrorism. First of all, administrative measures can be deployed at a 
much earlier stage than is allowed within any criminal justice system. In fact, 
these measures can be adopted without initiating court proceedings, nor is 
there a need for accusation of a criminal nature:16 “only a few propensity for 
terrorism, or that there may be links to suspected terrorist groups or individual 
terrorists, can be sufficient to justify the adoption of an administrative measure, 

                                                
11

 Federico Fabbrini, “Global sanctions, state secrets and supranational review: seeking due 
process in an interconnected world” in Secrecy, National Security and the Vindication of 
Constitutional Law, (Cheltenham; Northampton: Edward Elgar Publishing: 2013), p.284 
12

 UN Security Council Resolution 1267 (1999), S/RES/ 1267, clause 14(b) created the so-
called targeted, or smart sanctions which only target specific individuals or organizations. 
13

 Tuomas Ojanen, “Administrative counter – terrorism measures – a strategy to circumvent 
human rights in the fight against terrorism?” in Secrecy, National Security and the Vindication of 
Constitutional Law, (Cheltenham; Northampton: Edward Elgar Publishing: 2013), p. 250 
14

 See Ojanen, supra note 13, p.251 
15

 Security Council Committee pursuant to resolutions 1267 (1999) and 1989 (2011) concerning 
Al-Qaida and associated individuals and entities, ASSETS FREEZE: EXPLANAZTION OF 
TERMS (Updated in Oct 2011 and approved by the Committee on 30 December 2011), 
paragraph 4, 14 June 2012                                                   
16

 See Ojanen, supra note 13, p.252 
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such as putting individuals or groups on a blacklist and having their assets 
frozen”.17  

Second of all, the standard of proof for concluding that someone 
represents a threat to the public security for the purpose of issuing restrictive 
administrative measures is often lower than the standard applying to criminal 
trials for finding someone responsible for a criminal offense.18 The different 
evidentiary rules that apply to administrative proceedings permit the submission 
of types of evidence which in criminal trials would largely be regarded as 
inadmissible:19 lesser evidence compared to criminal convictions can be relied 
upon when issuing an administrative measure.20   

In addition, some founding principles on which the whole criminal system 
is built are often not valued with the same importance within administrative 
proceedings. The presumption of innocence, for example, usually does not 
represent an obstacle to the application of these restrictive measures21 and only 
a „lighter‟ version of the principle of equality of arms applies to administrative 
procedures, where the procedural setting of an individual versus public authority 
implies an inherent asymmetry between the parties.22  

Finally, the judicial review often suffers from some important restrictions: 
on the one hand, judicial oversight usually only comes into play once the 
measure has already been adopted, on the other, courts have often no power to 
replace the contested administrative measure but can only quash or annul it.23 
Moreover, some dimensions of the measures may be left immune to judicial 
scrutiny so that great discretion is left to the administrative authorities as to what 
should be taken into account during the administrative decision – making 
process preceding the adoption of the measure.24   

 
1.1.The blurring of the distinction between administrative and criminal sanctions 

 
The use of these measures in countering terrorism has gradually blurred 

the traditional distinction between measures governed by administrative law and 
criminal sanctions.25 In fact, although administrative measures are said to be 
preventive in nature rather than punitive, their effects may have very severe 
impacts on the liberty of those targeted and their family members.26 Restrictions 
on both private and professional life deriving from asset freezing and travel 
bans as well as the privation of liberty in the event of administrative detention 
are surely no less intrusive than criminal sanctions.27  

                                                
17

 See Ojanen, supra note 13, p.252 
18

 Valentina Azarov and Franz Christian Ebert, “All done and dusted? Reflections on the EU 
standard of judicial protection against UN blacklisting after the ECJ‟s Kadi Decision”, (2009) 5(1) 
Hanse L.Rev., p.111 
19

 See Ojanen, supra note 13, p.256 
20

 See Ojanen, supra note 13, p.252 
21

 See Ojanen, supra note 13, p.252 - 253 
22

 See Ojanen, supra note 13, p.253 
23

 See Ojanen, supra note 13, p.253  
24

 See Ojanen, supra note 13, p.253 
25

 See Ojanen, supra note 13, p.254 
26

 See Ojanen, supra note 13, p.254 
27

 See Azarov and Ebert, supra note 18, p.107 
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As a result, targeted people often suffer from the effects of nominally 
administrative measures which bear great resemblance to criminal sanctions 
without however enjoying the full range of fair trial rights usually made available 
to criminal defendants:28 administrative “sanctions offered national executives a 
powerful (…) tool for disrupting the lives of terrorist suspects without due 
process constraints”.29 Severe concerns relating to the lack of the necessary 
procedural protection were bound to emerge in the nexus of these 
administrative measures.30  

Many governments, in the name of national and international security, 
have resorted to the administrative approach profiting of the leeway that it 
grants for unilaterally justifying exceptions to fundamental human rights without 
the necessity to meet the same demanding procedural fairness standards 
required in criminal trials.31  

2.The importance of intelligence information in fighting terrorism and the 

need for secrecy  

2.1.National security as the main rationale for classifying information  

 
In the aftermath of 9/11, most governments reinforced official justifications 

for a greater involvement of their intelligence services in fighting terrorism.32 The 
security-threat represented by terrorism is certainly not new and neither is the 
constant attempt to protect national security without sacrificing other competing 
fundamental constitutional values.33 After 2001, however, it became 
increasingly urgent to repress these threats and, consequently, to resort to 
intelligence information as a means to prevent another 9/11.34  

Intelligence is a secret information gathered by intelligence agencies35 and 
then supplied to policymakers and administrative authorities in order to provide 
them with the necessary assistance when taking measures in the name of 
national security.36 Intelligence information usually relates to individuals or 

                                                
28

 See Ojanen, supra note 13, p.255 
29

 See Sullivan, supra note 5                 
30

 See Ojanen, supra note 13, p.256 
31

 See Ojanen, supra note 13, p.257 
32

 See Policy Department, supra note 8, p.12 
33

 Roberto Bin, “Democrazia e Terrorismo”, (2007) Forum dei Quaderni Costituzionali, available 
at: 
http://www.forumcostituzionale.it/wordpress/images/stories/pdf/nuovi%20pdf/Paper/0027_bin.pd
f, p.1 
34

 Gus Van Harten, “Weaknesses of adjudication in the face of secret evidence”, (2009) 13 
I.J.E.P., p.4. See also Lech Garlicki, “Concluding remarks” in Secrecy, National Security and the 
Vindication of Constitutional Law, (Cheltenham; Northampton: Edward Elgar Publishing: 2013), 
p. 328: “ In brief, the necessities of the „war on terror‟ encourage the creation of a parallel 
„secret state‟ that gathers its own secret information, is ruled by its own secret regulation, and 
uses its own secret procedures and institutions. In consequence, secrecy takes a new 
dimension; we are not even supposed to know what is going on and we can only feel that 
„something‟ is encroaching upon fundamental rights of some, or most, of us”. 
35

 See Policy Department, supra note 8, p.17 
36

 See Ojanen, supra note 13, p.257 

http://www.forumcostituzionale.it/wordpress/images/stories/pdf/nuovi%20pdf/Paper/0027_bin.pdf
http://www.forumcostituzionale.it/wordpress/images/stories/pdf/nuovi%20pdf/Paper/0027_bin.pdf
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entities deemed to be potential perpetrators of national security-threatening 
acts.37  

As explained by the UK Government in its Justice and Security Green 
paper (2011)38 “in every democracy, security and intelligence agencies play a 
central role in safeguarding (…) safety and stability. We owe an enormous debt 
of gratitude to these brave men and women who work tirelessly to protect us, 
particularly in response to the increased security challenges that this country 
has faced in the years following the attacks of 11 September 2001. They are a 
vital part of our nations‟ security and they must be a source of great national 
pride”.39  

National security is thus the traditional rationale for classifying information. 
Secret information “can be used to prevent terrorist attack, disrupt serious crime 
networks and to inform decisions such as deportations and asset freezing”,40 
and it “allows the government to disrupt individuals, networks and events that 
pose a threat to national security and the economic well-being of the country”.41  

Sovereign States have always enjoyed a wide margin of discretion in 
determining what is in the best interest for the State. However, from a 
comparative investigation it emerges that profound legal uncertainties surround 
the concept of national security in the majority of the States, where only 
nebulous definitions can be found.42 With regard to the European Union 
framework, the few definitional features that can be found across the legal 
regimes and doctrinal practices of the States of Union certainly fail to meet the 
legal certainty and rule of law standards. As a result, national Executives are 
too often left with a nearly unfettered margin of appreciation in the determination 
of what represents a threat to  national security.43  

In the United Kingdom for instance, in SSHD v. Rehman,44 on the one 
hand the House of Lords defined national security as the “security of the United 
Kingdom and its people”,45 which includes military defense, protection of 
democracy and of “the legal and constitutional systems of the State” as well as 
actions against another State.46 On the other hand, it added that “decisions as 
to whether something is or is not in the interests of national security are not a 
matter for judicial decision. They are entrusted to the Executive”.47  

Likewise, within the Italian legislative framework, mention is made of the 
“security of the Republic” under Law 124/200748 which, in disciplining the State 
secret status of certain information, refers to the “integrity of the Republic, 
including in relation to international agreements, the defense of its underlying 

                                                
37

 See Ojanen, supra note 13, p.249 
38

 HM Government, “Justice and Security”, Green Paper, October 2011 [hereinafter Green 
Paper] 
39

 See Green Paper, supra note 38, p.vii 
40

 See Green Paper, supra note 38, p.xi 
41

 See Green Paper, supra note 38, p.3 
42

 See Policy Department, supra note 8, p.7 
43

 Policy Department, supra note 8, p.7 - 8 
44

 Secretary of State for the Home Department  v. Rehman [2003] 1 AC 153 
45

 Ibid. para.50 
46

 Ibid. para.16  
47

 Ibid. para.50 
48

 Law 124/2007, „Intelligence System for the Security of the Republic and new Provisions 
governing secrecy‟  
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institutions established by the Constitution, the State‟s independence vis à vis 
other States and its relations with them, as well as its military preparation and 
defense”.49 At the same time however, the Italian Constitutional Court left to the 
Executive branch a broad, or rather unfettered, power to determine at its 
discretion which measures should be taken to protect national security.50 This 
choice is “a political one- belonging as such to the Executive branch and not to 
the ordinary judiciary”.51  

The nebulosity of this concept often led national authorities as well as 
European institutions to invoke the principle of national security as a trump card 
not only to legitimize unlawful restrictions on fundamental human rights but also 
to limit the judicial oversight (as well as the democratic oversight by the national 
parliaments) of their own wrongdoing and of those of their intelligence 
services.52 
 
2.2.The inherent secrecy of intelligence information 

 
While some aspects of intelligence may be accessible to the person 

targeted by the intelligence activities as well as to the public more broadly, the 
essence of intelligence information is traditionally protected by a veil of 
secrecy:53 sensitive information “must be protected appropriately, as failure to 
do so may compromise investigations, endangers lives and ultimately diminish” 
the State‟s ability “to keep the country safe”.54  

Secrecy reflects the need to protect the sources of information, including 
the identities of undercover agents, and the methods of intelligence gathering 
(such as methods of interception or details and locations of technical facilities 
used for observation or for intercepting communications) from disclosure which 
may undermine the continued collection of intelligence.55  

 If “a hostile individual or group – for example a foreign intelligence service 
or terrorist group – were to become aware that they were the subject of interest 
to the Agencies, they could not only take steps to thwart any (covert) 
investigation or operation but also attempt to discover, and perhaps reveal 

                                                
49

 Article 39(1) Law 124/2007  
50

 Constitutional Court, Judgment  106/2009, 11 March 2009 at para.3 
51

 Ibid. para.3 
52

 See Policy Department, supra note 8, p.72 
53

 See Ojanen, supra note 13, p.258. Security service members are often tasked with 
performing actions which cannot be disclosed. On this ground, for a long time it has not been 
accepted that they could be subject to judicial prosecution for their wrongdoings. A strong 
culture of secrecy and a deep sense of loyalty is also traditionally shared among intelligence 
agency members. 
54

 See Green Paper, supra note 38, p.xi 
55

 See Ojanen, supra note 13, p.258; See also C-27/09 French Republic v People’s Mojahedin 
Organization of Iran, Opinion of Advocate General Sharpston of 14 July 2011 [herainafter 
Sharpston Opinion], para. 228: “Those involved in monitoring and pursuing terrorist activities, 
particularly those operating on the ground, may be exposed to personal danger in the form of 
torture or even death, should information be disclosed that may give a clue as to their activities 
or identities. As a rule, therefore, Member States will legitimately wish to insist that effective 
restrictions on divulging material that may lead (directly, indirectly or accidentally) to the 
identification of sources or unmasking of particular surveillance techniques must be 
maintained”.  



 

8 
 

publicly, the methods or techniques used or the identities of the officers or 
agents involved”. This would obviously compromise not only the individual 
investigation in question but potentially also any other future operation, as well 
the safety of the informants.56 “Conversely, if a hostile individual or group were 
to become aware that they were not the subject of Agency interest, they would 
then know that they could engage or continue to engage in their activities with 
increased vigor and increased confidence that they will not be detected”.57 

In addition, non-disclosure often derives from the necessity to maintain 
international relations in particular with regard to the increasingly tight 
international cooperation in information-sharing. In a context where the threat 
posed by terrorism has gained a transnational dimension, there has been an 
increasing expansion of intelligence cooperation among States as a means to 
strengthen the counterterrorism response.58  

In this framework of extensive international exchange of information 
between intelligence agencies of different countries, important questions of 
mutual secrecy arise when States come to international security agreements 
setting up a system of mutual respect for the intelligence information shared.59 
Under the so-called „third party‟ rule intelligence information originated from the 
intelligence activities of a foreign country cannot be disclosed without the 
consent of the agency that provided the information in question.60 This 
phenomenon, which led to a multiplication of government secrecy, is known as 
„ORCON creep‟, acronym for „originator control‟.61 The ability of governments, 
as well as of international organizations, such as the United Nations, and of 
regional organizations, such as the European Union, to engage in these forms 
of cooperation with other States relies entirely on their partners‟ confidence that 
the information they decide to share with them will not be divulged.62  
 
3. The reliance on intelligence information as grounds for restrictive 
measures 
 

In the aftermath of 9/11 no one could reasonably contest that secret 
services play a fundamental role in securing the country against transnational 
threats. However, specific constitutional concerns have emerged from the fact 

                                                
56

 See Green Paper, supra note 38, p.50 
57

 See Green Paper, supra note 38, p.50 
58

 See Policy Department, supra note 8, p.8. However, this international cooperation is 
asymmetrical due to the prominent role played by  US intelligence agencies. 
59

 See Policy Department, supra note 8, p.20. As discussed below, in the United Kingdom, the 
adoption of the Justice and Security Act (2013) extending the use of closed material procedures 
in any civil proceedings was mainly driven by the necessity to secure intelligence information 
provided by foreign allies, in particular the United States, from being disclosed before the 
courts.  
60

 See Ojanen, supra note 13, p.258 
61

 Deirdre M. Curtin, “Top Secret Europe”, (2011) Inaugural lecture on appointment to the chair 
of Professor of European Law at the University of Amsterdam, available at: 
http://dare.uva.nl/document/2/103309, p.18. Traditionally, governments tend to make the 
sharing of sensitive information conditional upon the application of the „third party‟ rule. This rule 
enables the originator government, institution or agency to retain control over the disclosure of 
the information or over its declassification of reclassification.                                 . 
62

 See Green Paper, supra note 38, p.50 

http://dare.uva.nl/document/2/103309


 

9 
 

that restrictive administrative measures are often adopted on the basis of 
intelligence information obtained by intelligence agencies. Thus, it is often 
intelligence information that provides the decisive basis for determining whether 
in relation to specific individuals or groups there are sufficient reasons for 
having their assets frozen, for putting them on the blacklist or for refusing to 
grant them the requested residence permit or citizenship.63  

However, due to its secrecy, the extensive reliance (or maybe over – 
reliance), both at a national and international level, on intelligence information 
as grounds for restrictive measures poses a special legal challenge to the rights 
of the defense of those affected. It is quite a typical situation that neither the 
persons concerned nor their lawyers are informed of the security-sensitive 
information underpinning the restrictive measure although that information may 
have played a decisive role in imposing the measure. 64  

In addition, in line with the „originator control‟ principle, when it comes to 
UN Security Council‟s listing decisions, the UN Security Council itself may not 
ever have full access to the confidential information if the State seeking the 
listing wishes to retain control over it.65 “In other words, the practice of listing 
individuals by the UN may be serially taking place on the basis of secret and 
undisclosed intelligence”.66 This entails that when the European Union 
implements UN measures into its own legal order, it often does so without being 
in full possession of the underlying information against the individual or entity 
concerned.67  
 
3.1.The blurring of the distinction between intelligence and evidence 

 
The reliance on intelligence information as ground for restrictive measures  

facilitated at all levels of governance a general trend of not revealing the 
sources that in judicial proceedings allegedly prove that the person targeted by 
the contested measure represents a real threat to national security and to the 
safety of others.68 As a means to prosecute terrorism offenses by putting 
forward the necessary evidence whilst preserving its confidentiality,69 
governments started to resort to the use of intelligence information as secret 
evidence in support of the contested measures.70 Secret evidence is the 
material that is produced by one party and that is used by the court to determine 
certain issues at stake in a case but which is not disclosed to neither the 
opposing party nor his/her lawyer.71 As one of the many fall-outs from 9/11, 
intelligence has therefore been endowed with new evidential significance and 

                                                
63

 See Ojanen, supra note 13, p.257  
64

 See Ojanen, supra note 13, p.258 
65

 Deirdre M. Curtin, “Top Secret Intelligence in Europe: A Tipping Point in Luxembourg?”, 21 
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69
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the traditional distinction between intelligence and evidence has started to 
blur.72  

One important implication of this blurring distinction is represented by the 
slow convergence between the work of regular police forces and the work of 
intelligence agencies73 as, in terrorism investigations, intelligence agencies are 
increasingly tasked with duties which require officials to engage in police-like 
activities.74  

However, from an operational point of view, the activities carried out by the 
police forces and by the secret services respectively should not be confused. 
Secrecy is the principle guiding intelligence services in gathering useful 
information “for the safeguarding of the independence and the integrity of the 
State externally and for the protection of the State and its democratic institutions 
internally”.75 Publicity is the principle guiding police forces in exercising their 
general power of prevention and their competence in enforcing security 
measures.76 In acquiring useful information aimed at facilitating the 
management of national security, secret services should thus carry out an 
activity preparatory to the work of the other security agencies.77  

The convergence between intelligence and evidence and consequently 
between the activities of the intelligence services and those of regular police 
forces cannot be without difficulties.78 In the light of the crucial importance of the 
reliability of information used in courts for the impact it has on the outcome of a 
trial, the resort to sensitive information in judicial proceedings raised several 
concerns with respect to the quality of intelligence information as evidence.79 

These concerns derive from the fact that the methods of intelligence 
collection do not follow the same evidentiary standards that govern the police 
investigation in the collection of evidence for criminal proceedings.80 The priority 
for intelligence services is the prevention or disruption of terrorist activities 
rather than the collection of evidence in the view of subjecting the targeted 
persons to criminal prosecution:81 intelligence focuses on “threats, risk, 
associations and suspicion”, while evidence under a criminal law mindset 
focuses on “acts, accomplices and guilt”.82  

On the one hand, the evidence paradigm rests on the adversarial criminal 
justice model which is based on the need to prove a guilty act in a public trial in 
which the State is required to produce all the relevant evidence, including 

                                                
72
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74

Tommaso F.Giupponi and Federico Fabbrini, “Intelligence agencies and the State secret 
privilege: the Italian experience”, (2010) 4(3) Int’l J.Constit.L., pp.445-446 
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evidence which may favor the accused. Under this model, the manner in which 
the evidence has been gathered is also relevant to its admissibility: there are 
rules excluding the possibility to resort to hearsay evidence, bad character 
evidence and improperly obtained evidence. All evidence presented has to be 
subject to adversarial cross-examination and must be measured against 
demanding standards of proof.83  

On the other hand, intelligence paradigm is based on the work of the 
intelligence services whose aim is to identify security risks and suspect acts 
rather than guilty minds. In order to protect the sources of information and the 
methods of intelligence gathering, intelligence is not subject to the external 
check of adversarial cross-examination so that knowing how the information has 
been collected may result impossible.84  

Moreover, the increasing information sharing trend between foreign 
countries makes it even harder to assess the accuracy and the lawfulness of 
the information when its origin has to be traced back to the work of foreign 
intelligence agencies.85 In this context, the risk that evidence is obtained by 
means of unlawful practices, including torture or other grave forms of ill-
treatment, has increased:86 “information that originates in a dark torture cell in 
one part of the world can instantly be transmitted and cause secrecy-based 
legal and political problems in Washington and London”.87  

As a result, “intelligence material may contain second – or third-hand 
hearsay, information from unidentified informants, information received from 
foreign intelligence liaisons, data-mining and intercepted communications, not 
to mention hypotheses, predictions and conjecture of the intelligence services 
themselves”.88  

In addition, unlike the police forces who have a mandate to collect both 
incriminating and exculpatory evidence, intelligence services are bound to 
collect information only about security risks.89 The poor quality of secret 
evidence has so allowed that suspicion alone is enough to justify loss of liberty, 
loss of income, loss of one‟s home and so forth.90 
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3.2.Secret evidence is unreliable, liable to weaken national security, 
undemocratic, unnecessary and inherently unfair 
 

In the light of the considerations made above, serious doubts about the 
reliability of intelligence evidence were bound to emerge:91 “intelligence is 
„patchy‟ and „circumstantial‟ information about perhaps remote risks to national 
security. It can be contrasted with hard evidence that can withstand adversarial 
challenge in court”.92 Indeed, while the adversarial testing represents one of the 
most effective ways to test the reliability and accuracy of the evidence adduced, 
when secret evidence is presented, not all the parties involved will be given the 
opportunity to challenge it in the substance.93 In fact, it is a rational conclusion 
that the evidence which has been tested by both parties is more likely to lead to 
an accurate resolution of the case than a one-sided account: “no better 
instrument has been devised for arriving at truth than to give the person in 
jeopardy of serious loss notice of the case against him and the opportunity to 
meet it”.94 Until both parties are allowed to put forward their side of the case, it 
will be impossible to assess the credibility of the evidence in the round.95  

Moreover, while the most common justification for the recourse to secret 
evidence by the Executives is the protection of national security, it may be said 
that the use of secret evidence in judicial proceedings also weakens security. In 
fact, procedures which involve the use of secret evidence that has not been 
properly tested are more likely to be erroneous and therefore to lead to 
inaccurate conclusions.96 This endangers security in two ways. Firstly, by 
punishing those who are actually not involved in terrorist activities, inaccurate 
conclusions breed a sense of resentment in innocents and the community from 
which they come. Secondly, they allow those guilty to escape conviction.97  

In addition, the use of secret evidence raises severe democratic 
concerns.98 Traditionally, judicial proceedings are also a way to inform the 
public about the government‟s actions. Secrecy instead, “prevents the public 
from being informed about government policies, from subjecting these policies 
to public debate, and from holding the government accountable”.99 The 
defendant‟s interest in disclosure is, in fact, coupled with the broader public 
interest in holding the government accountable for its decisions against 
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individuals or entities100 and democratic oversight as a means to restrain 
Executive‟s abuses of State secrecy is premised on the supply of a sufficient 
amount of information on the government‟s actions.101  

The recourse to secret evidence is also often overplayed at the expense of 
procedural fairness and transparency.102 It happens, in fact, that governments 
claim the need for confidentiality in respect of information which later turns out 
to be already publicly available. Similarly, there are instances of gross 
exaggeration by the government of the security-threat potentially posed by the 
disclosure of certain material that does not cause any significant harm, once of 
public domain.103  

Most importantly, the use of secret evidence in trials is deemed to infringe 
severely the overall fairness of the judicial procedure. It is self – evident that the 
possibility to adduce secret evidence utterly opposes the most basic standards 
of procedural fairness which represent the foundation of any democratic justice 
system104 and core rights in international human rights law.105   

Fair trial does not only imply each party being heard on an equal footing 
before an independent and impartial tribunal but also each party being able to 
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effectively challenge the evidence adduced by the other side.106 The 
government instead, by deploying secret information obtained by intelligence 
agencies without revealing it in full form to the person concerned, inhibits 
named persons‟ right to know and confront the case against them by calling 
evidence of their own.107  

Acute tensions have inevitably emerged between the ever-increasing need 
to protect the public from terrorism threats, which requires more secrecy, and 
the fundamental procedural rights of the individuals concerned, which militates 
in favor of more openness. 

With this regard, it is widely recognized both at the legislative and judicial 
level that the right to disclosure of the evidence and of the grounds for  
restrictive measures is not an absolute right. Overriding security concerns, such 
as the fundamental rights of another individual or other public interests, may  
legitimately preclude the communication of certain grounds.108 

Nonetheless, reliance on secret evidence curtails the ability of the 
individuals concerned and of their lawyers to challenge the substance of 
counterterrorism measures and to have their lawfulness subject to a thorough 
judicial oversight before an independent court.109 On the one hand, the persons 
concerned are often deprived of the necessary information which would enable 
them to mount an effective challenge against the contested decision.110 On the 
other hand, claims of secrecy severely obstruct the judiciary‟s role of 
adjudicating justice. 

 Within the European Union framework in particular, not only EU 
institutions and national authorities often withhold relevant information from the 
judicial authority itself,111 but also in the event of judicial authorities having full 
access to the information, the courts have showed a great deference to the 
assessments of the governments and of intelligence communities in 
determining whether intelligence information sufficiently substantiates the need 
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for restrictive measures as well as for excluding the party concerned from 
access to the supporting intelligence information.112  

Therefore, it is clear that when secret evidence is admitted without 
counterbalancing measures, the mismatch between the parties is unavoidable. 
Lack of fairness is not only an affront to the adversarial principle (which requires 
that both parties are given an equal opportunity to present evidence and to 
comment on the evidence presented by the opposing party),113 but it also 
damages the integrity of the justice system itself when courts deliver judgments 
which are perceived to have been adopted in an unfair process.114 

Many believe that secret evidence breaches the general principle stating 
that “justice must not only be done but seen to be done”.115 Some went even 
further in arguing that when secret evidence is used, “it is not merely that justice 
is not being seen to be done, it is actually that justice itself is not being done”.116   
 

4. Overview of the treatment of secret evidence at the international and EU 

level 

 

4.1. International good practices 

 
The role of intelligence agencies in countering terrorism and their 

oversight have been addressed also at the UN level when in 2009 the Human 
Rights Committee mandated the Special Rapporteur „on the promotion and 
protection of human rights and fundamental freedoms while countering 
terrorism‟, Martin Scheinin, to produce a compilation of good practices in this 
area. The resulting report, „Compilation of good practices on legal and 
institutional frameworks and measures that ensure respect for human rights by 
intelligence agencies while countering terrorism, including on their oversight‟,117 
aims to contribute to the promotion and respect for the rule of law and human 
rights in the work of intelligence agencies.118  

At the outset, the Special Rapporteur recognizes the importance of the 
role performed by intelligence services in enabling States to protect the 
individuals under their jurisdiction against the security threat posed by terrorism. 

                                                
112
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At the same time however it remarks that “effective performance and the 
protection of human rights can be mutually complementary goals for intelligence 
services”.119 

 In the light of the considerations made above about the blurring distinction 
between the work carried out by the intelligence services and by the regular 
police forces, it is noteworthy that the first good practice is limited to a mere 
description of the core tasks performed by intelligence agencies. These core 
functions are centered on the “collection, analysis and dissemination of 
information” for the purpose of assisting “policymakers and other public entities 
in taking measures to protect national security”.120 The reason why this 
description represents a good practice is that it prevents members of 
intelligence agencies from undertaking activities which fall within the 
competence of other public bodies and which would not guarantee the same 
measure of human rights protection if carried out by intelligence services.121 

The report proposes also that any person who believes to be a victim of 
illegal actions of the intelligence services has the possibility to bring action 
before a court or an oversight institution122 which, among others, has “full and 
unhindered access to all relevant information” in order to grant to the person 
concerned an effective remedy.123  

A set of good practices has been outlined by the report in the area of 
personal data protection,124 also dealing with the possibility to limit access by 
the concerned individuals to data related to themselves.125 The report admits 
that access to personal data can be restricted “for reasons such as 
safeguarding ongoing investigations and protecting sources and methods of the 
intelligence services”126 but it is good practice that any possibility of restriction is 
prescribed by the law and limited to the strictly necessary in compliance with the 
principle of proportionality.127 

A more specific guidance on the treatment of intelligence information as 
evidence can be found in good practice 6 of ‟The Rabat Memorandum on Good 
Practices for Effective Counterterrorism Practice in the Criminal Justice 
Sector‟,128 redacted in 2012 by the Criminal Justice Sector/Rule of Law Working 
Group of the Global Counterterrorism Forum. These good practices129 are 
based on the principle that terrorism should not be addressed to the detriment 
of the fundamental human rights of those accused.130  
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Good Practice 6131 outlines the legal safeguards which, once enacted, 
may allow the use of intelligence information as evidence as long as both the 
confidentiality of the information and the due process rights of the person 
concerned are protected, as imposed by both national and international law. In 
particular, it prescribes that States have at their disposal appropriate legal 
safeguards that permit to protect intelligence sources as well as methods of 
intelligence gathering while granting a fair trial to the one accused “including the 
right to be informed of the nature and cause of the charge against him”.132 It 
recognizes that there are a number of methods which could be deployed to this 
aim such as “a)holding a closed hearing; b) having the judge review the 
intelligence or other information to determine whether it should be disclosed; or 
c) other appropriate procedures”.133 States are then invited to adopt the method 
more consistent with their national law as long as it is compliant with the 
applicable international law.134  

Two years later the adoption of the Rabat Memorandum, in response to 
the difficulties encountered by several States during  the implementation of 
Good Practice 6, the Criminal Justice Sector/Rule of Law Working Group 
developed seven non-binding „Recommendations for Using and Protecting 
Intelligence Information In Rule of Law-Based, Criminal Justice Sector-Led 
Investigations and Prosecutions‟.135 As a general principle at the basis of these 
recommendations, the mandate of intelligence services should be accurately 
and comprehensively defined by the law in order to make their actions 
accountable to their citizens.136  

Under Recommendation 1,137 States should implement procedures which 
ensure that intelligence information is effectively used in criminal prosecutions 
without at the same time compromising the rights of the defense of those 
accused. To this aim, effective oversight mechanism governing the cooperation 
between intelligence services and law enforcement should be put in place in 
order to make sure that “investigations are not being „outsourced‟ to intelligence 
agencies” for the purpose of circumventing “specific legal restrictions imposed 
on law enforcement”.138  

Moreover, in enacting protective measures for intelligence information, 
States should ensure that “the essence of the case is disclosed to the accused 
allowing for an effective defense”, “that the same protective measures are, 
where appropriate, available to the defense when it needs to use intelligence 
information” and “that the imposition of protective measures for witnesses or 
information does not affect the ability to conduct a fair and impartial 
investigation and adjudication of reported violations of human rights related to 
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the witness or information”.139 States should also not base a conviction 
exclusively on the information provided by anonymous witnesses nor on 
evidence that has been produced in a redacted or summarized form. They 
should also address the problems posed by „tainted‟ intelligence information 
“that is, information that may have been obtained by means that may violate 
international human rights law, in particular the prohibition of torture”.140  

Under Recommendation 2, mechanisms which allow intelligence service to 
share terrorism-related information with law enforcement personnel should be 
created.141 Such procedures should be designed to  accommodate both 
national security concerns of the Executive branch and procedural rights of the 
accused.142  

Recommendation 3 prescribes that “where appropriate, intelligence 
agencies should be informed on how intelligence information gathered and 
material captured might impact a criminal investigation or prosecution”.143 For 
instance, States should consider to establish mechanisms that enable 
intelligence services personnel to familiarize with the standard rules of evidence 
which apply to judicial proceedings.144  

Under Recommendation 4, upon receipt of intelligence information 
relevant to the investigation, law enforcement personnel should examine the 
authenticity and reliability of the information received in order to assess how it 
could best be used, if at all, to guide the investigation or to support a 
prosecution as a evidence.145  

Recommendation 5 specifically deals with the need to preserve the 
confidentiality of intelligence information, when at the same time the use of that 
information as evidence may generate on the law enforcement or judicial 
officials an obligation to disclose the information to the defendant.146 There are 
several legal regimes, which may be implemented to reconcile these opposite 
demands. However, regardless of the regime in place, some additional 
practices should be adopted in order to allow a better balance between the 
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competing interests at stake. In particular, “(1)providing security clearances to 
defense counsel to enable the government, where appropriate, to discuss, and 
provide such counsel with, relevant intelligence information” and setting up 
“(2)mechanisms that ensure the review of all evidence and resolution of any 
issues related to that evidence occur and are resolved before double jeopardy 
attaches to the proceeding”.147  

Lastly, while Recommendation 6148 aims at enhancing the protection of 
intelligence information shared between States, Recommendation 7149 stresses 
the importance of training and capacity building as means to support the 
development of the appropriate technical capabilities that will enable 
intelligence services and law enforcement officials to undertake a stronger 
cooperation.150 
 
4.2.European Union secrecy regulations 
 

Within the European Union framework, if on the one hand the right to 
access can now be considered a fundamental right of EU citizens,151 on the 
other, questions of secrecy are not new. The European Union is quietly growing 
as a security actor in its own right which gathers and analyzes information 
autonomously. Even though national security remains under the sovereign 
domain of competence of each Member State, with much of the organized 
crime threats originating beyond the European borders,152 the adoption of a 
number of legislative measures and policy initiatives at the EU level, in 
particular in the last decade, witnesses that the EU has been developing its own 
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internal security policy.153 The action of the Union in the defense and security 
field is largely driven by security-related information classified either by the 
Member States or at the supranational level.154  

In broadening its activities into sensitive areas of policy, the EU had to 
avail itself of a secrecy regulation as a means to achieve its policy objectives in 
the security dimension.155 The first EU classification system dates from the 
1958 when the Euratom Classified Information (ECI) has been established as 
well as a security vetting infrastructure.156 The security grading was based on 
four categories: Top Secret, Secret, Confidential and Restricted.157 This 
classification applied from the very beginning of the European integration to 
both information communicated by the Member States and information acquired 
by the Community.158 The area of application of these rules was confined to the 
defense-related aspects of nuclear safety under Euratom Treaty.159  

Almost forty years later, a proposal of a Council regulation on the security 
measures for the protection of classified information produced or transmitted 
within the EEC or EURATOM activities160 was shot down by the European 
Parliament.161 In response, the Council and the Commission decided to treat 
the issue of security measures for classified information as a matter of their 
internal organization.162 The rationale for adopting new security rules for the 
protection of classified information was that in the new EU framework of a 
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common security policy, confidential information was bound to be produced and 
circulated163 not only within the EU but also with third States or international 
organization disposing of a full-fledge security classification system164 which 
would have raised the same problems of mutual secrecy outlined above: “failure 
by the EU to safeguard classified information would render it a less than 
credible actor in the eyes of national governments, its international partners and 
the wider public”.165  

In 2001, the Council adopted its own internal rules on classification of 
documents,166 just two months before the adoption of the new EU legislative 
rules on public access to documents.167 In December of the same year, the 
Commission followed the Council‟s lead by adopting its own internal security 
rules.168 At the same time, the new EU access regulation laid out a definition of 
„sensitive material‟169 providing that this material “shall be subject to special 
treatment”.170 Article 9 of the Regulation provides that  sensitive material can be 
disclosed “only with the consent of the originator”.171 Great discretion is thus left 
to the originator authority in refusing disclosure of the information, especially in 
the light of the nebulosity of the concepts recalled by the Regulation in defining 
„sensitive material (such as “essential interests” or “public security, defense and 
military matters”).172  

There are three categories included in the security grading under the 
regulation: top secret, secret and confidential.173 Restricted documents instead, 
which are those at the lowest level of classification, entirely fall within the scope 
of the EU access regulation.174 Under the new Council‟s internal security rules 
Member States were also required to adopt appropriate measures “to ensure 
that, when EU classified information is handled” the Council‟s rules are 
complied with.175  
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In March 2011, the following generation of security rules has been 
adopted by the Council and the EU classified information (EUCI) was formally 
launched.176 Under these new rules, classification of documents could be 
justified by simply invoking in general terms “the interests of the European 
Union and its Member States”.177 The area of application of this secrecy 
regulation turned out to be multiplied: “these new rules are much more far 
reaching in terms of scope and width of application than their 2001 counterpart 
and constitute an excellent illustration of the expanded scope of supranational 
executive activity in the EU context”.178  

Even though these rules were not enshrined in a legislative act, it is self-
evident that the Council did not intend to limit the domain of these rules to its 
own internal organization. Rather, its explicit strategy consisted in outlining a 
general and comprehensive framework for the protection of EU Classified 
across all its policy fields179 by obtaining the commitment also of the 
Commission, the Member States and other EU actors to adopt equivalent 
provisions.180 Less than two weeks after the adoption of the Council Decision, 
Member States signed an agreement guaranteeing, in a legally binding fashion, 
that they would give primacy to the protection of classified information 
“originating in European Union institution, or in agencies, bodies or offices 
established by the latter and provided to or exchanged with the Parties”.181 As a 
result, the EU classification system, disciplined by the Council as a matter of its 
internal organization, is now legally binding also for the States of the Union.182  

Due to the multiplication and accumulation of a secrecy culture at all levels 
of governance, international, supranational and national, the issue of secret 
evidence was bound to arise before the Courts of the European Union. In the 
wake of the global threat posed by international terrorism, the European courts 
are more and more often required to resolve the tensions that inevitably arise 
between security considerations (and the concomitant secrecy claims) on the 
one hand and the protection of the rights of the defense enshrined in the 
Charter of Fundamental rights of the European Union (EU Charter) on the other. 
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 In this context, the EU courts play a key role in consolidating and 
promoting an effective implementation of the rule of law principles on which the 
European Union has been built without interfering with the Member States‟ 
national sovereignty in national security matters.183  
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Chapter II: EUROPEAN LEGAL STANDARDS 

1. Secret evidence under the Charter of Fundamental Rights of the 

European Union and the European Convention of Human Rights: due 

process rights and their exceptions 

 
The difficult relationship between national security, intelligence information 

and human rights has to be examined in the light of Article 47 (right to an 
effective remedy and to a fair trial) and Article 48 (presumption of innocence 
and right of defense) of the Charter of Fundamental Rights of the European 
Union and in the light of the rights to a fair trial and to an effective remedy 
respectively affirmed in Article 6 and 13 of the European Convention of Human 
Rights (ECHR). Implications for other rights are also relevant. In particular for 
Article 3 (prohibition of torture), 5 (right to liberty and security), 8 (right to 
respect for private and family life) and 10 (freedom of expression) ECHR. 
Particular attention should now be focused on Article 6 ECHR and on Article 47 
of the EU Charter.   

The right to a fair hearing under Article 6 ECHR, as a core human right, is 
actually a complex right which consists of different components. Most of the 
guarantees stemming from this right acquire relevance in relation to the use of 
secret evidence.184 Article 6(1) of the Convention provides that “in the 
determination of his civil rights and obligation or of any criminal charge against 
him, everyone is entitled to a fair and public hearing within a reasonable time by 
an independent and impartial tribunal established by law”. Everybody is 
therefore entitled to a fair trial in both civil and criminal case. No exceptions to 
this fundamental right are contemplated. However, it is well established that the 
procedural requirements of a fair hearing may vary according to the concrete 
circumstances of the case.185 For example, even though the proceedings 
should generally be open to the public, in camera hearings  may sometimes be 
accepted if this appears strictly necessary in the interest of justice.186  

According to the teleological interpretation that so far has been given to 
this first paragraph, while it is for the national law to adopt the rules governing 
the admissibility of evidence and it is for the national courts to evaluate the 
evidence admitted, three are the implied requirements that need to be met in 
order for a trial to be considered fair within the meaning of Article 6: adversarial 
principle, equality of arms and presence.187  

In particular, the issues related to non-disclosure of material can be 
tackled both from the standpoint of the adversarial principle and of the equality 
of arms. The first requires that the applicants be given the opportunity to know 
and to contest the evidence produced against them:188 “the right to an 
adversarial trial means the opportunity for both parties to have knowledge of 
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and comment on the observations filed or evidence adduced by the other 
party”.189 The second requires that the applicants be given the opportunity to 
know and to contest the evidence produced against them on equal condition 
with the other party:190 equality of arms requires that “each party must be 
afforded a reasonable opportunity to present his case in conditions that do not 
place him at a disadvantage vis-à-vis his opponent”.191 These two requirements 
often overlap also in the European Court of Human Rights‟ (ECtHR)  case-law 
concerning the use of undisclosed material.192  

However, the ECtHR narrowed the range of cases to which Article 6 is 
applicable. From the Court‟s case-law it emerges in fact that not all the 
proceedings fall under Article 6 of the Convention but only those relating to the 
determination of a criminal charge or of civil rights and obligations.193 In 
particular, in the Court‟s view, immigration and asylum proceedings do not fall 
under Article 6 because “the decisions regarding the entry, stay and deportation 
of aliens do not concern the determination of their civil rights or obligations or of 
a criminal charge against them”.194  

Additional components of the right to a fair trial are then made explicit with 
specific regard to criminal cases. In particular, the second paragraph of Article 6 
lays out the principle of presumption of innocence until “proved guilty” in 
accordance with the law.195 Further guarantees are then listed under the third  
paragraph: the right of the accused to be promptly informed in detail of the 
allegations against them; the right to have sufficient time and resources for an 
effective preparation of their defense; the right to defend themselves in person 
or through a lawyer of their choosing; the right to have the witnesses examined 
under the same conditions as the other party and the right to have the 
assistance of an interpreter if they do not understand the language used in the 
proceedings.196  

In short, the obligations stemming from Article 6 are twofold: a negative 
obligation not to convict anyone without a fair hearing and a positive obligation 
to lay out procedural rules which make a fair trial possible.197 

Other procedural obligations reflecting the guarantees under Article 6 can 
be found throughout the whole Convention. For example, a close connection 
can be found between the right to a fair trial under Article 6 and the right to 
liberty and security under Article 5.198 The latter gives protection to any person 
deprived of his/her liberty by arrest or detention. Its fourth paragraph in 
particular, together with Article 6, protects the right to a fair hearing for anyone 
challenging the legality of his/her detention: “everyone who is deprived of his 
liberty by arrest or detention shall be entitled to take proceedings” in order to 
verify if the procedural and substantive conditions for the legality of their 
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detention have been met.199 If their detention is then found unlawful, they shall 
be entitled to be released.200 The particular relevance of Article 5(4) derives 
from the fact that it guarantees procedural fairness in cases where Article 6 
does not apply. Article 6 is also strictly linked to Article 13 ECHR which set forth 
the right to an effective remedy:201 an effective remedy before a national 
authority shall always be provided in case of violation of the guarantees laid out 
in the Convention.202  

The second paragraph of Article 47 of the EU Charter transposes the 
content of Article 6(1) ECHR into the EU law.203 This paragraph provides that 
“everyone is entitled to a fair and public hearing within a reasonable time by an 
independent and impartial tribunal previously established by law”. Moreover, 
“everyone shall have the possibility of being advised, defended and 
represented”.204  

However, from the analysis of the Article 47(2) of the EU Charter, it 
emerges that the degree of legal protection provided under the EU law is more 
extensive than the one under Article 6 ECHR. The explanations of Article 47 
clarify in fact that, unlike Article 6(1), the right to a fair trial under Article 47(2) is 
not exclusively applicable to disputes involving civil law rights and obligations.205  

This broader applicability of the guarantees in question is a consequence 
of the conclusion drawn by the European Court of Justice (ECJ) in Les Verts v 
European Parliament.206 In this occasion, the ECJ held that the “EU is a 
Community based on the rule of law, inasmuch as neither its Member States 
nor its institutions can avoid a review of the question whether the measures 
adopted by them are in conformity with the basic constitutional charter, the 
Treaty”207. Therefore, it appears that the EU law extends the standards flowing 
from Article 6(1) ECHR to proceedings that the ECtHR would normally not 
determine on the basis of that provision.208  

The provision under the first paragraph of Article 47 instead recalls Article 
13 ECHR209 when it states that “everyone whose rights and freedoms 
guaranteed by the law of the Union are violated has the right to an effective 
remedy before a tribunal in compliance with the conditions laid down in this 
Article”.210 

However, when it comes to national security concerns, also Article 52(1) of 
the EU Charter has often been invoked for the fact that it allows limitations on 
the exercise of the rights enshrined in the Charter, as long as such limitations 
are “provided for by the law and respect the essence of those rights and 
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freedoms”. Moreover, the same Article provides that “subject to the principle of 
proportionality”, limitations are allowed “only if they are necessary and 
genuinely meet objectives of general interest recognized by the Union or the 
need to protect the rights and freedoms of others”.211  

The objective consisting in the protection of national security can be linked 
to Article 4(2) TEU under which the Union shall respect the “essential State 
functions [of Member States], including ensuring the territorial integrity of the 
State, maintaining law and order and safeguarding national security”. The same 
paragraph then explicitly states that “national security remains the sole 
responsibility of each Member State”.212 In connection with this provision, Article 
346 TFEU prescribes that “no Member States shall be obliged to supply 
information the disclosure of which it considers contrary to the essential 
interests of its security”.213 This latter provision seems to be meant to confine 
the nebulous and ambiguous concept of national security into the narrower 
concept of “essential interests” of the security of the State.214  

Similarly, “in time of war or other public emergency threatening the life of 
the nation”, Article 15 ECHR admits derogations from most of the obligations 
under the Convention provided that two conditions are met: any measures shall 
be “strictly required by the exigencies of the situation” and in compliance with 
the other obligations undertaken by the State under international law.215 The 
same Article lists also some fundamental rights protected under the Convention 
in absolute terms and that therefore cannot be weighed against even the most 
pressing national security concerns: right to life, “except in respect of deaths 
resulting from lawful acts of war” (Article 2), prohibition of torture (Article 3), 
prohibition of slavery and forced labor (Article 4 paragraph 1) and no 
punishment without law under Article 7.216  

The European Court of Human Rights granted national authorities a wide 
margin of appreciation in availing themselves of the right to make these 
derogations: “it falls in the first place to each Contracting State, with its 
responsibility for the life of its nation to determine whether that life is threatened 
by a public emergency and if so how far it is necessary to go in attempting to 
overcome the emergency. By reason of their direct and continuous contact with 
the pressing needs of the moment, the national authorities are in principle in a 
better position than the international judge to decide both on the presence of 
such an emergency and on the nature and scope of derogations necessary to 
avert it”.217 It is worth noting that, in the view of the Strasbourg Court, also the 
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threat posed by international terrorism may represents “a public emergency 
threatening the life of the nation” within the meaning of Article 15 ECHR.218  

Nonetheless, while the determination of whether national security is 
imperiled is largely left to the national governments, it is also clear from the 
settled case-law of both the Courts of Union and of the Strasbourg Court that 
national authorities have no power to resort at their discretion to secret 
evidence by simply invoking the existence of national security concerns. It is 
therefore extremely important to examine how these Articles have been 
interpreted and applied by the European courts in dealing with the ever-
increasing tension between State secrets and national security on the one hand 
and the protection of the rights of defense on the other.  

Over the last thirty years in fact, serious concerns regarding the 
compatibility with the ECHR and with the EU Charter of some national 
procedural rules on the use of closed material have often been taken to the 
Courts‟ attention. In response, the European Courts have gradually laid out 
clear legal standards which determine the extent to which the claimed need for 
confidentiality can be preserved in proceedings without at the same time unduly 
compromising the procedural rights of the persons concerned.  

 
2.The European Court of Human Rights’ case-law 

2.1.Restrictions of the rights of the defense and the need for counterbalancing     

procedures 

 
The European Court of Human Rights addressed the issues arising from 

the use of closed evidence in several cases in which the compliance with the 
ECHR standards of some national security-based measures was put under 
question. In these cases, the Court stressed that the right to a fair trial under 
Article 6 of the Convention entails not only the opportunity to know the 
allegations and the evidence put forth by the other party but also the right to 
effectively challenge them. At the same time, it is also clear from the same 
case-law that the right to disclosure of evidence as an essential component of 
the rights of the defense is not considered by the Court as an absolute right: 
restrictions to this right are in fact admissible as long as sufficient 
counterbalancing procedures are provided.  

 In Doorson,219 for example, the Court found no breach of Article 6 ECHR 
in the use of anonymous witnesses. This is a particular form of secret evidence 
adopted in order to obtain information from witnesses while at the same time 
protecting their life, security or liberty from possible reprisal by the applicant. In 
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the present case, the Court concluded that the difficulties faced by the applicant 
in carrying out his defense were “sufficiently counterbalanced by the procedures 
followed by the judicial authorities”.220 The defense counsel was in fact enabled 
to ask questions to the anonymous witnesses and was put in a position to 
efficiently challenge the reliability of their statements.221 The ECtHR then 
stressed that even when adequate procedures are adopted in order to 
counterbalance the restrictions under which the defense acts, “a conviction 
should not be based entirely or to a decisive extent on anonymous 
statements”.222 This means that “evidence obtained from witnesses under 
conditions in which the rights of the defense cannot be secured to the extent 
normally required by the Convention should be treated with extreme care”.223  

Also in Jasper,224 the ECtHR recognized that the right to full disclosure of 
the relevant evidence is not an absolute right but a right which must be weighed 
against other competing interests such as the need to protect national security 
or vulnerable witnesses or the need to keep police methods of investigation 
secret. The Court held, in fact, that “in some cases it may be necessary to 
withhold certain evidence from the defense so as to preserve the fundamental 
rights of another individual or to safeguard an important public interest”.225 
However, the Court further specified that these restrictions can be considered 
compliant with Article 6(1) of the Convention only if two conditions are met. On 
the one hand, Article 6 only allows restrictions to applicant‟s procedural rights 
which are strictly necessary226 (the so-called „strict necessity test of non-
disclosure‟)227. On the other, adequate procedures shall be put in place by the 
judicial authorities in order to counterbalance the difficulties that these 
restrictions might cause to the defense.228  

In numerous judgments, the ECtHR also stressed the importance of 
allowing the trial judge to rule on questions of disclosure. In Rowe and Davis,229 
the Court found a breach of Article 6 in the prosecution‟s decision to keep some 
relevant evidence secret on the grounds of public interest without notifying the 
judge: the applicant was therefore not provided with a sufficient remedy for “the 
unfairness caused at the trial by the absence of any scrutiny of the withheld 
information by the trial judge”.230 This latter principle was then reaffirmed in 
Dowsett.231 This case originated from the national authority‟s decision to 
withhold, on the grounds of public interest immunity, some information not only 
from the defense but also from the national court. The national court was 
therefore denied the opportunity to examine the appropriateness of the claimed 
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non-disclosure. The ECtHR, in finding a violations of Article 6 of the Convention, 
reiterated “the importance that material relevant to the defense be placed before 
the trial judge for his ruling on questions of disclosure at the time when it can 
serve most effectively to protect the rights of the defense”.232  

What emerges from the latter judgments is that the question of non-
disclosure of some material cannot be left to the prosecution alone. On the 
contrary, it is for the court to approve the non-disclosure by way of balancing 
the competing interests and continuing to assess the need for transparency at 
every level of jurisdiction.233  
 
2.2.The system of special advocates as a possible counterbalancing 

mechanism: the scope of „A-type‟ disclosure and its difficult application 

 
In Chahal v United Kingdom,234 the ECtHR recognized that there are 

examples of techniques which accommodate security concerns and yet accord 
the persons concerned a substantial measure of procedural fairness. In this 
case, the Court found a violation of Article 5(4) ECHR in a case of detention for 
deportation purposes. This detention was justified by the Secretary of State on 
the grounds of national security. In particular, the applicant was deemed to be 
involved in terrorist activities in support of Sikh separatism. The Court reiterated 
that “the use of confidential material might be unavoidable where national 
security [is] at stake”.235 However, “this does not mean that the national 
authorities can be free from effective control by the domestic courts whenever 
they choose to assert that national security and terrorism are involved”.236  

On this basis, the Strasbourg Court found, inter alia, that in the deportation 
process in question, no adequate procedural safeguards meeting the standards 
under Article 5(4) had been put in place. First of all, the domestic courts were 
unable to effectively scrutinize the Secretary of State‟s decision to deport the 
applicant. No full access to all the relevant facts relating to the alleged threat to 
national security posed by Mr Chahal was in fact given to the courts.237 
Secondly, since national security elements were involved, no right of appeal 
against the deportation could be exercised by the applicant and the only 
available “safeguard against arbitrariness”238 was represented by an advisory 
panel. However, although this panel had full access to the evidence relied upon 
by the Secretary of State, the ECtHR concluded that “the panel could not be 
considered as a court within the meaning of Article 5 para.4”.239 This was  
because the applicant, in his hearing before the panel, could not benefit from 
legal representation and  was given only an outline of the reasons for his 
deportation. Moreover, not only no power of decision was recognized to the 
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panel but its advice was also not binding to the Home Secretary and was not 
disclosed.240  

On the same grounds, the Court found that also the right to an effective 
remedy under Article 13 of the Convention had been infringed, “the advisory 
panel procedure being neither a remedy nor effective”241 and considering the 
deficiencies affecting the judicial review carried out by the British Courts.242  

A breach of both Article 5(4) and Article 13 was thus found by the ECtHR. 
In reaching this conclusion, the Court noted that “there are techniques which 
can be employed which both accommodate legitimate security concerns about 
the nature and sources of intelligence information and yet accord the individual 
a substantial measure of procedural justice”.243 In particular, the Court referred 
to the form of judicial control applied in cases of deportation for national security 
reasons in Canada.244 The Court mentioned specifically the practice adopted in 
Canada of holding closed hearings245 in which all the evidence is examined but 
from which the applicant and his representatives are excluded in order to 
preserve the confidentiality of the sensitive material. However, during these 
hearings, a special security-cleared counsel can cross-examine the witnesses 
and generally help the court in challenging the State‟s case.246  

The reference made by the ECtHR to this Canadian practice wrongly 
suggests that special counsels operate before Canadian Federal Courts in 
immigration cases. The Court probably meant to refer to the presence of 
security-cleared counsels before the Security Intelligence Review Committee 
(SIRC).247 The United Kingdom responded to this judgment by adopting the 
system of special advocates.248  

In A and Others v the United Kingdom, the Court examined the 
compliance with the ECHR of the UK system of special advocates which 
operates in cases where secret evidence is deployed. The present case 
concerned the preventive detention of suspected terrorists for the purpose of 
their deportation in accordance with the UK Anti – terrorism legislation. One of 
the arguments put forward by the applicants was the unfairness of the 
procedures followed in order to review the need for their detention. This claim 
was based in particular on the fact that special advocates are not authorized to 
communicate with their clients after having viewed the closed material.  

Although the case involved the application of Article 5(4) ECHR, in the 
light of the concrete circumstances of the present case and in particular of the 
lengthy of deprivation of liberty to which the applicants had been subject, the 
Court held that “Article 5(4) must import substantially the same fair trial 
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guarantees as Article 6(1) in its criminal aspect”.249 These guarantees normally 
include the right to have access to all the evidence in possession of the 
prosecution, “both for and against the accused”250 as an essential requirement 
for an effective exercise of the rights of the defense.  

The Court however recognized that Article 6 does not impose a uniform 
standard which applies irrespective of the context of the case in question:251 
also in proceedings which fall under Article 6 of the Convention, “there may be 
restrictions on the right to a fully adversarial procedure where strictly necessary 
in the light of a strong countervailing public interest, such as national security, 
the need to keep secret certain police methods of investigations or the 
protection of the fundamental rights of another person”.252 At the same time, the 
Court stressed that when complete disclosure is not possible, counterbalancing 
measures shall be put in place as a remedy for the lack of full adversarial 
procedure.253  

As a general principle, it is essential that each applicant is provided with 
as much information about the allegations and evidence against them as is 
possible without jeopardizing national security.254 However, where full 
disclosure is not possible, Article 5(4) prescribes that the “difficulties this 
[causes] [is] counterbalanced in such a way that each applicant still [has] the 
possibility effectively to challenge the allegations against him”.255 

The Court did not find the UK system itself non compliant with these 
requirements: “the Court considers that SIAC, which was a fully independent 
court and which could examine all the relevant evidence, both closed and open, 
was best placed to ensure that no material was unnecessarily withheld from the 
detainee”.256 Moreover, the special advocates could perform an additional 
important role in counterbalancing the State‟s need for secrecy by “making 
submissions to the judge regarding the case for additional disclosure”,257 “by 
testing the evidence and putting arguments on behalf of the detainee during 
closed hearing”.258 However, the Court added that the special advocates can 
represent this important safeguard only if the detainee is given “sufficient 
information about the allegations against him to enable him to give effective 
instructions to the special advocate”.259  

This means that where the judicial authority, in the determination of the 
case, relies to a large extent on open material, it can be safely said that the 
applicant has been given the opportunity to effectively refute the case against 
him. Equally, even when most of the underlying evidence is kept secret, if the 
allegations contained in the open material are detailed enough, it can still be 
said that it has been possible for the applicant to give sufficient instructions to 
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his special advocate.260 On the contrary, where the open allegations are of 
general nature and the determination of the case is based “solely or to a 
decisive degree on closed material, the procedural requirements of Article 5(4) 
would not be satisfied”.261 In short, non-disclosure is compatible with the 
requirements for an adversarial proceeding only if the non-disclosed pieces of 
evidence are not used as decisive or crucial elements to found the conviction.  

The court then examined in respect of each applicant if the level of 
information provided was compliant with the criteria laid out above. In doing so, 
the Court found that for five of the applicants the allegations were sufficiently 
detailed to allow the applicants to refute them.262 A violation of the right to 
procedural fairness under Article 5(4) was instead found in respect of the other 
four applicants. For them, in fact, the material disclosed was mainly 
insubstantial while the evidence relied upon against them was largely found in 
the closed material.263   

Notwithstanding the importance of this judgment, several uncertainties still 
surround the so called „A-type‟ disclosure.264 First of all, this principle is easy to 
state but difficult to apply. Under this principle, in fact, it is for the court to 
evaluate whether the material disclosed is sufficiently detailed to enable the 
applicants to give effective instructions to their special advocates on how to 
refute the allegations against them. However, the line between information 
which is sufficiently specific and information which is not is not easy to draw. 
For example, if a hypothetical individual X is deemed to be member of a terrorist 
group linked to Al-Qaida, the material disclosed will need to indicate a specific 
association with named individuals on a precise date or it is enough  to indicate 
that the suspect was associated with certain individuals over a certain period? 
No answer can be given in the abstract. The adequacy of the specificity of the 
open material will depend on the response that the suspect intends to give to 
the allegations made. If s/he means to refute them with a blanket denial, no 
specific information is necessary. On the contrary, if s/he intends to prove the 
innocence of his/her association with certain individuals and to explain what 
type of association this was, further details are necessary.265  

Secondly, the premise made by the Grand Chamber that in the present 
case Article 5(4) must “import substantially the same fair trial guarantees as 
Article 6(1) in its criminal aspect”266 appears inconsistent with its conclusion. In 
a criminal trial in fact, the defendants must be informed of all the evidence  
against them as well as of the exculpatory evidence of which the prosecution is 
in possession. On the contrary, the test that the Grand Chamber laid out in A 
consists of verifying whether the information given to the suspects – which not 
necessarily will be all the information at the government‟s disposal - places 
them in an adequate position to give effective instructions to the special 
advocates. Thus, if the allegations contained in the open material are 
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sufficiently detailed, the standard laid out by the Court can be met even when all 
or the majority of the underlying evidence is kept confidential.267 There remains 
the difficulty deriving from the fact that much emphasis was placed by the 
Strasbourg Court on the lengthy period of deprivation of liberty faced by the 
detainee. The question which arises is therefore whether the same standard of 
disclosure is to be applied in cases where detainees face a shorter period of 
detention.268  These difficulties probably reflect the Court‟s refusal to lay down 
general principles in favor of a contextual approach.  

 
2.3.Immigration cases and the need for “some forms of adversarial 

proceedings” 

 
Although in the ECtHR‟s view, immigration cases do not fall under Article 

6, the same Court in several occasions stressed that when measures interfering 
with human rights come into play, “some forms of adversarial proceedings” 
should always be granted.269 With this regard, great importance should be 
recognized to the reasoning followed by the Grand Chamber in Liu v. Russia 
(No.2) and in C.G. and Others.270 In both cases the Court found a breach of the 
applicants‟ right to respect for private and family life (Article 8) and of the right to 
an effective remedy (Article 13).  

First of all, in the Court‟s view, although the notion of national security is 
not subject to a comprehensive definition and that a broad margin of 
appreciation is left to the Executive to assess what is a threat to that security, 
this “does not mean that its limits may be stretched beyond its natural 
meaning”:271 “while the Executive‟s assessment of what poses a threat to 
national security will naturally be of significant weight, the courts reviewing the 
Executive‟s decisions must be able to react in cases where invoking that 
concept has no reasonable basis in the facts or reveals an interpretations of 
national security that is unlawful or contrary to common sense and arbitrary”.272 
It is on this basis that the Court in C.G. and Others held that the applicant‟s 
alleged involvement in trafficking of narcotic drugs, “can hardly be said, on any 
reasonable definition of the term [national security] (…), capable of impinging on 
the national security of Bulgaria”.273  

 The ECtHR thus stressed that it is for the domestic courts to verify the 
factual basis for the conclusion that the applicant represents a threat to national 
security. This shall be achieved by subjecting to judicial scrutiny the sources of 
information relied upon for the expulsion decisions.274 In the present cases 
instead, the domestic courts failed to carry out an “independent review of 
whether the conclusion that the applicant constituted a danger to national 
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security had a reasonable basis in fact”.275 In their ruling, they merely 
corroborated the evidence provided by the security services without examining 
any additional information.276 The courts, instead of examining whether the 
authorities were able to demonstrate the specific factual grounds relied upon for 
their decision, confined the scope of their review to a mere formal examination 
of the expulsion decision.277  

Furthermore, the Strasbourg Court examined the deficiencies that the 
applicants face when the allegations against them are of general nature. With 
this regard, in C.G. and Others, the Court stressed how the lack of “even the 
outline knowledge of the facts” underlying the national authorities‟ decision 
prevents the applicants from adequately refuting the allegations against 
them.278 By the same token, in Liu v. Russia (No.2), the Court relied directly on 
its previous judgment in A in holding that the lack of specific allegations made it 
impossible for the applicants to submit exonerating evidence.279  

To sum up, in immigration cases, the combination of Article 13 and  Article 
8 requires that the individuals concerned are enabled to effectively challenge 
the orders taken against them and to have “the relevant issues examined with 
sufficient procedural safeguards and thoroughness by an appropriate domestic 
forum offering adequate guarantees of independence and impartiality”.280 The 
Court recognized that when national security is at stake some procedural 
restrictions might be necessary in order to avoid dangerous leakage of 
information.281 However, the competent appeals authorities, as a minimum, 
have to be informed of the reasons underlying the expulsion decision, even if 
that information is not available to the public.282 The judicial authority must be 
enabled to reject “the Executive‟s assertion that there is a threat to national 
security where it finds it arbitrary and unreasonable”283 and to examine if a fair 
balance between the public interests involved and the individual‟s procedural 
rights has been struck. In short, also in immigration cases “there must be some 
form of adversarial proceedings, if need be through a special representative 
following security clearance”.284  
 
3.General Court and European Court of Justice’s case-law  

 
Also at the European Union level, the use of secret evidence gave rise to 

important issues. In particular, it raised the question whether the right to 
effective judicial protection under Article 47 of the EU Charter requires that the 
applicants be always informed at least of the essence of the grounds and 
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evidence against them.285 In several cases the EU Courts tackled this issue and 
important findings have been made so far.  
 
3.1.Deportation proceedings: the ZZ case and the obligation to disclose the 

essence of the reasons for a decision refusing entry 

 
It is of extreme importance to examine the conclusion reached by the 

European Court of Justice in ZZ v Secretary of State for the Home 
Department.286 In this case, the ECJ held that the necessary compliance with 
the right to effective judicial protection under Article 47 requires that the 
essence of the reasons for a decision refusing entry into a Member State must 
always be disclosed to the person concerned. In doing so, the Court disagreed 
with the opinion delivered by Advocate General Bot. The Advocate General in 
fact, in his opinion, maintained that, in some exceptional circumstances, the 
non-disclosure even of the very essence of the grounds could be justified by 
severe public security concerns. Beyond that, the Court recognized that it is 
mostly for the national courts of the Member States to strike an appropriate 
balance between the compelling necessity to respect the right to effective 
judicial protection and the national security requirements.287  

The European Union law which comes into play in the present case is 
represented by Directive 2004/38/EC „on the right of citizens of the Union and 
their family members to move and reside freely within the territory of the 
Member States‟,288  in particular Chapter VI. Article 27 of this Directive enables 
the Member States to “restrict the freedom of movement and residence of Union 
citizens and their family members, irrespective of nationality, on the grounds of 
public policy, public security or public health”.289  

Important safeguards are then provided by Article 30(2) under which “the 
persons concerned shall be informed, precisely and in full”290 of the grounds on 
which the decision against them was taken unless this would put State security 
under threat. This guarantee is further strengthened by Article 31 which protects 
the right to make effective use of appeals procedures: the person against which 
a decision under Article 27 has been taken has the “right to have access to 
judicial and, where appropriate, administrative redress procedures in the host 
Member State to appeal against or seek review of” such a decision.291 These 
redress procedures shall examine the legality of the decision as well as the 
facts and the circumstances relied upon in the decision. These procedures shall 
also make sure that such a decision is proportionate in particular with respect to 
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the requirements under Article 28.292 This latter Article outlines the level of 
protection which has to be accorded in case of expulsion.293 

In the present case, the applicant, ZZ, is a man with dual French and 
Algerian nationality. He has been married to a British national since 1990 and 
has  eight children with her. He lawfully resided in the UK from 1990 to 2005 
and in 2004 he was granted a permanent residence permit by the UK Secretary 
of State. However, in 2005, after he left the United Kingdom for Algeria, the 
Secretary of State cancelled his right of residence and when he travelled back 
to the UK he was excluded from entry on the grounds that his presence would 
have imperiled public security. This decision was grounded on his alleged 
involvement in terrorist activities. Such a decision was taken in accordance with 
Article 27 of Directive 2004/38/EC.294  

ZZ then lodged an appeal against the decision refusing entry to the 
Special Immigration Appeals Commission (SIAC), the independent tribunal 
which, as will be further discussed below, is competent to deal with appeals 
against decisions of the Secretary of State to exclude individuals from the UK 
on public grounds. At the appeal stage, the Secretary of State refused, on the 
basis of public security reasons, to disclose some key evidence supporting the 
decision to expel ZZ. Consequently, in compliance with the SIAC Procedure 
Rules,295 two special advocates were appointed to represent ZZ‟s interests 
before SIAC with regards to the confidential material. However, in accordance 
with Rule 36,296 these specially appointed security – cleared lawyers were 
allowed to discuss with the party they represented and with his personal 
advisers only on the open evidence and not on the closed one.  

What followed was a hearing in which the SIAC determined to what extent 
the disclosure of closed evidence relied upon by the Secretary of State would 
have imperiled the public interest. This hearing took place in the sole presence 
of the special advocates while ZZ and his personal advisers were excluded. 
Subsequently, another hearing took place in order to examine ZZ‟s appeal: this 
hearing was composed of both an open session, in which ZZ was present, and 
a closed session, in the sole presence of ZZ‟s special advocates who made 
submissions in ZZ‟s defense. The closed material was discussed only in the 
closed session.  

ZZ‟s appeal was dismissed by the SIAC which considered the decision 
refusing entry justified by imperative grounds of national security. The SIAC 
handed down both a closed judgment and an open judgment. The closed 
judgment, where all the crucial issues were exhaustively dealt with, was 
accessible only to ZZ‟s special advocates and to the Secretary of State. The 
open judgment, containing only summary grounds, was provided also to ZZ. It 
was clear from the open judgment that the SIAC was sufficiently satisfied, for 
reasons contained only in the closed judgment, that in 1995 and 1996, ZZ was 
involved in activities of the Armed Islamic Group (GIA) network and in other 
terrorist activities. In particular, in its open judgment, the SIAC held that “for 
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reasons which are explained only in the closed judgment, it was satisfied that 
the personal conduct of ZZ represents a genuine present and sufficiently 
serious threat which affects a fundamental interest of society, namely its public 
security and that it outweighs his and their right to enjoy family life in the UK”.297  

Subsequently, ZZ appealed against the SIAC‟s judgment to the Court of 
Appeal (England and Wales) Civil Division. This Court considered that the 
reasoning and findings of fact contained in the SIAC‟s judgments were sufficient 
to support the conclusion reached by the SIAC. However, the court doubted the 
lawfulness of the SIAC‟s decision not to disclose to the person concerned the 
essence of the grounds relied upon  in the decision at issue. Therefore, the 
Court of Appeal decided to refer this issue to the European Court of Justice for 
a preliminary ruling.298 More precisely, the preliminary ruling was on whether the 
principle of effective judicial protection enshrined in Article 30(2) of Directive 
2004/38 and interpreted in light of article 47 of the EU Charter, requires that “a 
judicial body considering an appeal from a decision to exclude a European 
Union citizen from a Member State on grounds of public policy and public 
security under Chapter VI of Directive 2004/38 ensure that the European Union 
citizen concerned is informed of the essence of the grounds against him”, even 
if the national authorities contend that such disclosure would be contrary to the 
interests of State security.299   

In his Opinion,300 the Advocate General Bot maintained that exceptional 
State security reasons could justify the non-disclosure of the grounds for a 
refusing entry decision. However, Member States must subject the decision of 
non-disclosure to judicial review and provide for techniques which allow to strike 
a fair balance between the procedural rights of Union citizens and the interests 
of State security.301 The Advocate General began his analysis maintaining that 
the “devastating impact”302 of crime terrorism entails that the protection of 
“intelligence assets and sources”303 is “an absolute priority”.304 However, the 
necessity to prevent terrorism “cannot result in a kind of suicide of democracy 
itself”.305 This means that it is necessary to find a balance between the 
demands of the rule of law and the restrictions compelled by the seriousness of 
the threat to public security posed by terrorism.306 

 The Advocate General recognized that rights of the defense are 
fundamental rights stemming from the constitutional traditions common to the 
Member States and then enshrined in Article 47 of the EU Charter.307 According 
to the Advocate General, Article 47 of the Charter is applicable in the present 
case and shall guide the interpretation of the exceptions that Article 30(2) of 
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Directive 2004/38/EC allows to a precise and full disclosure of the grounds on 
which the expulsion decision was taken. At the same time, in its interpretation of 
Article 30(2) of the Directive, the Court should bear in mind also that legitimate 
limitations to the Charter rights are admissible on the basis of Article 52(1) of 
the EU Charter and that objectives of State security are recognized both in 
Article 4(2) TUE and in Article 346(1)(a) TFUE.308 Pursuant to Article 4(2) TEU, 
“the Union (…) shall respect their essential State functions, including ensuring 
the territorial integrity of the State, maintaining law and order and safeguarding 
national security. In particular national security remains the sole responsibility of 
each Member State”.309 In connection with this Article, Article 346(1)(a) TFUE 
provides that the Member States shall not be forced to provide information the 
disclosure of which is deemed to be incompatible with “the essential interests of 
[their] security”.310  

In the light of this, the Advocate General concluded that “Article 30(2) of 
Directive 2004/38, read in the light of Article 47 of the Charter and Article 
346(1)(a) TFEU, should be interpreted as permitting a Member State, in 
exceptional cases duly justified by the need to guarantee State security and 
subject to review by the national court, to prevent a Union citizen being 
informed of the grounds of public security for a decision to expel him, whether in 
detail or in summary form”.311 Complete non- disclosure of the grounds, whether 
in detail or in summary, is thus a possible option in the Advocate General‟s 
view.   

However, he made it clear that this conclusion is not sufficient to strike an 
appropriate balance between the competing interests at stake.312 In particular, 
relying heavily on the ECtHR‟s case-law, he stressed that such a fair balance 
requires that infringements of procedural rights are counterbalanced on the one 
hand by a rigorous judicial review both of the substance of the measure and of 
the need for confidentiality;313 on the other hand, by adequate procedural 
mechanisms capable of providing a satisfactory degree of adversarial 
proceedings.314 In his view, this type of mechanism could be represented by the 
Special Advocate system established in the United Kingdom.315 In fact, “SIAC is 
a fully independent court”316 which has access to all the relevant information 
and which is authorized to set aside expulsion measures if the State security 
concerns are not duly proven. Moreover, the special advocates‟ power to 
question the need for secrecy claimed by the national authorities represents an 
additional procedural safeguard for the individual concerned.317   

In order to strengthen his conclusion, the Advocate General maintained 
that the stricter standard applied by the ECtHR in A did not apply to the present 
case. In his view, in fact, expulsion cases, as in ZZ, do not fall under the 
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guarantees of Article 6 of the Convention: he understands “why the European 
Court of Human Rights has adopted a higher standard for procedural rights 
where it has been faced with detention situations”.318 However, he does not 
“think that Article 47 of the Charter requires the analogous application of 
guarantees as rigorous as those under Article 6(1) of the ECHR in its criminal 
aspect to disputes concerning expulsion measures”.319 Similarly, since the 
preliminary ruling regards the protection of freedom of movement and the right 
of residence of Union citizens, he claimed that also the reasoning followed by 
the Court of Justice in Kadi I320 cannot be applied by analogy. In Kadi I in fact, 
the Court set out safeguards regarding specifically the right to an effective 
judicial protection in relation to measures freezing funds and economic 
resources.321 It is therefore clear that for the Advocate General the applicable 
standards vary according to the context in which the measures in question have 
been adopted. 

Moving to the Court‟s judgment, the first important point made by the 
Court is represented by its response to the effort of the Italian Government to 
have the request for a preliminary ruling declared inadmissible. In particular, the 
Italian Government maintained that from Article 4(2) TEU and Article 346(1)(a) it 
is clear that State security falls under the exclusive competence of the Member 
States.322 However, the Court held that State security concerns are no grounds 
for considering European Union law and the due process rights enshrined in it 
inapplicable.323 The request for a preliminary ruling is therefore  admissible.324 
In drawing this conclusion the Court referred to its previous judgment in 
Commission v Italy.325 In that occasion the Court in fact, on the basis of its 
settled case-law, concluded that “although it is for Member States to take the 
appropriate measures to ensure their internal and external security, it does not 
follow that such measures are entirely outside the scope of Community law”.326 

With regard to the substance of the judgment, the Court set aside the 
restrictive opinion delivered by the Advocate General and adopted a higher 
standard for the protection of the due process rights of Union citizens. The 
Court, in fact, concluded that if the exercise of the right to an effective judicial 
protection is to be effective, the essence of the grounds for a decision refusing 
entry must always be disclosed to the Union citizen concerned: a complete 
non– disclosure of those grounds cannot be considered compatible with Article 
47 of the Charter.  

To this end, the Court maintained that the exceptions to the right of full 
information that Article 30(2) of the Directive allows on the grounds of State 
security must be interpreted strictly and in the light of the right to effective 

                                                
318

 Bot Opinion, para.111  
319

 Bot Opinion, para.111  
320

 Joined Cases C-402/05 P and C-415/05 P Yassin Abdullah Kadi and Al Barakaat 
International Foundation v Council of the European Union and Commission of the European 
Communities [2008] ECR I-6351, Judgment of 3 September 2008 [hereinafter Kadi I] 
321

 Bot Opinion, para.112 
322

 Ibid. para.35 
323

 Ibid. para.38 
324

 Ibid. para.39 
325

 Case C-387/05 Commission v Italy [2009] ECR I-11831, Judgment of 15 December 2009  
326

 Ibid. para.45 



 

42 
 

judicial protection as laid down in Article 47 of the Charter.327 The Court then 
recalled that although Article 52(1) of the EU Charter allows limitations on the 
exercise of the rights enshrined in the Charter, these limitations cannot infringe 
the essence of the right in question.328  

Therefore, the interpretation of Article 30(2) and 31 of the Directive read in 
the light of Article 47 implies that, “if the judicial review guaranteed by Article 47 
of the Charter is to be effective”,329 the person whose right to free movement 
has been restricted must have access to the reasons underlying the decision 
taken in relation to him.330 This means that, in compliance with the adversarial 
principle as a substantive part of the rights of the defense, the parties to a case 
must be provided with the opportunity to examine and comment on the 
documents and facts submitted to the court:331 “the fundamental right to an 
effective legal remedy would be infringed if a judicial decision were founded on 
facts and documents which the parties themselves, or one of them, have not 
had an opportunity to examine and on which they have therefore been unable to 
state their views”.332  

However, the Court recognized that, in some exceptional cases, the 
competent national authority may refuse complete disclosure to the person 
concerned of the grounds underlying the refusing entry decision on the basis of 
State security reasons. In these cases, the Court held that two conditions must 
be met by the national courts.333  

The first condition is that, as provided for in Article 31(1) of the Directive, 
Member States must put in place an effective judicial review both of the legality 
of the decision under Article 27 of the Directive and of the validity of the State 
security reasons invoked by the national authorities to limit disclosure.334 To this 
end, on the one hand, Member States must lay down rules which enable the 
competent court to examine all the grounds and the evidence on which the 
decision under Article 27 has been based in order to verify its legality.335 On the 
other hand, while it is for the national authority to prove that the full disclosure of 
the grounds and evidence underlying the decision under Article 27 would 
compromise State security,336 the court must then independently evaluate 
whether the disclosure is barred by those reasons:337 there is no presumption of 
the existence and of the validity of the State security concerns invoked by the 
national authorities to refuse disclosure.338  

If the court concludes that the protection of State security does not impose 
non-disclosure, it will ask the national authority to supply the missing grounds. If 
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this disclosure is not authorized by that authority, the court will examine the 
legality of the decision in question only on the basis of the material disclosed.339 
On the contrary, if the court is sufficiently satisfied that State security reasons 
stand in the way of a full disclosure of those grounds, in carrying out the judicial 
review of the legality of the decision under Article 27, the competent court -and 
this is the second condition- must dispose of techniques and procedures which 
strike the appropriate balance between, on the one hand, legitimate State 
security concerns and, on the other hand, the requirements of procedural rights, 
“whilst limiting any interference with the exercise of that right to that which is 
strictly necessary”. 340 In particular, the need to comply with Article 47 of the EU 
Charter to the greatest possible extent entails that the person concerned “must 
be informed, in any event, of the essence of the grounds on which a decision 
refusing entry taken under Article 27 of Directive 2004/38 is based” (the so-
called „gist‟ requirement). This derives from the fact that “the necessary 
protection of State security cannot have the effect of denying the person 
concerned his right to be heard and, therefore, of rendering his right of redress 
as provided for in Article 31 of that directive ineffective”.341   

However, while a complete non-disclosure of the grounds is not 
contemplated by the Court, with regard to evidence underlying those grounds a 
similar weighing up cannot be applied in the same way: “in certain cases, 
disclosure of that evidence is liable to compromise State security in a direct and 
specific manner, in that it may, in particular, endanger the life, health or freedom 
of persons or reveal the methods of investigation specifically used by the 
national security authorities and thus seriously impede, or even prevent, future 
performance of the tasks of those authorities.”342 In this context, the national 
courts have the task to evaluate whether the restrictions of the rights of the 
defense caused by non-disclosure of the evidence and of the full and precise 
grounds underlying the refusing entry decision compromise the evidential value 
of the confidential evidence.343  

The ECJ then concluded saying that the national courts shall ensure that 
the Union citizens concerned is provided with the essence of the grounds at the 
basis of the decision affecting them without compromising the confidentiality of 
the evidence. Moreover, it is for the national courts to determine, in accordance 
with the national procedural law, the consequences of any failure to duly inform 
the person concerned.344 In short, the ECJ have extended to deportation 
proceedings the safeguards already established in detention cases (A) and in 
the context of asset freezing (Kadi I).345   
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However, while it affirmed that, regardless of the security context, the 
person subject to proceedings must be informed at least of the essence of the 
grounds for the decision refusing entry, the European Court of Justice adopted 
a more circumspect approach with regard to the disclosure of evidence 
supporting those grounds. Herein lies the problem: the distinction between 
grounds and evidence can be difficult to apply in practice. The line between 
grounds and evidence is in fact so thin that it may result impossible to disclose 
certain grounds without also leaking the underlying evidence. “If one of the 
grounds, for example, is that Mr. ZZ met with a certain person in a private place 
then it may suggest that the person is a confidential informant, or that the 
building is under surveillance, or that Mr. ZZ‟s communications are subject to 
interception”.346 This means that if due process requires disclosure of at least 
the essence of the grounds for a restrictive decision, disclosure of also the 
supporting evidence might be inevitable.347   
 
3.2.Sanctions and asset-freezing measures: the Kadi saga and OMPI/PMOI 

case 
 

In its judgment in ZZ, the ECJ relied heavily on the principles that the 
Court had already laid down in cases not related to the citizenship context but to 
counterterrorism sanctions.348 At present, there are two systems of sanctions 
against terrorism operating at the EU level: the UN-based sanctions, which are 
EU legal acts implementing UN decisions to sanction certain individuals or 
entities, and the autonomous EU sanctions. In the latter case, it is the EU itself 
that identifies who is to be targeted by sanctions.349 Two sets of cases will be 
examined: the Kadi saga, as regards the UN-based sanctions, and OMPI/PMOI 
as regards the EU list. However, from the case-law discussed below it emerges 
that the ECJ adopted a uniform standard of legality which applies to both 
systems of targeted sanctions. 350  

 
3.2.1.UN-based sanctions: the Kadi saga 

 
Provided that UN anti – terrorist sanctions are often based on confidential 

evidence, in the Kadi saga, the ECJ answers this important question: how can 
effective judicial protection be provided against UN sanctions while at the same 
time respecting the Security Council‟s responsibility in maintaining peace and 
security at the international level?351 The judgments delivered by the ECJ in the 
Kadi saga are important as they established the necessity of judicial reviews 
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(Kadi I), and the intensity and the aim of these reviews (Kadi II):352 full review of 
the listing decision must always be granted but the compliance with the due 
process requirements demands only the disclosure of at least one well detailed 
and substantiated ground which justifies the listing. On 5 October 2012, Mr. 
Kadi was removed from the UN sanctions list. After a few days, he was 
removed also from the EU list, nine months before the European Court of 
Justice annulled his listing.353 

The background of the case can be traced back to the new sanctions 
regime that the Security Council established under Chapter VII of the UN 
Charter.354 As a response to the rising threat represented by global terrorism, in 
1999, the Security Council started imposing  freezing measures on all Taliban 
assets355 in order to hamper their ability of funding terrorist activities. These 
measures were then gradually broadened in order to target all the entities 
deemed to be linked to Osama Bin Laden and Al-Qaida.356 The financial assets 
and resources of the individuals whose names were added in the so-called 
„blacklist‟ were to be frozen by the UN Member States. A new organ of the 
Security Council, the Sanctions Committee was then established in order to 
manage these sanctions. What makes this new sanctions regime particularly 
problematic is that in drawing these blacklists, the Committee “often relies on 
confidential information provided by the so called originator States”. 357 

 The European Union then adopted a EU sanctions list in order to 
automatically implement the UN measures into its own legal order. This list was 
drawn under Council Regulation (EC) No 881/2002.358 Due to fact that these 
restrictive measures are mainly taken on the basis of confidential information, 
the stage for a fundamental clash between the level of judicial protection of 
fundamental rights required by the EU constitutional framework and the 
authority of UN Security Council under Chapter VII was now ready:359 since the 
so-called originator States generally “do not allow the Sanctions Committee to 
share this information with third parties”,360 it often happens that when it comes 
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to the Union implementing into its own legal order UN measures, it often does 
so without being in full possession of the supporting information.361  

The Council Regulation (EC) No 881/2002 in particular imposes restrictive 
measures directed against persons and entities which are deemed to be 
associated with Osama bin Laden, the Al-Qaida network and the Taliban. Article 
2 of this Regulation provides that “all funds and economic resources belonging 
to, or owned or held by, a natural or legal person, group or entity designated by 
the Sanctions Committee and listed in Annex I shall be frozen”.  

In 2001, the names of Mr. Yasin Kadi, a resident of Saudi Arabia, and of 
the Al Barakaat International Foundation („Al Barakaat‟) were placed in the UN – 
level blacklist and two days later their  names were included in Annex I of 
Regulation 881/2002. Mr. Kadi and Al Barakaat then brought action before the 
European judiciary in order to have their listing annulled. They contended in 
particular that  this measure had violated their fundamental rights to be heard 
and to an effective judicial review since neither the grounds nor the evidence 
justifying their listing had been disclosed to them.362  

The General Court dismissed the applicants‟ action for annulment.363 In 
essence, the Court held that since the Council Regulation was designed to 
implement a resolution adopted at the UN level, its internal lawfulness could not 
be subject to the judicial review requested by the applicants. This means that 
the Regulation enjoyed immunity from jurisdiction, with the only exceptions of 
violations of jus cogens.364 Mr. Kadi and Al Barakaat then appealed against this 
judgment before the European Court of Justice (Kadi I).  

The ECJ adopted an opposite approach and annulled Regulation No. 
881/2002 in so far as it referred to Mr. Kadi and Al Barakaat. The Court based 
its reasoning on the fact that “fundamental rights form integral part of the 
general principles of the law whose observance the Court ensures”.365 In the 
light of this, the Court concluded that international agreements, in the present 
case the UN Charter, cannot prejudice the judicial review carried out by the 
European Courts on the legality of all the EC acts. Review, “in principle the full 
review”, is in fact expression of the constitutional principles enshrined in the EC 
Treaty as an autonomous legal system. In a Community based on the rule of 
law, in fact, the respect of fundamental rights is a condition for the lawfulness of 
all the Community measures. Thus, the asserted immunity from jurisdiction of 
the Regulation No 881/2002 by virtue of the fact that it gives effect to a UN 
resolution cannot find any justification under the EC Treaty.366  

At the same time the Court recognized the necessity to respect the UN law 
in the EU legal order: the adoption by the Security Council of resolutions under 
Chapter VII of the UN Charter reflects in fact the responsibility that this body 
has in maintaining international peace by taking all the necessary measures. 
This means that the judicial review that the Community judicature  must ensure 
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applies only to the EU acts and not to the UN acts to which the Community 
measures intend to give effect.367  

Most importantly, in Kadi I the crucial problems arising from the use of 
secret evidence and secret grounds also emerged. Considering the 
circumstances under which the appellants‟ names were included in Annex I, the 
Court found the right to be heard and the right to effective judicial review 
“patently not respected”.368  

The Court began its reasoning by highlighting the importance of the right 
to effective judicial protection as a general principle common to the 
constitutional traditions of the Member States. This principle is also enshrined in 
Articles 6 and 13 of the European Convention of Human Right and further 
affirmed in Article 47 of the Charter of Fundamental Rights of the European 
Union.369  

The Court then held that in order to grant the effectiveness of the judicial 
review of the legality of the grounds for restrictive measures, the Community 
authority shall communicate those grounds to the individual or entity 
concerned.370 The communication of these grounds in fact enables the persons 
concerned to “defend their rights in the best possible conditions” and places the 
Community judicature in a position in which it may fully and effectively review 
the legality of the Community measure.371  

However, the Court also recognized that, with regard to restrictive 
measures such as those imposed by the Regulation in question, the Community 
authorities cannot be required to disclose those grounds before the names of 
the targeted individuals are listed for the first time. A prior communication, in 
fact, would have the effect of weakening the effectiveness of freezing measures 
whose effectiveness relies heavily on the surprise effect.372  In addition, with 
regard to Community measures which are meant to implement UN resolutions, 
“overriding considerations to do with safety or the conduct of international 
relations of the Community and of its Member States may militate against the 
communication of certain matters to the persons concerned and therefore 
against their being heard on these matters”.373  

However, this does not mean that the restrictive measures adopted on the 
basis of national security concerns are immune from judicial review. On the 
contrary, it is for the Community judicature “to apply, in the course of the judicial 
review it carries out, techniques which accommodate, on the one hand, 
legitimate security concerns  about the nature and sources taken into account in 
the adoption of the act concerned and on the other hand the need to accord the 
individual with a sufficient measure of procedural justice”.374 This is the passage 
on which the same Court relied in ZZ.   

Applying these conclusions to the present case, the Court found a 
violation of the applicants‟ rights of the defense. In particular, since the Council 
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had never informed the appellants of the evidence adduced against them in 
justifying their listing, they were unable to put forward their point of view in that 
respect. Their right to be heard had therefore been violated.375 Moreover, for the 
same reason, the applicants were unable to defend their rights “in satisfactory 
condition before the Community judicature”.376 Also their right to an effective 
legal remedy was consequently infringed.377  

Consistently, the Court annulled the Regulation in so far as it concerned 
the applicants. However, the effects of the listing were maintained for a period 
of three months.378 This period was necessary, on the one hand, to prevent the 
applicants from seeking to circumvent the effectiveness of the restrictive 
measures in case these should prove justified.379 On the other hand, “to allow 
the EU Council to remedy the infringements found” by listing the applicants in a 
way that is compatible with the minimum requirements of due process.380 

Important steps in favor of procedural justice were thus taken by the 
European Court of Justice in Kadi I. However, the Court did not clarify how 
these “techniques”381 should be shaped in practice, since it was clear that in the 
present case no balancing exercise had been undertaken. Moreover, a 
distinction between the grounds for a listing decision on one side and the 
evidence supporting those grounds on the other had yet to be drawn.382  

After the Kadi I judgment, the Commission sent Kadi a letter containing  a 
summary of the reasons behind his listing which had been previously requested 
and acquired by the Sanctions Committee. Kadi was then given 19 days to 
submit his comments on the grounds included in this summary. He replied to 
this letter by asking the Commission “to disclose the evidence supporting the 
assertions and allegations made in the summary of reasons” and “requested a 
further opportunity to make representations on that evidence once he had 
received it”. He also “attempted to refute, providing evidence in support of his 
refutation, the allegations made in the summary of reasons, in so far as he was 
able to respond to general allegations”.383  

After having taken in due account Kadi‟s comments, the Commission 
made a new decision keeping Kadi‟s listing.384 The Commission justified its 
decision maintaining that, since the applicant had been  given the summary of 
the reasons and had been invited to comment on them, the requirements laid 
out in Kadi I had been satisfied. Moreover, it held that that judgment did not 
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require a further disclosure of evidence as requested by the applicant.385 Mr 
Kadi returned to the General Court seeking annulment of this new Regulation. 

In its second Kadi judgment,386 the General Court began with 
acknowledging the importance of the principle laid down by the ECJ in Kadi I: 
full and rigorous review of the lawfulness of the sanctions is required,387 at least 
until the UN re-examination procedure offers equivalent protection.388 The Court 
further specifies that this review “should extend not only to the apparent merits 
of the contested measure but also to the evidence and information on which the 
findings made in the measure are based”.389 This entails that, in order to 
exercise an effective judicial review, the  EU courts need to have full access to 
all the information and evidence underpinning the contested measure. 

Applying this standard, the General Court held that Kadi‟s “rights of 
defense have been observed only in the most formal and superficial sense”.390 
This was because, since the Commission considered itself strictly bound by the 
conclusions reached at the UN level, it failed to take the applicant‟s observation 
into due account.391 Moreover, in the procedure that the Commission undertook 
in response to Kadi‟s requests, “not even the most minimal access to the 
evidence against him”392 was granted. In this context, “the few pieces of 
information and the imprecise allegations in the summary of reasons appear 
clearly insufficient to enable the applicant to launch an effective challenge to the 
allegations against him”.393 No balance had therefore been struck between the 
applicant‟s procedural rights and the need for confidentiality of the information in 
question.394  

In reaching this conclusion, the Court referred to the standards set out in A 
by the European Court of Human Rights. In doing so, the Court concluded that 
applying identical criteria in the present case, it is clear that the applicant was 
not put in a position to effectively challenge any of the allegations he was 
facing. The only material to which he had access, in fact, was an imprecise and 
vague summary of reasons.395 To make things worse, even when the 
allegations against him were sufficiently precise, the Commission made no 
effort to duly take into account the exculpatory evidence put forward by the 
applicant.396 The adoption of the contested Regulation has therefore infringed 
the applicant‟s rights of the defense.397  

By the same token, given the strong relationship already pointed out by 
the European Court of Justice in Kadi I between the rights of the defense and 
the right to an effective judicial review, also Kadi‟s right to an effective judicial 
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review was violated: the lack of access to the grounds and evidence used 
against the applicant, in fact, prevented him from defending his rights before the 
EU courts in satisfactory conditions.398 

 The Regulation was accordingly annulled in so far as it concerns Mr. 
Kadi. The General Court has hereby adopted a very high standard for the 
statement of reasons,399 a standard that may be extremely difficult to apply in 
practice, especially considering the compelling need for confidentiality of the 
information involved. 400 The Commission, the Council, and the United Kingdom 
inevitably appealed against this judgment.401 

First of all, the ECJ (Kadi II) reaffirmed that since the UN system for listing, 
as currently shaped, does not provide effective judicial protection, it is for the 
EU Courts to ensure the full review of the internal lawfulness of all the 
Community measures.402 Secondly, when laying out the requirements that need 
to be met in order to preserve procedural justice when confidential information 
comes into play, the Court relied heavily on the findings in ZZ.  

However, the Court began with recognizing that the question of whether 
the fundamental rights of the defense have been infringed need to be 
addressed in the light of the particular circumstances of each case, “including, 
the nature of the act at issue, the context of its adoption and the legal rules 
governing the matter in question”.403 This means that the requirements laid out 
in ZZ cannot be automatically transposed to the area of sanctions and asset 
freezing: in this context in fact the UN origin of the restrictive measures has to 
be taken in due account.404  

In its decision, the Court made clear that the fundamental procedural 
rights must be respected both during the administrative process of placing an 
individual on the list and at the judicial phase that may be triggered by the listed 
individual in order to challenge the listing before the court. 

 During the administrative phase, the respect of these rights “requires that 
the competent Union authority disclose to the individual concerned the evidence 
against the person available to that authority and relied on as the basis of its 
decision, that is to say, at the very least, the summary of reasons provided by 
the Sanctions Committee”.405 The  individuals concerned must then be enabled 
to effectively make known their views on the grounds disclosed.406 Moreover, 
when comments are made by the listed individual, it is for the competent 
European Union authorities to “carefully and impartially” reexamine the validity 
of the alleged reasons in the light of those comments.407 Lastly, even though “a 
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detailed response to the comments made by the individual concerned”408 is not 
necessarily required, the “individual, specific and concrete reasons” for the 
listing must always be identified in the statement of reasons.409   

If a judicial phase then follows, the Court held that the effectiveness of the 
judicial review entails that the European Courts ensure that the listing decision 
is taken on a “sufficiently solid factual basis”.410 The factual allegations 
supporting the decision must therefore  be verified by the Court with the 
consequence that “judicial review cannot be restricted to an assessment of the 
cogency in the abstract of the reasons relied on, but must concern whether 
those reasons, or at the very least, one of those reasons, deemed sufficient in 
itself to support that decision, is substantiated”.411 To this end, as set out in ZZ, 
it is for the relevant EU authorities to provide, when necessary, the information 
and the evidence underpinning the restrictive measure in order to demonstrate 
that the reasons relied on are well founded.412 However, the competent national 
authority is not required to produce before the Court all the information taken 
into account for the listing decision in question but it is necessary that the 
information and evidence produced is sufficient to substantiate the reasons 
relied upon against the individual concerned.413 If the evidence supplied is 
insufficient to support the reasons for the listing, the EU courts shall disregard 
that reason as a possible justification for the contested decision.414  

As in ZZ, the Court admitted that “overriding considerations to do with the 
security of the European Union or of its Member States or with the conduct of 
their international relations may preclude the disclosure of some information or 
some evidence to the person concerned”.415 In these circumstances, by analogy 
with ZZ, it is for the EU courts, “before whom the secrecy and confidentiality of 
that information or evidence in no valid objection”,416 to carry out the judicial 
review by applying techniques which accommodate on the one hand the 
necessary respect for the procedural rights of the person concerned, and on the 
other, the legitimate security concerns which require the confidentiality of some 
of the information taken into account in the adoption of the contested 
decision.417  

To this end, also in the context of sanctions, the EU courts need to 
examine whether the grounds for non-disclosure are well founded.418 If not, as 
already laid out in ZZ, the Court shall give the relevant EU authority “the 
opportunity to make such disclosure to the person concerned”.419 If the authority 
fails to do so, the Court will conduct the examination of the legality of the 
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measure contested, by taking into consideration only the material disclosed.420 
On the contrary, if the reasons for non-disclosure are well founded, a balance 
need to be struck between the requirements of an adversarial process, and “the 
security of the European Union or its Member States or the conduct of their 
international relations”.421 In order to strike such a balance, also the possibility 
of supplying a summary outlining the contents of the information or of the 
evidence in question should be taken into account.422 Also in this context, as in 
ZZ, the Court needs to assess whether the non-disclosure of confidential 
material and the consequential impossibility for the person concerned to 
comment on them undermine the probative value of the secret evidence.423 

However, the Court, in laying out the requirements that need to be 
respected in order to strike such a fair balance, did not conclude  as in ZZ that 
the essence of the reasons for a decision must always be disclosed to the 
person concerned. Rather, it stated that what should be granted is that “at the 
very least, one of the reasons mentioned in the summary provided by the 
Sanctions Committee is sufficiently detailed and specific, that it is substantiated 
and that it constitutes in itself sufficient basis to support that decision”.424 In the 
absence of one such ground, the listing cannot be upheld. 425  

In short, there are three tests that the EU courts shall undertake when 
carrying out their review in the event of legal challenge. First, at least one of the 
grounds supporting the listing needs to be sufficiently detailed and specific. 
Secondly, at least one of the sufficiently detailed and specific ground need to be 
substantiated. Thirdly, at least one of the sufficiently detailed and substantiated 
ground need to be sufficient in itself to justify the measure contested. 

Applying this standard to the present case, the ECJ held that the General 
Court‟s judgment under appeal was affected by two errors of law. First of all, the 
General Court had wrongly interpreted the judgment in Kadi I by basing its 
finding that the rights of the defense and the right to effective judicial protection 
had been infringed on the failure of the Commission to provide Mr. Kadi and the 
General Court with (all) the information and evidence underpinning the 
contested decision. The General Court, in fact, itself recognized that not even 
the Commission had access to those information.426 Also the conclusion drawn 
by the General Court that the reasons provided by the Sanctions Committee in 
the summary were too vague and unspecific needed to be set aside if an 
examination of those reasons is duly carried out. The ECJ, in fact, concluded 
that the majority of the reasons underlying the contested  measure were 
sufficiently detailed to allow Kadi to effectively defend himself.427  
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However, notwithstanding these errors, the ECJ endorsed the substance 
of the General Court‟s judgment but on the basis of different legal grounds. In 
particular, the ECJ held that since no information or evidence has been 
disclosed to substantiate the allegations advanced against Kadi, the mere 
indication of Mr Kadi‟s involvement in international terrorism, roundly refuted by 
the applicant, is “not such as to justify the adoption, at European Union level, of 
restrictive measures against him”.428 In short, since none of the reasons for 
maintaining the listing, even though adequately detailed, were sufficiently 
supported by evidence or information, the Regulation maintaining Kadi‟s listing 
had to be annulled. 429  

The findings of the ECJ in Kadi II are undoubtedly of extreme importance 
in the way they highlight the role of the EU courts in maintaining the authority of 
constitutional values within the EU legal sphere.430 The ECJ reinforced the 
centrality of the rule of law by holding that all institutional acts must be subject 
to judicial review in order to test their consistency with the constitutional 
principles of the EU law. 431  

However, this judgment has also been subject to severe criticism among 
the scholarly literature. Kadi II reflects the attempt of the Court to accommodate 
the difficulties constantly faced by the competent EU authorities in taking listing 
decisions without at the same time surrendering the European constitutional 
principles:432 “the aim is not to make listings a priori impossible, but to ensure 
effective judicial review of listings”.433 This attempt emerges clearly from the fact 
that, in order to facilitate the sharing of information between third parties and EU 
authorities, only one reason for the listing needs to be sufficiently detailed and 
substantiated by information and evidence.434 This means that the EU 
authorities are not required to produce all the information and evidence taken 
into account for the decision.  

Moreover, even in the event of the EU Courts concluding that national 
security concerns do not justify the non-disclosure of certain information, the 
competent authority can still choose to withhold the information in question with 
the only consequence that the EU Courts will assess the lawfulness of the 
listing only on the basis of the material disclosed.435 The EU authorities 
therefore retain the ultimate choice on whether to disclose information to the 
court. However, the compatibility of this discretion with the standards set by 
both the ECJ itself and the ECtHR has yet to be discussed. 436 First of all, in ZZ,  
which the ECJ frequently relied upon in Kadi II, the same Court stated that “it is 
incumbent upon the Member States to lay down rules enabling the court 
entrusted with review of the decision‟s legality to examine both all the grounds 
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and the related evidence on the basis of which the decision was taken”.437 
Similarly, in Chahal, the European Court of Human Rights found that the 
impossibility for the High Court to “have access to the full material on which the 
Secretary of State had based his decision” represented a violation of Article 5(4) 
ECHR. 438   

This discretion in withholding information accorded to the competent 
authorities, in fact, enables the listing authorities to select the material at their 
disposal making therefore difficult for the Court to carry out a full-merit-based 
review. These authorities could for example withhold exculpatory evidence or 
leave out information that could compromise the probative value of the 
evidence, such as the fact that in acquiring the evidence in question 
fundamental rights, such as the prohibition of torture under Article 3 ECHR, 
have been breached.439 Alternatively, they could disclose only partial evidence 
in order to alter its meaning.440  

However there might be a political solution for this dilemma: in order to 
reach an acceptable level of disclosure of information, the EU members of the 
Security Council (of which France and the United Kingdom are permanent 
members) will need to block any listing decision proposed to the Sanctions 
Committee, when the proposing State refuses to provide the information relied 
upon for the listing proposal in a manner that will enable the EU courts to carry 
out, fully and effectively, a judicial review over the resulting sanctions.441 

Another problem posed by the judgment in Kadi II is that it seems to 
accept that some evidence might not be subject to the adversarial principle 
without the safeguards laid out in the ECtHR‟s case-law, in particular in the 
leading ECtHR‟s judgment on the use of confidential information: A and Others 
v the United Kingdom. As a means to further facilitates the sharing of 
confidential information,442 Kadi II makes it possible for the authority to disclose 
certain information only to the Court, against which secrecy or confidentiality of 
the information cannot be legitimately invoked, and not to the individual 
concerned.443 However, in A the ECtHR found that the use that the Courts 
make of confidential evidence can be accepted only in some very exceptional 
circumstances and only if “any difficulty caused to the defendant by a limitation 
on his rights are sufficiently counterbalanced by procedures followed by the 
judicial authorities”.444  

In A this counterbalancing role was performed by the independent special 
advocates. These security-cleared counsels, in fact, unlike the individual 
concerned, have complete access to all the information. Combined with other 
safeguards such as the full access of the court to all the evidence and provided 
that the allegations against the defendants are sufficiently detailed to allow an 
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effective exercise of the right of the defense, the ECtHR concluded that this 
type of system could be compatible with Article 5(4) and 6 ECHR “even where 
all or most of the underlying evidence remained undisclosed”.445 However, a 
similar special advocate system is not available at the EU level.446  

In the light of this, also the extensive reference to ZZ made by the ECJ in 
Kadi II seems unconvincing. ZZ in fact concerned the same SIAC procedure 
which was examined in A. This means that the premise that led the ECJ to its 
conclusion in ZZ was the presence of all the far-reaching safeguards 
incorporated in the UK special advocate system. It is therefore difficult to find in 
ZZ an appropriate guidance for the review of UN-based listing decisions that the 
EU Courts are supposed to carry out. In this context, in fact, no similar 
mechanisms have been designed in order to compensate non-disclosure of 
some information to one party. Yet the special advocate system itself suffers 
from several shortcomings.447  

Furthermore, as mentioned above, under the standard elaborated in Kadi 
II, if the Court concludes that the claimed confidentiality of the evidence is not 
justified, it is up to the authority to either inform the listed individual of the 
evidence or to withdraw it. In the latter case, the court will evaluate “the 
lawfulness of the contested measure solely on the basis of the material which 
has been disclosed”.448 In this event however, although the Court is not 
authorized to rely on the evidence withdrawn in the determination of the case, it 
will already have known the content of the confidential evidence. The key 
problem here is that such knowledge may have an undue influence on the 
judgment of the Court without giving the listed individual the possibility to refute 
the contents of the confidential evidence in question. Therefore, although the 
competence of EU judges is well known, there are legitimate doubts about the 
impartiality of the court.449 

Notwithstanding these serious concerns raised by the standard endorse 
by the European Court of Justice in Kadi II, the substance of this ruling has 
been recently confirmed in another important judgment of the General Court: 
Ayadi.450 The background of this case is the same as in the Kadi litigation. The 
individual concerned is Chafiq Ayadi, a Tunisian national residing in Ireland. In 
2001 his  name was added by the Sanction Committee to the UN Security 
Council‟s Al-Qaida sanctions list and then, in 2002, included in the list which 
gave effect at the EU level to the UN listing.451 Ayadi, like Kadi, brought before 
the General Court an action to annul the EU Regulation in so far as it concerned 
him but the Court dismissed that action.452 However, Ayadi then won on appeal 
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to the ECJ which found the appellant‟s right to defense, in particular his right to 
be heard, patently not respected.453  

Like Kadi, Ayadi then challenged his re-listing by the Commission before 
the General Court. The Commission in fact in 2009, on the basis of the 
statement of the reasons for listing provided by the Sanctions Committee, 
confirmed the inclusion of Mr Ayadi‟s name in the Annex I of  Regulation No 
881/2001.454 Since Mr Ayadi was de – listed by the Sanctions Committee in 
2011, in 2012 the General Court ruled that there was no longer need for giving 
a ruling on the action for annulment. However, in 2013 this decision was set 
aside by the European Court of Justice455 which remitted the case to the 
General Court for it to rule on the application. The Court in fact held that, 
although Ayadi had been de-listed by the Sanctions Committee and 
consequently by the Union, the applicant continues to have interest in the 
annulment proceedings because he could still try to obtain some form of 
reparation and rehabilitation. 

 In April 2015, Ayadi won before the General Court on the same grounds 
as Mr Kadi in Kadi II. The Court held that although it was not legally bound by 
the conclusion reached by the ECJ in Kadi II, it considers that the same 
standard “may be applied, by analogy, to Mr Ayadi‟s case in the absence of any 
other information or inculpatory evidence concerning Mr Ayadi”.456 In applying 
the same standard, the Court concluded that also in the present case the 
applicant‟s right of the defense “had been observed only in the most formal and 
superficial sense”.457  

The applicant‟s grounds of complaint were the same as those made by 
Kadi. In particular, also in this case, the Commission failed to comply with its 
duty to examine whether the reasons advanced for his listing were well founded 
in the light of the applicant‟s observations on the Sanctions Committee‟s  
statement of reasons. Moreover, the Commission also failed to request the 
disclosure of information  that would have enabled it to duly carry out this 
examination.458 The General Court then concluded that no information can be 
found from the statement of reasons which sufficiently substantiate that Mr 
Ayadi was materially linked to Al-Qaida when his name was included in the 
list.459 In fact, it was “ apparent that the various reasons given in the statement 
of reasons, as disclosed by the Sanctions Committee, are not substantiated by 
any information or evidence, even though they are challenged, point by point, 
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vigorously and in detail, by Mr Ayadi”.460 Given these circumstances, the 
contested Regulation had to be annulled.461 
 
3.2.2. EU autonomous sanctions: the OMPI/PMOI case  

 
Another example of the challenges that the use of confidential information 

poses to the European judicature is represented by the asset freezing 
measures that have been adopted by the Council of the EU against the 
People‟s Mujahedin Organization of Iran (“PMOI”). The legislative framework in 
OMPI/PMOI differs from the one in Kadi. In OMPI/PMOI, “the contested 
sanctions list was not adopted at the UN level but by the Community institutions 
acting in implementation of Security Council‟s resolutions drafted in more 
general terms”.462  

In Kadi, in fact, the Council and the Commission had merely implemented 
at the community level resolutions of the UN Security Council and decisions of 
its Sanctions Committee which identified the targeted persons without leaving to 
the Community institutions any discretionary power in examining the individual 
situations. In the system at issue in the present case, instead, although the UN 
Security Council orders that all UN Members must freeze terrorist financial 
resources, it leaves to the discretion of the States to specify individually the 
persons and entities whose funds are to be subject to this sanction. This means 
that the Community acts which apply these sanctions involve the exercise of the 
Community‟s own power.463  

In particular, on 28 September 2001, the Security Council adopted a 
Resolution464 which mandated all the Member States of the UN to combat 
terrorism in particular by ordering the freezing of the economic resources of 
persons linked to terrorism. The identification of the persons and entities in 
question, however, was left to the assessment of the Member States. In order to 
give effect to this Resolution in the Community, on 27 December 2001, the 
Council adopted a Common Position and a Regulation (which transposed the 
Common Position into Community law).465 The names of the targeted 
individuals and entities appeared in the Annex to the Regulation.  

The key provision of the Common Position is Article 1(4) which provides 
that “the list in the Annex shall be drawn up on the basis of precise information 
or material in the relevant file which indicates that a decision has been taken by 
a competent authority in respect of the persons, groups and entities concerned” 
and that such a decision should be taken “on serious and credible evidence or 
clues, or condemnation for such deeds”. This Article also clarifies that “for the 
purposes of this paragraph „competent authority‟ shall mean a judicial authority, 
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or, where judicial authorities have no competence in the area covered by this 
paragraph, an equivalent competent authority in that area.”466 The list in the 
Annex is regularly updated by the Council in order to ensure that there are still 
“grounds for keeping [the persons or entities concerned] on the list”.467 Since 
the listing under regime 1373 is decentralized and administrated at a national 
level, this regime leaves to the Member States and to the EU institutions 
discretion to balance potential conflicts between human rights and national 
security concerns.468  

Therefore, there is a major difference between the two systems of 
sanctions currently operating at the EU level, at least in theory. On the one 
hand, under the UN-based regime, the EU often implements the sanctions lists 
without possessing all the evidence supporting the decision with regard to the 
listed individuals. On the other hand, in the context of the autonomous EU lists, 
the EU can ask  the national competent authority for the access to any 
confidential information that led to the EU listing. In this latter context, in fact, 
the intelligence information is supplied by EU Member States themselves.469 
However, the current situation is that not only Member States and EU 
authorities often do not have access to most of the information themselves, but 
also when they have, they are unwilling to produce confidential evidence to EU 
Courts.470 

The PMOI is an Organization founded in 1965 with the aim to replace the 
regime of the Shah of Iran with a democracy. Since June 2001 it stated 
expressly to have interrupted all the military activities carried out in the past. In 
2002, the Council updated the Community list of persons and entities whose 
assets must be frozen including, among others, the PMOI. Several decisions 
were then been taken by the Council in order to give effect to this list. These 
successive decisions then gave birth to several judgments by the EU Courts. 
The first judgment was handed down by the Court of First Instance in 2006.471 
The Court annulled one of these decisions472 for the lack of sufficient statement 
of reasons and because, during the procedure followed for its adoption, the 
applicant was not placed in a position to effectively make his view known. 
Moreover, this lack of reasons prevented the Court itself to review the legality of 
the decision. The Court therefore found the obligation to state reasons, the right 
to a fair hearing and the right to effective judicial protection infringed: “the Court 
cannot accept (…) that the statement of reasons may consist merely of general, 
stereotypical formulation (…). The Council is required to state the matters of 
fact and law which constitute the legal basis of its decision and the 
considerations which let it to adopt that decision”.473  

                                                
466

 Article 1 (4) Common Position  
467

 Article 1(6) Common Position. 
468

  See Ginsborg and Scheinin, supra note 441, p.18 
469

 See Curtin, supra note 65                
470

 See Cuyvers, supra note 349, p.1780 
471

 Case T-228/02  Organisation des Modjahedines du Peuple d’Iran v Council [2006] E.C.R. II-
4665, Judgment of 12 December 2006  [hereinafter OMPI ] 
472

 Council Decision 2005/930/EC of 21 December 2005 implementing Article 2(3) of Regulation 
(EC) No 2580/2001 on specific restrictive measures directed against certain persons and 
entities with a view to combating terrorism and repealing Decision 2005/848/EC 
473

 Ibid. para.143 



 

59 
 

Another judgment followed on 23 October 2008.474 In this occasion, the 
Court annulled a later decision475 on the grounds that the Council‟s statement of 
reasons for that decision made it  impossible to understand if and to what extent 
the Council had taken into due account the judgment of a British judicial 
authority, the Proscribed Organizations Appeals Commission (POAC). This 
authority had in fact ordered to remove the PMOI from the British list of terrorist 
organizations considering unreasonable the Home Secretary‟s conclusion that 
the applicant was still an organization linked to terrorism. The Court, in its  
judgment, highlighted that, in adopting Community fund-freezing measures, it is 
imperative “that the Council ensure the existence of a decision of a competent 
national authority, as well as verifying any consequences of this decision at the 
national level”.476 

On 24 June 2008, the UK Parliament withdrew the PMOI from the national 
list of proscribed organizations. Nevertheless, with a new decision adopted on 
15 July 2008,477 the Council decided to maintain the organization on the 
updated Community funds-freezing list on the basis of the new information 
acquired. The same day, the Council informed the PMOI of its decision and 
justified it on the basis of two pieces of information supplied by the French 
Government: the beginning of a judicial inquiry by the anti-terrorist prosecutor‟s 
office of the Tribunal de Grande Instance in Paris and two additional charges 
brought in March and November 2007 against persons deemed to be part of the 
PMOI. According to the Council, these acts represented the decision of a 
competent national judicial authority as required under the applicable basic 
Community legislation (Common Position 2001/931/CFSP of 27 December and 
Council Regulation (CE) No 2580/2001 of 27 December 2001).478  

An action for annulment brought by the PMOI before the Court of First 
Instance479 against this decision inevitably followed. According to the Court, “it 
is common ground that the Council adopted the contested decision without first 
informing the applicant of the new information or new material in the file which, 
in its view, justified maintaining it on the disputed list”.480 The applicant‟s right of 
the defense had therefore been infringed because the organization was not 
enabled to effectively give its view on the matter before the adoption of the 
contested decision.481 In the Court‟s view, in fact, the Council failed to duly 
substantiate its claim that the urgency to continue the application on the 
organization of restrictive measures required the immediate replacement of the 
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withdrawn decision with a new decision based on the new information. The 
Court claimed that the Council was in the position to adopt a new funds-freezing 
decision following a procedure respectful of the organization‟s rights of the 
defense.482  

The Court reached this conclusion on the basis of the principle established 
in OMPI. In fact, with regards to the rights of the defense, the Court found that 
the principles established in this latter judgment had been disregarded.483 In 
OMPI, the Court stressed how the right of the party to a fair trial must be 
effectively safeguarded in the Community procedure followed to include or 
maintain it on the contested list.484 This entails, “as a rule” that “the party 
concerned need only be afforded the opportunity effectively to make known his 
views on the legal conditions of application of the Community measure in 
question”.485 On the one hand, in the case of an initial decision to freeze funds, 
the legal conditions on which the person concerned shall be afforded the 
possibility to express his view is represented by the existence of “specific 
information or material in the file which shows that a decision meeting the 
definition laid down in Article 1(4) of the Common Position 2001/931 was taken 
in respect of him by a competent national authority”.486 On the other hand, in the 
event of any subsequent decision to freeze funds, the targeted person need to 
be enabled to make known his view on the material which, according to the 
Council, justifies maintaining him in the disputed list.487 The Court then 
recognized that for an initial fund-freezing measure to be effective, a surprise 
effect might be necessary: “such a measure cannot, therefore, be the subject–
matter of notification before it is implemented”.488 However, these 
considerations do not apply to subsequent decisions to freeze funds taken by 
the Council in occasion of its regular re-examinations: at this stage, in fact, the 
assets are already frozen and no surprise effect is necessary to ensure the 
effectiveness of the sanctions: any “subsequent decision to freeze funds must 
accordingly be preceded by the possibility of a further hearing and, where 
appropriate, notification of any new evidence”.489 The same principles were 
applied by the Court of First Instance in the present case.  

Moreover, in the present case, the Court noted that the French authority 
did not authorize the Council to communicate to the Court certain passages of a 
document containing a summary of the main points which justified the 
maintaining of the applicant on the EU list. The French authority, in fact, claimed 
the necessary confidentiality of those extracts because containing information 
related to the national defense.490 With this regard, the Court concluded that 
“the Council is not entitled to base its funds-freezing decision on information or 
material in the file communicated by a Member State, if the said Member State 
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is not willing to authorize its communication to the Community judicature whose 
task is to review the lawfulness of that decision”.491 This refusal had in fact the 
consequence of preventing the Court from reviewing the legality of the 
contested decision.  

Another principle laid out in OMPI had therefore been disregarded. In 
OMPI, in fact, the Court also stressed the imperative necessity of an effective 
judicial review as “the only procedural safeguard that a fair balance is struck 
between the need to combat international terrorism and the protection of 
fundamental rights”.492 It is therefore imperative that the Community Courts 
carry out, independently and impartially, a strict judicial review on the legality 
and the merits of the contested measure without it being possible to invoke 
against them the confidentiality of the information or evidence used by the 
Council.493 On the basis of the same principle, in the present case the Court 
concluded that also the PMOI‟s fundamental right to an effective judicial review 
had been infringed.494 The contested Council‟s decision was annulled. 

The French Republic v OMPI495 litigation is the result of the challenge 
against the General Court‟s decision brought by the French Republic before the 
European Court of Justice. In this occasion, the French Republic sought a ruling 
that recognized the possibility for a Member State to not release to the court 
evidence or other material that may prejudice national security. The Court, 
however, dismissed France‟s appeal. The ECJ, in fact, upheld the General 
Court‟s decision to remove the PMOI from the EU sanctions list in the light of 
the infringement that such decision caused to the PMOI‟s right of the defense 
by failing to inform it of the grounds for its inclusion before the adoption of the 
decision.  

First of all, the Court confirmed the principle according to which the 
necessity to preserve the surprise effect as a condition for the effectiveness of a 
restrictive measures applies only to initial decisions to freeze funds but not to 
subsequent decisions maintaining the person concerned in the list, as the 
decision in question in the appeal. This means that in the case in question the 
Council was bound to inform the PMOI of the incriminating evidence against it 
before the adoption of the decision.496  

The Court stressed in fact that “the requirement of notification of 
incriminating evidence and the right to make representations before the 
adoption of a measure (…) is fundamental and essential to the rights of 
defense”.497 The purpose of this rule is to allow the person affected by the 
measure to provide his observations before the adoption of the decision in order 
to enable the competent authority to “effectively take into account all relevant 
information”.498 In particular, the aim of the rule is to give to the person 
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concerned the possibility “to correct an error or produce such information 
relating to his personal circumstances as will tell in favor of the decision‟s being 
adopted or not, or of its having this content or that”.499 This right is also 
expressly recognized in Article 41(2)(a) of the Charter of Fundamental Rights of 
the European Union: the right to good administration includes also “the right of 
every person to be heard, before any individual measure which would affect him 
or her adversely is taken”.500 

Important insights about how secret evidence should be handled are given 
by Advocate General Sharpston in her opinion in French Republic v OMPI. The 
Advocate General did not disagree with the General Court‟s conclusion that the 
Council‟s refusal to submit the requested confidential information prevented the 
Court from effectively reviewing the legality of the contested decision.501 At the 
same time, however, she understood the French Republic‟s position in refusing 
to allow the Council to disclose the evidence. In her view, in fact, it was not 
unreasonable that the French Republic had interest in preserving the 
confidentiality of certain information with the result that the evidence made 
available to the General Court is not disclosed to the other party.502  

However, in accordance with the General Court‟s Rules of Procedure at 
that time in force, the Court could not assure the Council that the information 
would not, at some point, be notified to the PMOI. The Advocate General 
claimed in fact that what was absent from those Rules was a provision which 
allowed the Court to take into consideration, for the purposes of its judgments, 
confidential evidence that had not been made available to the other party.503 
When a document was submitted by a party with the provision that it be kept 
confidential, Article 67(3) of those Rules gave the General Court only two 
options. It could accept the request and in this case the information would 
neither be disclosed to the other parties of the proceedings nor taken into 
account by the Court in its judgment. Alternatively, it could reject the request, 
and in this event, the document would be made available to all the parties of the 
proceedings and taken into account by the Court for the purposes of the 
judgment.504 “No other solution [was] possible”.505  

According to the Advocate General, however, the absence of a middle 
way is incompatible with the findings of the Court of Justice in Kadi I. 506 In this 
case, in fact, the ECJ not only recognized that “overriding considerations” to do 
with the protection of national security may “militate against the communication 
of certain matters to the person concerned and therefore against their being 
heard on those matters”.507 It also added that, in this event, it is for the 
Community judicature to apply techniques which strike the appropriate balance 
between, on the one hand, the legitimate national security concerns, and on the 
other, “the need to accord the individual a sufficient measure of procedural 
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justice”.508 However, no such technique was provided under the Rules of  
Procedures at that time in force.509  

In the light of these shortcomings, Advocate General concluded that 
“serious consideration should now be given to amending the Rules of 
Procedure of the General Court so as to make provision for the production of 
evidence that is truly confidential for consideration by that Court in a way that is 
compatible with its character without doing unacceptable violence to the rights 
of the other party or parties to the action”.510  

Further specifications were then made on this point by the Advocate 
General. She was aware that the possible consequence of withholding 
information from a party is a “dilution” of their rights of the defense.511 On the 
other hand, however, “Member States will legitimately wish to insist that 
effective restrictions on divulging material that may lead (directly, indirectly or 
accidentally) to the identification of sources or the unmasking of particular 
surveillance techniques must be maintained”.512 Therefore, the Advocate 
General stressed that it is essential that any amendments to the rules 
concerning the production of evidence before the General Court take into due 
account these conflicting interests. This entails that the possibility to rely on 
closed evidence should be granted only if absolutely necessary513 and the 
General Court should always first seek to establish whether the case in 
question can be solved by relying on the open evidence alone.514  

The Advocate General added also that, in amending these rules, due 
attention should be drawn on the fact that secret evidence may derive from 
flawed sources: “it may simply be false” or the Member States and their security 
services may tend to over-classify information with the consequence of 
classifying as secret information that is already in the public domain. Moreover, 
the courts themselves may tend to accept the validity of such information 
without placing it under due scrutiny.515 For this reason, any doubt that may 
arise from the closed evidence should be resolved in favor of the party who has 
not been able to give their observations on it to the greatest possible extent.516 

Moreover, the Advocate General pointed out that, if on the one hand the 
adoption of new rules on the use of closed material seemed essential, on the 
other hand, the temptation to rely, during the amending procedure, on the 
argument that the fight against terrorism justifies relaxation of the guarantees of 
fundamental rights needs to be strongly rejected:517 “respect for human rights is 
a condition of the lawfulness of acts of the European Union and measures 
incompatible with respect for human rights are not acceptable”.518 
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With this regard, the Advocate General noticed that it is clear from the 
European Court of Human Rights‟ case-law that the right to disclosure of 
evidence, as part of the rights of the defense, is not an absolute right.519 At the 
same time, however, it is also evident from the same case-law that some 
minimum guarantees need always to be provided when it comes to security – 
sensitive material. In particular, in referring to the A and Others v. the United 
Kingdom, she identified this irreducible minimum requirement in the gist of 
evidence that at the very least should always be disclosed to the subject of the 
proceedings.520 This means that at the administrative stage of the EU listing 
process the Council should provide the party concerned with a non-confidential 
summary of the evidence, including also the indication of the reasons that the 
Council intends to take into account for its decision. In the Advocate General‟s 
view, the “availability of a non-confidential summary” is thus “an irreducible 
minimum guarantee in a Union governed by the rule of law. In its absence, it is 
impossible for the rights of the defense to be safeguarded”.521  

In short, in the light of the difficulties faced by the EU Courts in handling 
confidential material, the Advocate General has envisaged a system of rules 
which allows the use of confidential information when necessary to fight 
terrorism while at the same time ensuring the respect of the rights of the 
defense. However, this issue was not explicitly addressed by the Court of 
Justice in its judgment. 

 
4.New Procedural Rules of the General Court.  

4.1.Filling the legislative gap in the “treatment of information or material 

pertaining to the security of the Union or of its Member States or to the conduct 

of their international relations”  

 
A crucial issue which emerged from the judgments discussed above is 

whether there is a need for specific procedural rules regarding the handling of 
secret evidence in procedures before the EU Courts. This issue was addressed 
by the adoption of the new Rules of Procedure of the General Court which, 
under Article 105,  permit the use of secret evidence in actions for annulment.522 
The changes to the rules were approved on 10 February 2015 by 27 of the 28 
EU Member States. The UK in fact abstained voicing concerns over the 
adequacy of the standards in place to protect the evidence provided. 523 The 
new procedural Rules then came into force on 1 July 2015.  
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The adoption of the new Rules reflects the General Court‟s intention to 
create a special procedural regime for the treatment of highly sensitive 
information whose confidential nature needs to be preserved without unduly 
prejudicing the rights of the defense of the other main party. Before this change, 
in fact, the sharing of all the evidence relied upon by the Court was always 
required: the Court could take into consideration “only those documents which 
have been made available to the lawyers and agents of the parties and on 
which they have been given the opportunity of expressing their views”.524 This 
made impossible, “in the absence of a strict procedural framework designed to 
ensure confidentiality, for the institutions to produce to the General Court the 
information justifying the restrictive measures adopted, even though the 
General Court may have ordered its production as a measure of inquiry”.525 
Thus, the new Rules, in particular Article 105, aim at filling the legislative gap 
concerning the “treatment of information or material pertaining to the security of 
the Union or of its Member States or to the conduct of their international 
relations”.526  

The special procedural regime is applicable to all the information or 
material which needs to be kept confidential on the grounds of national or 
international security. The range of cases to which this Article is applicable is 
not determined by reference to categories of documents with certain specific 
formal characteristics. No reference is, for example, made to the category of 
classified documents. This entails that also a non-classified document may fall 
under the regime laid out in Article 105. At the same time, the mere fact that a 
document is classified does not automatically determine the procedural regime 
under which it will be treated by the General Court.527  

According to the comments on the draft rules, the special regime for the 
treatment of confidential material relies to a large extent on the case- law of the 
European Court of Justice, in particular on the decisions delivered in the Kadi 
saga and in ZZ.528  

Article 105, by enabling the General Court to determine a case on the 
basis of confidential information which has not been disclosed to the other 
party, provides the General Court with a legal basis for ruling without complying 
with the adversarial principle as set out under Article 64. Article 64 provides in 
fact that “the General Court shall take into consideration only those procedural 
documents and items which have been made available to the representative of 
the parties and on which they have been given an opportunity of expressing 
their views”.529  

Under Article 105, instead, if a main party “intends to base his claim on 
certain information or material but submits that its communication would harm 

                                                                                                                                          
that the UK will be able to submit to the Court and seeking a review of the mechanism in the 
light of practical experience”. 
524

 Article 67(3) Rules of Procedure of the General Court of 2 May 1991 as last modified on 19 
June 2013 
525

 Council of the European Union, “Draft rules of procedure of the General Court” No. 7795/14, 
17 March 2014, p.101 
526

 Article 105 Rules of procedure of the General Court of 1 July 2015 
527

 See Council of the European Union, supra note 525, p.102 
528

 See Council of the European Union, supra note 525, p.103 
529

 Article 64 Rules of procedure of the General Court of 1 July 2015 



 

66 
 

the security of the Union or that of one or more of its Member States or the 
conduct of their international relations, he shall produce that information or 
material by a separate document”.530 The information or material thus produced 
has to be accompanied by an application for confidential treatment in which the 
overriding reasons which stand in the way of the disclosure to the other party 
need to be set out.531 Similarly, paragraph 2 provides that the regime under the 
present Article needs to be applied also when the  confidential evidence is not 
produced voluntarily by a party but in response to a measure of inquiry of the 
General Court.532  

The General Court then needs to examine the relevance of the information 
for the determination of the case and to establish whether the claimed 
confidentiality needs to be preserved.533 If the Court, after this examination, 
concludes that the material produced is relevant for the decision but is not 
confidential, “it shall ask the party concerned to authorize the communication of 
that information or material to the other main party”.534 If the party fails or 
refuses to make such a communication, the material in question cannot be 
taken into consideration by the Court in the determination of the case.535 On the 
contrary, if the General Court concludes that the material is both relevant for the 
ruling and confidential, the Court “shall then weigh the requirements linked to 
the right to effective judicial protection, particularly the observance of the 
adversarial principle” against the requirements flowing from the legitimate 
concerns regarding security.536  

After this deliberation, under paragraph 6, the General Court shall specify 
the procedures to be adopted in order to accommodate the competing interests 
at stake. In particular, it shall invite the party concerned to communicate to the 
other main party “a non-confidential version or a non-confidential summary of 
the information or material, containing the essential content thereof and 
enabling the other main party, to the greatest extent possible, to make its views 
known”.537 Under paragraph 8, if the Court considers that the closed material 
which has not been disclosed to the other party in accordance with paragraph 6 
is essential for the determination of the case, “it may, by way of derogation from 
Article 64 and confining itself to what is strictly necessary, base its judgment on 
such information or material”.538 However, “when assessing that information or 
material, the General Court shall take account of the fact that a main party has 
not been able to make his/her views on it known”.539 

 In short, paragraph 8 of Article 105, in enabling the General Court to base 
its judgment on material which has not been communicated to the person 
concerned, demands that three conditions be met. First of all, the other main 
party needs to be provided with a non-confidential version or a non-confidential 
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summary of the information or material in question; secondly, the General Court 
must consider the confidential information or material that, “owing to its 
confidential nature”,540 has not been disclosed to the other party essential for its 
ruling; thirdly, the General Court shall take into account the fact that a main 
party was not in a position to make their views known on that material.541  

The Council of Bars and Law Societies of Europe (CCBE), in submitting its 
comments on Article 105 of the Draft  Rules of Procedure of the General Court, 
pointed out that the draft of the provision in question did not take into account 
the possibility that the information, considered by the General Court essential 
and non-confidential, may not be included by the party in the non-confidential 
version or non-confidential summary. The CCBE therefore suggested to include 
in the Article a new sentence which states that “where the General Court 
considers that information or material not included in the non –confidential 
version or non- confidential summary is relevant in order for it to rule in the case 
and could have been communicated to the other main party, such information or 
material shall not be taken into account in the determination of the case”.542 In 
this way, the CCBE proposed the same solution that Article 105 provides for the 
cases where the General Court  concludes that the material produced is 
relevant and not confidential, but the party concerned fails to supply the 
information to the other main party.543 However, this invitation was not taken 
into account. 
 
4.2.The shortcomings of the New Procedural Rules  

 
These new Procedural Rules have been subject to severe criticism when 

examined in the light of the fundamental rights that come into play: the 
adversarial principle, the rights of the defense, the right to effective judicial 
protection and the right to a fair trial as laid down in the EU Charter and in the 
ECHR and applied by the European Court of Justice and by the European Court 
of Human Rights. Any move to restrict access to evidence is in fact deemed to 
weaken due process rights and strengthen Executive power.544 The CCBE, 
among others, strongly invited the General Court to reconsider the content of 
Article 105. In its view, this provision, by enabling the Court to base its 
judgments on material that has not been communicated to the person 
concerned, creates a new regime which can lead to future infringements of the 
fundamental rights enshrined in the European constitutional framework.545 

 The European Courts in fact have so far held that, in imposing restrictive 
measures, an irreducible minimum of disclosure needs always to be granted in 
order to reach a satisfying level of procedural justice (e.g. ZZ, Kadi II and A). 
However, even though the new regime allegedly relies to a large extent on ZZ 
and Kadi II, the minimum level of disclosure laid out by the ECJ in those 
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judgments is not met under Article 105.546 Serious concerns have in fact been 
expressed in relation to the requirement that, at the very least, the essence of 
the grounds for restrictive measures must always be disclosed. These concerns 
arise from the fact that Paragraph 8 of Article 105 does not entitle the party 
whose access to the confidential material is restricted to be informed at least of 
the essence of the allegations against him.547 Moreover, also the 
communication of the non-confidential version or non-confidential summary of 
the information raises concerns. This summary, in fact, in order to avoid any 
leak of the closed material, may result in being so vague to make it impossible 
for the persons concerned to effectively refute the allegations advanced against 
them.548   

Furthermore, while in some exceptional cases Article 105 allows non-
disclosure, the new Rules do not establish any mechanism, such as the system 
of special advocates, to counterbalance the effects of this non-disclosure. 
Rather, it is left to the Court‟s discretion to balance the competing interests at 
stake549 by making “a reasoned order specifying the procedures to be 
adopted”:550 No further guidance “on how sufficient safeguards can be 
developed on an ad hoc basis” is provided by the Rules.551  

Moreover, the new Rules do not provide an equivalent mechanism at the 
ECJ level. This lack of coordination between the procedural rules of the General 
Court and the procedural rules of the ECJ may lead to serious complications in 
the event of an appeal to the ECJ. If for example the General Court was to allow 
the withdrawal of some evidence, the ECJ could not do the same. This might 
make it impossible for the ECJ to uphold the General Court‟s decision. 
Furthermore, in the case of an appeal, it would be interesting to know whether 
the General Court may legitimately withhold information from the ECJ in order 
to avoid inappropriate disclosure on the part of the ECJ.552 Another question is 
to what extent the ECJ would be bound by any General Court‟s decision to keep 
certain information confidential. All these complications may be resolved with 
the adoption by the GC and the ECJ together of a joint mechanism.553  

Lastly, another problem posed by these new Rules is that the amending 
procedure itself is hardly public. In fact, considering the serious impact that 
changes to the procedural rules can have on legal proceedings, the 
reconciliation between the democratic need for transparency and the demands 
for secrecy requires that the process of revision itself is public:554 “Secrecy is 
justifiable only if it is actually justified in a process that itself is not secret”.555 On 
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the contrary, the revision process that led to the changes examined here largely 
took place “behind closed doors”. 556 No public consultation took place because 
none was provided under the applicable legislative procedure.557  
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Chapter III: COMPARATIVE ANALYSIS OF THE NATIONAL LEGAL 

SYSTEMS GOVERNING THE USE - OR MISUSE - OF CLASSIFIED 

INFORMATION IN COURTS 

 
A comparative analysis of the methods deployed by different Member 

States in dealing with classified material in judicial proceedings is necessary in 
order to evaluate whether their regimes are compliant with the European 
standards outlined above. This analysis shows that, consistently with their 
respective historical, political and legal background, Member States have 
responded to the challenges posed by secret material by endorsing different 
legal regimes and judicial practices. In particular, three main legal systems can 
be singled out across the European Member States. Two States, the United 
kingdom and the Netherlands, have laid out special procedures allowing for the 
use of secret information as evidence in judicial proceedings. The UK 
represents an exception in the European legislative landscape due to its 
adoption of the highly contested „Closed Material Procedures‟ (CMPs) as a 
means to discuss and examine sensitive material without the applicant and his 
representative being present. In the Netherlands, instead, a system of „shielded 
witnesses‟ has been set out in order to gain information from intelligence 
officials with the safeguards provided by a special examining magistrate. A 
different situation can be observed in other States, such as Italy and France, 
where the only material judicial authorities can have access to is open material 
or declassified information while no probative value is accorded to secret 
information. This is unlike other States such as Sweden, Spain and Germany, 
where  an indirect use of intelligence materials by national courts is in practice 
so that, if a number of conditions is met, a party may be denied access to some 
information.558 The judicial practice adopted in the latter group of States shows 
a certain degree of acceptance of the use of sensitive information as evidence, 
despite the absence of a formal legislation.559 Special attention will now be 
drawn to the two opposite regimes for dealing with confidential information in 
judicial proceedings: the UK system of special advocates (SAs) on the one 
hand and the so-called State secret privilege under the current Italian legislation 
on the other. 
 
1. The UK system of special advocates  
 

The United Kingdom is the only country in the European landscape where 
the use of secret information as evidence in judicial proceedings is provided for 
in the national legislation.560 The British solution to the use of secret evidence is 
centered on the work carried out by special advocates: security-cleared lawyers 
who are given access to the confidential information that is instead withheld  
from the individuals for whom they act. Under this system, the special 
advocates carry out their work in closed proceedings in which the confidential 
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material is examined and discussed but in which only the special advocates and 
the judge can take part.561  
 
1.1.The system of special advocates as an alternative to Public Interest  
Immunity 

 
This system was designed as an alternative to the conventional way of 

dealing with secret evidence: the Public Interest Immunity (PII). The PII 
procedure is the common law‟s response to the necessity to reconcile the 
enduring conflict between the society‟s interest in a fair system of justice and 
that of protecting national security, the Country‟s international relations, the 
prosecution of crimes and other strong countervailing interests.562 

 Claims under this procedure are normally made by the Government by 
submitting a PII certificate with a list of  the documents that it wishes to keep 
confidential and the reasons for such a request explained. It is then for the court 
to establish whether to uphold the Government‟s claim for non-disclosure or 
not.563 In this phase, the court will need to evaluate whether the public interest 
in preserving the confidentiality of the document outweighs the public interest in 
securing a fair administration of justice564 (the so called Wiley balance).565 In 
particular, in evaluating the damage to the administration of justice, the court 
must take into account the impact of non-disclosure on the court‟s ability to find 
the truth and on the ability of the parties interested in disclosure to put forth their 
case.566  

The Wiley balance test “recognizes that national security is one among a 
much broader range of public interests” and that “national security should not be 
permitted automatically to trump all other public interest considerations”.567 In 
making this decision, the court is allowed to inspect the documents and to 
consider if there are other means of protecting the confidentiality of the 
information while at the same time allowing the disclosure of the documents, for 
example by withholding names of the sources, producing only extracts or 
summaries of the contents of the documents or requesting an undertaking of 
confidentiality from the party to whom the documents are disclosed.568  

If after having applied the balancing test and having considered alternative 
options the court accepts the Government‟s claim for PII, the material becomes 
inadmissible and it is excluded altogether from the case. In this event, neither 
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can the party claiming immunity rely on that material, nor can the court take that 
material into account in determining the substance of the case.569  

There are very close parallels between the PII process as disciplined 
under the UK law and the regime for handling confidential information at the EU 
level as previously regulated under Article 67 of the Rules of Procedure of the 
General Court. In both cases in fact, the court will have to choose between two 
options. It may either accept the request that a certain document is treated as 
confidential, in which case the document will not be taken into account for the 
purposes of the Court‟s judgment or  it may reject the request, in which case the 
document will be disclosed also to the opposing party and may be taken into 
consideration for the determination of the case.570 
 
1.2.Closed Material Procedures before the Special Immigration Appeals 
Commission  
       

As mentioned above, the system of the special advocates is the result of 
the European Court of Human Rights‟ judgment in Chahal.571 More precisely, 
the British Parliament‟s response to this judgment consisted in reshaping the 
legislation for dealing with immigration cases where national security was 
involved.572 The Special Immigration Appeals Commission Act (1997)573 was 
then enacted and under this Act the Special Immigration Appeals Commission 
(SIAC) was set up. The SIAC‟s task is to hear  appeals in immigration and 
asylum cases where the Home Secretary‟s decision is driven by national 
security concerns.574 Besides a High Court judge, SIAC also includes an 
immigration expert and an intelligence expert in order to give the Commission  
the necessary expertise to engage with the security issues dealt with in the 
closed material.575  

Article 5 of the Special Immigration Appeals Commission Act empowers 
the Lord Chancellor to set out procedural rules for the SIAC. In particular, it 
provides that he may “make provision enabling proceedings before the 
Commission to take place without the applicant being given full particulars of 
the reasons for the decision which is the subject of the appeal”.576 The  
possibility to make “provision enabling the Commission to hold proceedings in 
the absence of any person, including the appellant and any legal representative 
appointed by him”577 is also contemplated by the Act. In this event however, a 
“provision enabling the Commission to give the appellant a summary of any 
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evidence taken” in the absence of the person concerned should be laid out.578 
In making these rules, the Lord Chancellor shall ensure that the decisions under 
appeal are effectively reviewed and that no sensitive information is disclosed at 
odds with the public interest.579  

The Act provides also for the appointment of special advocates: security-
cleared lawyers tasked with representing “the interests of an appellant in any 
proceedings before the Special Immigration Appeals Commission from which 
the appellant and any legal representative of his are excluded”.580 However, 
paragraph 4 of the same Article adds that the person appointed “shall not be 
responsible to the person whose interests he is appointed to represent”.581  

Special advocates are not governments proxies, in fact they have to give 
proof of their independence and impartiality. They are selected among 
advocates with high reputation especially in immigration, criminal law and 
human rights law. Some of them are also experienced civil litigators.582 A 
background in security and intelligence matters is not a mandatory prerequisite 
even though some of them might have previously acted in cases where they 
had to go through the necessary security clearance.583 The roster is meant to 
be as diverse as possible through the inclusion of barristers with different 
professional backgrounds and different levels of experience. This aims at 
ensuring that not all the barristers on the list are lawyers who have worked for 
the Government in the past.584 As a further guarantee of their independence, 
special advocates usually work in teams of two composed of a senior advocate 
and a junior advocate: “while one SA is often „tainted‟, the other is sometimes 
not”.585  

As mentioned above, special advocates have to be security-cleared by the 
security services.586 To obtain the necessary security clearance, the lawyers 
have to undergo a process of examination, involving a background check, 
aimed at testing whether they can be trusted to have access to classified 
information.587 All special advocates have reported that during the clearance 
process they have been  subject to very intrusive questioning mainly aimed at 
identifying elements which may make them susceptible to blackmailing, 
including details on their financial and marital status.588  
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Regarding their appointment, while special advocates were once 
appointed to a specific case by the Attorney General,589 the persons concerned 
are now asked to express their preference among the barristers which are on 
the special advocate roster, subject to their availability and the absence of 
conflict of interests which may compromise the impartiality of their work.590  

The 2003 Special Immigration Appeals Commission (Procedure) Rules 591 
provides for more detailed rules regarding the use of closed material and the 
functions of the special advocates. Rule  4 confirms that, when exercising its 
functions, some information might be kept secret by the Commission if their 
disclosure is deemed to be “contrary to the interests of national security, the 
international relations of the United Kingdom, the detection and the prevention 
of crime, or in any other circumstances where disclosure is likely to harm the 
public interest”.592 The SIAC however must be satisfied that the material to 
which it has access is sufficient to determine the case.593  

Under Rule 10, if the Secretary of State intends to oppose an appeal, he 
must provide the Commission with “a statement of the evidence upon which he 
relies in opposition to the appeal and any exculpatory material of which he is 
aware”.594 At the same time a copy of the same statement shall be served on 
the appellant.595 If, however, the Secretary of State refuses to disclose such a 
statement to the appellant or to his representative, Rules 37 and 38 will 
apply.596  

Rule 37 is of particular importance because it provides a definition of 
closed material as the “material which the Secretary of State would otherwise 
be required to disclose to the appellant or his representative (…) but which the 
Secretary of State objects to disclosing to the appellant or his representative”.597 
Under the same Rule no closed material can be relied upon in the judgment if a 
special advocate is not appointed in order to represent the interest of the 
appellants.598 Rule 37 then provides that in the event of the Secretary of State 
wishing to rely on secret information and a special advocate has been 
appointed, the Secretary of State must provide the Commission and the special 
advocate with a copy of the confidential material, containing also the reasons 
which stand behind the Secretary of State‟s decision of non-disclosure and “if 
and to the extent that it is possible to do so without disclosing information 
contrary to the public interest” with a non-confidential summary of the material 
that can be made accessible to the applicant.599  
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With regard to the copy of the undisclosed material which has to be served 
on the special advocates, several concerns have been raised around the nature 
and the consequent reliability of the information contained in this copy. This 
reliability in fact seems to vary considerably from case to case. Sometimes, for 
example, special advocates receive the full transcription of a recorded 
conversation, sometimes only summaries prepared by the security services. In 
this latter case, however, special advocates worry that the influence of the 
Government may result in a mere selective disclosure of information or in 
summaries of not fully contextualized conversations. Moreover, these 
summaries may contain „piled‟ hearsay, which is “second-hand (or perhaps 
seventh or eighth hand) accounts of inculpatory conversations”.600 However, 
also when special advocates receive the full transcript of the conversation, its 
credibility has to be tested: “some noted that the questions posed by the 
security service tend to be designed to advance the service‟s presuppositions, 
and not always to explore other alternatives”.601 This entails that special 
advocates are often called to perform their role on the basis of biased 
information.602  

At this stage and after having carefully examined the confidential material, 
the special advocates perform one of their core functions, namely contesting the 
legitimacy of the alleged need for classification by making submissions on 
whether some confidential material should be disclosed to the appellant.603 
Sometimes, special advocates obtain the Government‟s consent to the release 
of the information in question; in other circumstances the Government agrees to 
release a non-confidential summary of the withheld information. In performing 
this function, special advocates have showed how sometimes, by doing simple 
Internet searches, one can see that information whose confidentiality has been 
fiercely claimed by the Government was already in the public domain. Thus, this 
time-consuming activity of cross-referencing confidential information against 
information that is already publicly available seems to be essential in order to 
enhance disclosure to the excluded persons and their legal representatives.604 
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Moreover, if necessary, special advocates may pursue the so-called „Rule 
38 procedure‟ in order to obtain a disclosure order from the tribunal.605 Rule 38 
in fact provides that if the Secretary of State makes an objection under Rule 37, 
in order to decide whether to uphold the objection or not, SIAC “must fix a 
hearing for the Secretary of State and the special advocate to make oral 
representations”606 in the absence of the appellant and his representative.607 
The Commission must then “uphold the Secretary of State‟s objection under 
Rule 37 where it considers that the disclosure of the material would be contrary 
to the public interest”.608 In this event, the Commission must evaluate whether a 
non-confidential summary of the closed material should be served on the 
appellants and then approve any such summary in order to secure that no 
information which needs to be kept secret is leaked.609   

The appeal hearing which follows is held in both closed and open 
sessions. The open session occurs first. The appellant and his representative 
can also participate. The special advocate is present as well. Unlike in the open 
session, only the Home Secretary and the special advocate are allowed to take 
part in the closed session.610 In these closed hearings, the focus is on 
confidential information.611 The role of the special advocates during the closed 
sessions is described by Rule 35 which states that their function is to pursue the 
interests of the defendants by “making submissions to the Commission at any 
hearings from which the appellant and his representatives are excluded”, by 
“adducing evidence and cross-examining witnesses at any such hearings” and 
by “making written submissions to the Commission”.612  

In practice, the role of special advocates is to challenge the Government‟s 
case for example by presenting arguments on the admissibility and credibility of 
the information supplied by the Government, by identifying inconsistencies in 
witnesses‟ testimony and drawing inferences from Government‟s information. 
Moreover, in some circumstances, special advocates have been able to shed 
light on discrepancies in the Government‟s claims between cases: there are 
instances of information claimed confidential in one case and treated as open in 
another case.613  

However, the special advocates‟ ability to challenge the Government‟s 
case is severely weakened by the restrictions imposed on their possibility to 
communicate with the appellant once the Home Secretary has served on them 
the material which it wishes to keep confidential.614 Full communication is 
therefore possible only in the initial stages of the process whereas once special 
advocates have seen the closed material, they “must not communicate with any 
person about any matter connected with the proceedings”.615 This provision, 
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which is deemed to represent “the most dramatic departure from conventional 
fair trial standards” clearly reflects the Government‟s concern with inadvertent 
disclosure.616  

In the event of the special advocate wishing to consult with the appellant 
or his lawyer or any other person, he needs to seek the authorization of the 
Commission617 which is however required to notify the Secretary of State of the 
request beforehand.618 The Secretary of State can then object “to the proposed 
communication or to the form in which it is proposed to be made”.619 These 
restrictions however do not prohibit the applicant to communicate with the 
special advocate but this communication can only occur through a legal 
representative and in writing.620 In this event, however, the special advocate 
can reply to the communication only in compliance with the directions of the 
Commission, “expect that he may without such directions send a written 
acknowledgment of receipt to the appellant‟s legal representative”.621 This 
means that only the communication from the special advocates to the 
appellants is restricted whereas no constraints are placed on the 
communication from the appellants or their legal advisers to the special 
advocates.622  

With regard to the Commission‟s decision, the judgment is often issued in 
both an open and a closed format623 when some reasons for the judgment 
cannot be given without disclosing sensitive information which would threaten 
national security.624 Rule 47 in fact provides that the Commission must provide 
the parties with a written determination containing its decision and the reasons 
for it “if and to the extent that it is possible to do so without disclosing 
information contrary to the public interest”.625 If such a determination does not 
contain the full reasons relied upon for the decision, the Commission “must 
serve on the Secretary of State and the special advocate a separate 
determination including those reasons”.626   
 
1.3.The use of special advocates: from immigration cases (1997) to its 
expansion in all areas of civil law (2013) 
      

Having gained foothold in immigration cases that would otherwise be 
impossible to hear for public interest reasons, the use of CMPs has spread in 
other areas of law and also the use of special advocates has accordingly 
increased.627 In each context, as the Government explained in its Green Paper, 
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“the system operates along the same broad lines based on the original model 
used in SIAC”.628 The result of this expansion is that while special advocates 
were originally operating on an ad hoc basis, they now operate on a systematic 
basis.629  

In particular, after their introduction with the SIAC Act, the use of special 
advocates spread in the counter-terrorism field as evidence of the symbiosis 
between immigration and fighting terrorism.630 Among the pieces of legislation 
which have extended the use of CMPs we recall: the 2001 Anti-Terrorism, 
Crime and Security Act 631 which established a system of  preventive detention 
whereby foreign nationals suspected of terrorism could be permanently interned 
in Belmarsh prison without trial;632 the 2005 Prevention of Terrorism Act  
(PTA)633 which replaced the system under the 2001 Act with control orders, 
namely  restrictive measures targeting those suspected of involvement in 
terrorism-related activities;634 the Terrorism Prevention and Investigation 
Measures Act635 which in 2011, after an intense litigation on the control order 
legislation, replaced the control orders system;636 the 2008 Counter-Terrorism 
Act 637 which permits closed hearing to be held and special advocates to be 
appointed in the event  of the UK Treasury refusing the disclosure of material in 
the name of the public interest.638 As a result of this legislation, the “SIAC was 
no longer a relatively obscure tribunal that only dealt with a small number of 
immigration cases; it was thrust into the legal frontline of the United Kingdom‟s 
post-September 11 counter-terrorism efforts”.639  

However, while the spread of special advocates has been certainly 
extremely broad in civil cases, the rules of evidence in criminal cases have 
always been much stricter than those governing civil cases and any relaxation 
of the basic guarantees in the name of public interest concerns has always 
been firmly opposed. Nevertheless, the use of secret evidence has managed to 
make some inroads also into criminal law.640 In particular, special advocates are 
used in criminal cases where a PII application is made by the prosecution.641 
The appointment of special advocates in these cases aims at questioning 
whether a PII claim should be accepted in the first place and at ensuring that 
the interests of the defendant are adequately protected.642 The importance of 
the appointment of special advocates in these cases derives from the fact that 
even though, unlike in civil cases, the closed material is not used against the 
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defendants, disclosure of certain material might be necessary in order for the 
defendant to receive a fair trial.643 

The UK experience is thus a clear example of the propensity of 
exceptional measures, such as the special advocate system, to expand beyond 
their original boundaries and “become normalized”.644 The use of special 
advocates became so widespread that as it emerges from a letter sent in 
November 2011 by the Joint Committee on Human Rights to the Lord 
Chancellor, the UK Government itself had no accurate figures of how many 
fields special advocates could be appointed in.645 The Joint Committee, in fact, 
noted that the Government, in its Green Paper, stated that “the Special 
Advocate system is provided for in legislation in 14 different contexts of civil 
proceedings as well as performing a slightly different role in criminal trials in 
exceptional circumstances”.646 However, “the previous Government provided 
this Committee‟s predecessor with a list of 21 different contexts in which it said 
it was aware that special advocates have been or may be used”.647  
 
1.3.1.The rise of questions of legality 
 

This widespread use of special advocates has given rise to serious 
questions of legality. If on the one hand the use of closed material proceedings 
was  provided by law in the immigration and counter-terrorism context, special 
advocates have been appointed by courts also in other proceedings by way of 
analogical reasoning. Critics of this tendency claim in particular that it should be 
left to the legislature and not to the judiciary to administrate justice in a way that 
has such severe implications for the due process.648 Moreover, an additional 
difficulty encountered in instances where the special advocates operate in the 
absence of a proper authorization is the lack of any procedural rules. In these 
contexts in fact, while the key features of the special advocate procedure were 
retained, a detailed procedural framework was absent.649     

This issue was tackled by the court in Al Rawi v Security Service.650 In 
particular, this case raised the question as to whether a court has the power to 
order a CMP for a trial concerning a civil claim for damages as a substitute for 
the conventional PII procedure. In the present case, the claim for damages was 
brought by six former detainees (the claimants) at various locations, among 
which Guantanamo Bay, against the Security Service and other organs of the 
State (the appellants). The appellants were deemed to have been complicit in 
their detention and alleged ill- treatment by foreign authorities.651 The appellants 
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admitted in an open defense that the claimants had been detained but they 
refused any liability for the claimant‟s alleged mistreatment. Moreover, in their 
open defense, they also referred to other material in their possession which 
they wished the court to take into account but which they could not disclose for 
reasons related to public interest. The open defense was therefore coupled with 
a closed defense. The appellants insisted on the adoption of a CMP652 given the 
practical difficulties they would encounter in conducting a PII procedure. They 
noted in fact that given the large number of documents (around 140,000) in 
respect of which the Public Interest Immunity might be considered,653 “it might 
take three years to complete the exercise of deciding in respect of which 
documents PII could properly be claimed”.654  

 In addition to this argument of pragmatism, the appellants advanced an 
argument of principle: even though the right to a fair trial is absolute, “the means 
of satisfying that right vary according to the circumstances of the case”. This 
entails that “as a general rule, real justice and a fair trial can only be achieved 
by open hearings, open disclosure, each side confronting the other‟s witnesses 
and open judgments”. However, “in certain circumstances, a closed procedure 
may be necessary in order to achieve real justice and fair trial”.655 The 
appellants  held in fact that a CMP offered a third way between two undesirable 
outcomes: either the trial having to proceed without the confidential documents 
or the action being struck out on the grounds that no fair trial is possible without 
the closed material.656 On these grounds, the appellants‟ primary case was that, 
since CMPs had already been adopted in some classes of case, there was  no 
reason why the court should not have the power to substitute a conventional PII 
exercise with a closed material procedure also in other classes of case.657  

The claimants, however, opposed this possible course contending that a 
conventional Public Interest Immunity should instead be deployed.658 Their case 
was that, since open procedures are an essential component of the UK system 
of justice, “a closed material procedure would be such a fundamental change to 
the way in which ordinary civil litigation (…) is conducted that it should not be 
introduced by the courts. Any such change can only be made by Parliament”.659   

Even though the parties had already reached a confidential settlement of 
the case by the time the hearing before the Supreme Court began, the Supreme 
Court decided to give judgment in order to clarify the important point of principle 
at issue.660 Four of the judges in the majority concluded that the court had no 
common law power to authorize a CMP as either a substitute for or a 
supplement to PII without the Parliament‟s approval.661 

 Lord Dyson in particular recognized that some features of the common 
law trial are fundamental to the UK system of both criminal and civil justice: the 
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principle of open justice principle and that of natural justice.662 The first principle 
provides that trials should be conducted in public.663 Under the principle of 
natural justice, a party has the right to know the case against him/her and the 
evidence supporting it in order to enable him/her to respond to any evidence or 
submission put forward against him/her by the other party.664 Under the same 
principle, parties should also be enabled to “call their own witnesses and to  
cross-examine the opposing witnesses”.665  

Lord Dyson then stated that a closed material procedure represents a 
departure from both the principles of open justice and natural justice.666 On this 
ground, he held that “the basic rule is that  (…) the court cannot exercise its 
power to regulate its own procedures in such a way as will deny the parties their 
fundamental common law right to participate in the proceedings in accordance 
with the common law principles of natural justice and open justice”.667 However, 
he recognized that in some cases a departure from the ordinary rules of open 
justice and natural justice might be necessary668 but at the same time he 
considers the issues of principle arising from CMPs to be so fundamental that it 
is for the Parliament to enact a legislation authorizing the use of CMPs in 
ordinary civil litigation.669  

Lord Kerr fully agreed with Lord Dyson.670 Similarly, Lord Hope stressed 
that the task of striking a balance between the right to a fair trial and the 
demands of national security “is best left for determination through the 
democratic process conducted by Parliament, following a process of 
consultation and the gathering of evidence”.671 Otherwise the courts would be 
tempted to transform a procedure set out to deal with exceptional cases in a 
common practice with the result of severely compromising the fundamental 
components of the right to a fair trial.672 

On the other hand, the three dissenting judges concluded that the courts 
have no power to introduce a closed material procedure as a substitute for PII. 
However, they recognized that in some exceptional cases the courts might have 
the power to order a CMP as a supplement for the PII,673 meaning that this  
power could be exercised only as a last resort after the completion of the PII.674  

The fil rouge hence emerging from the opinions expressed by the judges 
of the Supreme Court is that the departure from the principles of a fair trial 
inherent in closed procedures should always be kept to a minimum.675  
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1.3.2. The Justice and Security Act: its flawed premises and its flawed 

provisions  

 
The Parliament‟s response to the issue tackled in Al Rawi is represented 

by the 2013 Justice and Security Act (JSA)676 whereby the Parliament achieved 
what the court itself could not do.677 After a tumultuous parliamentary drafting 
procedure, the Act received Royal Assent on 25 April 2013.678 This Act goes 
much further than the previous statutes by codifying in Part 2 the use of CMPs 
in any civil proceedings before the High Court, the Court of Appeal, the Court of 
Session or the Supreme Court in which the Executive refuses to disclose 
sensitive material679 which the JSA defines as “material the disclosure of which 
would be damaging to the interests of national security”.680  

The main rationale standing behind the extension of CMPs in any civil 
case is not only to prevent threats to national security but also to avoid 
disclosure of intelligence information provided by foreign allies of the United 
Kingdom during court proceedings, mainly the United States.681 It has been 
argued, in fact, that this proposal by the Government was triggered by the case 
of Binyam Mohammed682 which shed light on the potential threats that 
disclosure of information may pose to intelligence sharing with the United 
States.683  

Binyam Mohamed was a former detainee at Guantanamo who asked the 
British Government to disclose confidential material relevant for his trial before a 
US military tribunal and containing evidence of mistreatment by the US 
authority. The British Government lost its claim to secrecy and was compelled 
to release this material. As a result, the US Government threatened to review 
the extent of intelligence sharing with the UK and “given that such US 
intelligence [had been] a critical ingredient in every counter-terrorism 
investigation conducted by the UK agencies since 2001, and that such sharing 
goes far beyond the counter-terrorism agenda, this was a risk which had to be 
addressed”.684 It is clear that although the Government‟s intention was to 
legislate, the aim of the JSA was not to restrict the use of the special advocates 
but to expand their use in all areas of civil law.685  

Under Section 6 of the JSA, the judge is accorded discretion in deciding 
whether a CMP should be undertaken. This provision is the result of an 
amendment made to the original version of the Bill which freed the hands of the 
courts in deciding whether to accept the Government‟s application for a CMP. 
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Under the original draft, in fact, no power to refuse such a request was 
accorded to the court and, besides the Government, neither the court nor the 
other parties in the case could apply for a CMP. This provision was then 
removed and this change has been welcomed by many as a crucial 
improvement of the original draft of the Act.686  

Paragraph 1 of Section 6 provides in fact that “the court seized of relevant 
civil proceedings may687 make a declaration that the proceedings are 
proceedings in which a closed material application may be made to the 
court”.688 In order to make such a declaration the court needs to be satisfied 
that two conditions are met: i) “a party to the proceedings would be required to 
disclose sensitive material in the course of the proceedings to another 
person”689 and ii) “it is in the interests of the fair and effective administration of 
justice in the proceedings to make a declaration”.690 It is clear that the latter  
condition will be the first important issue under discussion between the 
Government and the claimants.691  

Such a declaration may be made by the court on the application of the 
Secretary of State or of any other party to the proceedings or of its own 
motion.692 However, paragraph 7 specifies that if such an application is made by 
the Secretary of State, the court must not take it into account unless it is 
satisfied that the Secretary of State has previously “considered whether to 
make, or advise another person to make, a claim for public interest immunity in 
relation to the material on which the application is based”.693 Paragraph 8 then 
provides that the declaration under Section 6(1) must identify a relevant person 
which is defined as the party “who would be required to disclose the sensitive 
material”.694  

In the event of a declaration under section 6 being  made, the rules of 
court must ensure that the relevant person has the opportunity to  apply for the 
permission of the court not to disclose material “otherwise than to (i) the court, 
(ii) any person appointed as a special advocate, and (iii) where the Secretary of 
State is not the relevant person but is a party to the proceedings, the Secretary 
of State”.695 When this type of application is made, these rules must ensure that 
“the court is required to give permission for material not to be disclosed if it 
considers that the disclosure of the material would be damaging to the interests 
of national security”696 and that, if this permission is given, the court “ must 
consider requiring the relevant person to provide a summary of the material to 
every other party to the proceedings”.697 The rules of court must also secure 
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that the court is required to ensure that the summary does not include material 
the confidentiality of which should be preserved in the interest of national 
security.698  

The JSA further provides that in any proceedings from which the party or 
his/her legal representative are excluded, “the appropriate law officer may 
appoint” a special advocate in charge of representing the interests of the 
excluded party.699 In relation to proceedings in England and Wales, the 
appropriate law officer is the Attorney General.700  

Also some counterbalancing mechanisms have been put in place under 
the JSA. Section 7 provides that in the event of a declaration under Section 6 
having been made “the court must keep the declaration under review, and may 
at any time revoke it if it considers that the declaration is no longer in the 
interests of the fair and effective administration of justice in the proceedings”.701 
This entails that “the fair and effective administration of justice”702 is the 
condition not only for triggering but also for terminating closed proceedings. 

Moreover, an effective oversight mechanism has been introduced in order 
to grant a high degree of transparency on the use of the CMP system.703 
Section 12 requires the Secretary of State to prepare a report every twelve 
months on the use of CMPs during the reporting period. This report shall 
include the number of applications made and by which party, the number of 
revocations, the number of the declarations made by the court under Section 6, 
the number of final judgments issued in the proceedings under Section 6 which 
are closed judgments and the number of open judgments.704  

However, the conclusions that can be drawn from the first report published 
after that the JSA came into force and which covers the period from 25 June 
2013 to 24 June 2014 are disappointing. The full substance of what happened 
the first year, in fact, is still in the dark since the report did not provide sufficient 
information for the public to be adequately informed about the use and the 
reasons for the use of CMPs. The reports need to be more accurate and 
comprehensive in order to enhance transparency on the kind of situations in 
which CMPs have been sought:705 “what can be made public should be made 
public” as a matter of democratic accountability.706  

Furthermore, under Section 13, the Secretary of State must appoint a 
person to review every five years the operation of the provisions under the JSA 
concerning the use of CMPs.707 Sections 12 and 13 thus play a significant role 
in discouraging an over-use of the CMP system.708 
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In its Green Paper, the Government premised its proposal to extend the 
use of CMPs to any civil proceedings on the insufficiencies of the PII system 
and it listed the possible benefits that could derive from this proposal. First of 
all, the Government held that CMPs, unlike the PII system, make all the relevant 
material reviewable by the court regardless of its security classification and in its 
view, “a judgment based on the full facts is more likely to secure justice than a 
judgment based only on a proportion of relevant material”.709 The Government 
therefore deems that, in terms of outcome, the administration of justice is better 
served by including as much relevant information as possible rather than by 
hiding potentially pivotal evidence from the court‟s sight altogether; it believes 
that CMPs represent the only way to maximize the amount of relevant material 
at the court‟s disposal while at the same time protecting sensitive information 
from potentially harmful disclosure.710  

Secondly, when a CMP is adopted, it is less likely that the Government is 
left to face the all-or-nothing choice of either disclosing sensitive material which 
might harm national security or having to drop a case or to settle it or to strike it 
out altogether when it wishes to forward a defense but it feels it cannot do so 
without endangering national security.711 Thus, in the Government‟s view, when 
sensitive material comes into play, it is better for the court to be enabled to 
adjudicate on the substance of the case rather than having to leave the case 
not tried at all.712 Moreover, the Government held that in the contexts in which 
CMPs were already in place, they have shown to deliver procedural fairness 
and work effectively.713 

However, there are several substantive differences between the CMPs 
and PII procedures which affect the procedural fairness that in the 
Government‟s view can be reached only when CMPs are adopted.714 First of all, 
the assumption that in every instance the judge is bound to reach a fairer 
outcome if he is given access to all the relevant material is fundamentally 
misguided. Compared to CMPs in fact, the PII is inherently fairer  because it 
rests on the principle of the respect of the equality of arms.715 Under the PII 
system in fact “if documents are disclosed as a result of the process, they are 
available to both parties and to the court. If they are not disclosed, they are 
available neither to the other parties nor to the court”.716 On the contrary, CMPs 
allow the Government and the Court to rely on material which at the same time 
is withheld from the claimant.717 Consequently, the effect of the use of a closed 
material procedure is that the Government can forward its case on the basis of 
material that the opposing party has no chance to challenge. 

The fallacy of the result-oriented approach adopted by the Government in 
its Green Paper is very well described by Lord Kerr in Al Rawi. He noted in fact 
that the opportunity to “see everything” does not necessarily enable the judge to 
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determine the case on the basis of a more accurate reconstruction of the truth: 
“to be truly valuable, evidence must be capable of withstanding challenge (…) 
Evidence which has been insulated from challenge may positively mislead (…) 
However astute and assiduous the judge, the proposed procedure hands over 
to one party considerable control over the production of relevant material and 
the manner in which it is to be presented”.718 It is therefore evident that 
procedures where the judge determines the case on the basis of only one side‟s 
interpretation of the evidence presented clearly deny the centrality of the right to 
know and to challenge the case.719  

A second major difference between CMPs and PII procedures is that in 
closed procedures, the Government minister can decide to withhold some 
relevant material without undertaking the Wiley balancing exercise which, on 
the contrary, in the PII process it is up for the court to carry out.720 In Al Rawi, 
Lord Kerr held that in claiming a PII the Government faces an “healthy 
dilemma”: the Government “will want to produce as much material as it can in 
order to defend the claim and therefore will not be too quick to have resort to 
PII”. 721 On the contrary, under the closed material procedure, neither the 
Government nor the court are supposed to weigh the public interest in 
disclosure against the public interest in confidentiality:722 “all the material goes 
before the judge and a claim that all of it involves national security or some 
other vital public interest will be very tempting to make”.723 As a consequence of 
the absence of the Wiley balance, information may be kept confidential even 
though its disclosure would have only a relatively slight impact on the 
countervailing public interests.724  

Furthermore, the Government‟s fear that a successful PII claim would 
make a case untriable725 should be set aside. There is only one precedent726 
where as a result of a PII application the court struck out the claim because it 
deemed impossible to adjudicate upon the case without disclosing information 
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which should be kept confidential.727 Since cases like this one are a rarity, they 
“do not pose a problem on a scale which provides any justification (…) for 
making a fundamental change to the way in which litigation is conducted” in the 
UK jurisdiction.728  

In the light of this, severe criticism has preceded and followed the adoption 
of the JSA. Its implications, in fact, were defined as an extensive intrusion into 
the fundamental principles of open justice and equality of arms as protected 
both under the common law and under Article 6 ECHR.729 

Furthermore, a close analysis of the JSA shows that only a fettered level 
of judicial discretion is left to the court.730 Under this new legislation in fact, the 
court is accorded discretion in making a declaration under Section 6(1) but once 
such a declaration has been made, Section 8(1)(c) provides that, if the 
Government applies to withhold material from the opposing party by means of a 
CMP, the Rules of Court must make sure that the court is required to give 
permission to  withhold the confidential material “if it considers that the 
disclosure of the material would be damaging to the interests of national 
security”.731 Based on the wording of the provision, the court seems to be 
accorded discretion in determining whether disclosure of material would 
represent a  threat for national security. However, given the vague nature of the 
concept of „national security‟, the Government could easily use national security 
as a shield to avoid vetting.732 The new legislation seems to imply that once the 
declaration under Section 6 is made, no further balance of interests is left to the 
court:733 “once the CMP trigger has been pulled, the court loses its power to 
order disclosure of sensitive material, where this is required in the interests of 
natural justice or openness”.734 

The Joint Committee on Human Rights also noticed that the range of 
information that the Government can use to invoke a CMP is too broad. In order 
to circumvent this problem, the Committee proposed to confine the “material 
(…) the disclosure of which would be damaging to the interests of national 
security” under S.6(11) of the Act to two narrow categories: “information that 
would reveal the identity of intelligence officers or their sources and information 
that was provided by another country in a promise of confidentiality”.735 In the 
Committee‟s view, in fact, sensitive material within the meaning of the JSA 
should not be the material the disclosure of which might harm public interest but 
the material the disclosure of which represents a real risk of harm to national 
security. However, by failing to introduce in the JSA any clause restricting the 
definition of sensitive material, the Parliament lost an opportunity to limit the use 
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of CMPs to the strictly necessary standard as laid out by the ECtHR.736 
Opponents of this Act suggested in fact that the new legislation was designed 
merely in order to allow the Government to claim the need for closed 
procedures in order to avoid the spread of embarrassing secrets.737 
 
1.4.Closed Material Procedures and the need for a minimum level of disclosure 
 

Besides the difficulty witnessed by the UK experience to confine the use of 
closed material procedure to exceptional cases, there are several other 
substantive aspects of this procedure which clash with the common law 
principles of fair trial. When the SIAC was first set up, these concerns did not 
arise because immigration and asylum claims do not fall under Article 6 ECHR 
since they do not determine civil rights within the meaning of this Article. 
However, these issues became compelling when the SIAC‟s model of closed 
hearing became the basis for a subsequent expansion of closed hearings in 
other areas of law.738 In particular, the principles of due notice and of open 
justice and the duty to give reasons are compromised by CMPs because they 
deny the excluded party the opportunity to participate and contribute to the 
outcome of the procedure.  

First of all, the principle of due notice is severely curtailed by CMPs. 
Closed material procedures, in fact, are a clear exception to the general 
principle stemming from the core of the right to a fair trial namely that the 
persons concerned must know the case against them in order to exercise their 
right to see, to comment on and to challenge the evidence produced against 
them by submitting contrary evidence:739 “if the right to be heard is to be a real 
right which is worthy of anything, it must carry with it a right in the accused man 
to know the case which is made against him (…) and then he must be given a 
fair opportunity to correct or contradict” it.740  

Secondly, the duty of open justice is also subject to strict restrictions under 
closed material procedures741 despite the well established principle that it is “of 
fundamental importance that justice should not only be done, but should 
manifestly and undoubtedly be seen to be done”.742 Publicity is important 
because it represents an essential deterrent  against arbitrariness by enabling 
the public to understand and scrutinize the administration of justice:743 closed 
material procedures “will inevitably weaken democratic control, because they 
will have a tendency to keep from the public and from the great mass of 
parliamentarians, material which the public, which Parliament may need in order 
to come to informed conclusions about aspects of the security and intelligence 
agencies performance”.744 Besides these accountability concerns, lack of 
publicity prevents the court from determining the substance of the case on the 
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basis of additional information which may arise only if the public is aware of the 
Government‟s claims. Sometimes in fact, third parties may be in possession of 
relevant information but they will be able to submit them only if they are aware 
of the evidence.745  

Thirdly, the duty to give reasons is also seriously weakened.746 In closed 
material procedures, in fact, the court may hand down closed judgments which 
prevent the individuals concerned from having full access to the reasons for the 
decision against them. Even though the special advocates are under a 
continuing duty to make sure that as much material as possible is provided to 
the excluded party, the court may still exclude from the open judgment those 
reasons which cannot be given without disclosing information which may 
potentially harm the public interests at stake. The open judgment will therefore 
tell the applicants whether the court accepts or not the allegations made against 
them but it might be unable to inform them of the full reasoning followed by the 
court in drawing such a conclusion.747 “The party will know the outcome only”.748 

The result is that the excluded party will not know why and on what basis 
s/he has lost his/her case and his/her legal team will not have enough 
information to evaluate whether an appeal is worthwhile.749 Serious mental 
effects can also derive from this unfair treatment: the excluded party will 
inevitably be filled with “feelings of resentment, confusion, anger, rejection and 
helplessness”.750 Moreover, the veil of secrecy placed over closed judgments 
makes it impossible to develop academic discourses on those judgments. This 
is problematic considering the essential role that academy plays in upholding 
the rule of law by subjecting case-law to a constant critical appraisal:751 
“secrecy makes such appraisal impossible and impoverishes the culture of 
legality as a result”.752 

In the light of these concerns, the necessity to identify a minimum 
standard of procedural fairness soon emerged.753 In the context of control 
orders, an essential role was played by the European Court of Human Rights 
which in A concluded that when a detainee is facing a lengthy deprivation of 
liberty, as an essential counterbalance for the lack of full disclosure, s/he must 
be provided with sufficient information about the charges against him/her to give 
effective instructions to the special advocate. Just two weeks after the ECtHR‟s 
judgment, in Secretary of State for the Home Department v AF (No 3),754 the UK 
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Supreme Court endorsed the principle of the “core irreducible minimum”755 of 
information, as laid out in A, in the control orders under PTA 2005.756  

This decision represents a continuation of the line of reasoning started by 
the House of Lords in MB v Secretary of State for the Home Department.757 
This latter case represents in fact the first meaningful challenge to the use of 
secret evidence in the context of control orders.758 In 2005, the Secretary of 
State imposed a control order on MB who was suspected of being an Islamist 
extremist. However, the ratio of MB is difficult to identify due to the divergent 
judicial opinions expressed by the Law Lords.759  

At one end, Lord Bingham affirmed that “the concept of fairness imports a 
core, irreducible minimum of procedural protection”760 and that special 
advocates can never represent a panacea for the great disadvantages suffered 
by a person who is not aware of the case against him/her and consequently  
unable to give effective instructions to them.761 On this grounds, in the present 
case, Lord Bingham found the “very essence of the right to a fair hearing (…) 
impaired” since “MB was confronted with a bare, unsubstantiated assertion 
which he could do no more than deny”.762 At the other end, Lord Hoffman 
appeared satisfied with the appointment of a special advocate as a sufficient 
safeguard against the unfairness stemming from the withdrawal of some 
information from the controlees.763 Baroness Hale, Lord Carswell and Lord 
Brown adopted an intermediate approach by stating that even though the use of 
special advocate safeguards the suspect against procedural injustice in almost 
every cases, there might be exceptional cases where it would be impossible to 
ensure a fair trial.764  

The majority then concluded that the provisions of the PTA “should be 
read and given effect except where to do so would be incompatible with the 
right of the controlled person to a fair trial”.765 However, this conclusion accords 
the trial judge discretion in deciding whether the requirements of a fair trial are 
satisfied in the different concrete circumstances of control order hearings.766 

Unlike in MB, in AF the position taken by the court is clear: it held that it 
had no choice but to apply to persons facing control orders the degree of 
disclosure laid out in A as they too face a considerable period of 
imprisonment.767 The majority of their Lordships in fact concluded that the 
requirements of a fair trial cannot be met if a party is denied also the gist of the 
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case against him,768 “at least where he is at risk of consequences as severe as 
those normally imposed under a control order”.769  

This conclusion was driven especially by the evidence submitted to their 
Lordships by the special advocates, evidence that showed their limited role in 
challenging the Home Secretary‟s case in closed proceedings. Lord Philips 
explained that the application of the A principle entails that “there can be a fair 
trial notwithstanding that the controlee is not provided with the detail or the 
sources of the evidence forming the basis of the allegations”. However, if “the 
open material consists purely of general assertions and the case against the 
controlee is based solely or to a decisive degree on closed materials the 
requirement of a fair trial will not be satisfied, however cogent the case based 
on the closed materials may be”.770  

Accordingly, he held that the best way to ensure procedural fairness is to 
provide the parties to a trial with the fullest information of the allegation put 
forward against them and of the evidence relied upon. However, when other 
aspects of the public interest run into conflict with this principle, it is up to the 
Parliament and to the Government, in accordance with the law, to lay down 
possible solutions.771 That law includes also the Convention as applied by the 
Human Rights Act.772 This Act requires the courts to act in accordance with 
Convention rights and to take in due account the jurisprudence of the 
Strasbourg Court, jurisprudence which now includes also the principle laid out in 
A.773  

Lord Hope, noted that “the principle that the accused has a right to know 
what is being alleged against him has a long pedigree” and that “the rule of law 
in a democratic society” does not tolerate allegations on grounds that cannot be 
disclosed.774 This means that, as a “core principle”, in every case the judge 
must ensure that the controlled person is provided with sufficient information to 
enable him/her to give effective instructions to his/her special advocate.775 The 
concrete application of this principle will then vary from case to case and it will 
be for the judge to strike the appropriate balance between what has to be 
disclosed to comply with this principle and what needs to be kept confidential.776 
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In striking such a balance the judge will need to take into account that “it is a 
sufficient statement of allegations against him, not the underlying material or 
sources from which it comes, that the controlled person is entitled to ask for”.777 
He reminded, in fact, how the ECtHR has been careful in drawing a distinction 
between the disclosure of allegations and the disclosure of the evidence 
underlying the allegations.778 Overall, according to Lord Hope, the Grand 
Chamber in A “set a relatively high standard. It suggests that where detail 
matters, as it often will, detail must be met with detail”.779  

Baroness Hale noted that the evidence submitted by the special 
advocates reveals that the scope for challenging the Secretary of State‟s 
objection to disclosure is very limited because “these objections are (…) often in 
the nature of class claim relating to the sort of information it is, rather than 
specific to the particular case”.780 

 Also their Lordships who did not welcome the ECtHR‟s decision in A with 
equal enthusiasm held that the authority of the statement of the Grand Chamber 
“is such that our courts have no option but to accept and apply it”.781 Lord 
Hoffman for example criticized the decision of the ECtHR in A saying that this 
decision would destroy the system of control orders as an essential part of the 
UK defense against terrorism. However, he also held that the United Kingdom is 
bound by the Convention to accept the decisions of the ECtHR and that 
rejecting its interpretation of the Convention would place the United Kingdom in 
breach of the international obligations which it undertook when it acceded to the 
Convention:782 “I can see no advantage in your Lordships doing so”.783  

Overall, the conclusion reached by the House of Lords in AF brings the UK 
in line with the European standards784 thanks to the fact that it enhanced the 
level of procedural fairness in control order proceedings and consequentially 
strengthened the special advocates‟ ability to argue for disclosure.785 The 
expected result was an increased degree of disclosure. With this regard, 
however, it seems that the Government put in place new strategies to avoid the 
procedural demands of AF. The Government in fact reacted by either revoking 
control orders when it was not ready to disclose a sufficient level of intelligence 
information or by disclosing as little as possible in the hope of meeting the 
requirements in AF.786 In the latter case in particular, while the decision in A 
suggests that a great degree of detail should be provided, the Government‟s 
approach is to disclose the so-called „headline allegations‟ such as that the 
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individual concerned is alleged to be involved in some terrorist training without 
specifying when and where this training took place.787  

Further practical difficulties derive from the so-called iterative approach to 
disclosure that lower courts have been adopting in some cases. Under this 
approach, controlees are only given limited disclosure on the assumption that 
that information may be enough to enable the persons concerned to give 
sufficient instructions to their representatives. If it then turns out that it is not, the 
person concerned will be given more details. However, special advocates 
expressed their concerns about the practical difficulties of constantly revising 
disclosure issues and they pointed out the unfairness which may be caused to 
the controlled persons when they are required to respond to a part of the 
allegations against them before being given more of what they have the right to 
know.788 In some other cases, the Government replaced control orders with less 
invasive restrictive measures, in respect of which Article 6 ECHR allegedly does 
not apply789 since less severe restrictions do not affect civil rights within the 
meaning of Article 6 ECHR.790  

In conclusion, neither the spirit nor the letter of the judgment has been 
respected by the Government who rather took a minimalist approach in the 
implementation of the decision.  

Beyond these concerns, also the content itself of the judgment in AF is 
substantially problematic. The principle laid out in this case in fact raises the 
same problem arising from A:791 “it easy to state, but its application in practice is 
likely to be much more difficult”.792 In particular, the level of detail that needs to 
be met in order to enable the person concerned to give instructions is not easy 
to establish.793 As one of the special advocate noted: “what AF decided was 
that somebody has the right to know the essence of the case against them. 
What that means in practice is quite difficult to determine in an individual 
case”.794  

Notwithstanding these uncertainties, the principle laid out in AF was found 
applicable also to financial restrictions. With this regard, important principles 
have been set out in the context of the Bank Mellat‟s ongoing application 
against Financial Restriction Orders imposed on the bank pursuant to the 2008 
Counter- Terrorism Act. This Act empowers the British Government to impose 
financial restrictions on people and entities deemed to be involved in terrorism 
and nuclear proliferation in order to shut down their operations. In 2009, the 
HM‟s Treasury made an order preventing all persons operating in the financial 
market from entering or participating in any business relationship with Bank 
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Mellat.795 This Iranian bank, in fact, had allegedly provided funds “to a UN listed 
organization connected to Iran‟s proliferation-sensitive activities and” to be 
“involved in transactions related to financing Iran‟s nuclear and ballistic missile 
program”.796  

In 2010, the bank challenged this financial restriction before the High 
Court. In this occasion Mitting J held that the A principle as interpreted by the 
House of Lords in AF applied in the present case.797 The Treasury challenged 
this conclusion on the grounds that the principle laid out in those proceedings is 
not an immutable rule which applies to all civil proceedings in which Article 6 
ECHR comes into play. On the contrary, since the balance to be struck between 
the interests at stake varies according to the context,  also the procedural 
requirements stemming from Article 6 will need to be adapted to the factual 
backgrounds.The Court of Appeal,798 however, upheld the conclusion reached 
by Mitting J in requiring “the Treasury‟s disclosure to be sufficient to enable the 
bank to give sufficient instructions not merely to deny, but actually to refute (in 
so far as that was possible), the essential allegations relied on by the Treasury 
to justify the making and continuance of the direction”.799 The court recognized 
that the precise extent of the disclosure which needs to be granted is inevitably 
fact-specific.800 What constitutes sufficient information under Article 6(1) ECHR 
will in fact inevitably depend on several elements such as “the particular issues 
between the parties, the contents of the statements of case, the nature and 
import of the particular evidence in question, and the state of knowledge of the 
party seeking the information”.801 A balancing exercise is therefore inevitable 
but there is an irreducible minimum under Article 6(1) which has to be accorded 
to any party involved in litigation to which Article 6(1) is applicable.802 The court 
consequently applied the gist requirement in a CMP where no restrictions on 
personal liberty were involved.803  

The contested financial restriction order was then found unlawful by the 
Supreme Court804 on both procedural and substantive grounds.805 In the same 
case, the Supreme Court gave a preliminary ruling806 in which it held that it had 
jurisdiction to hold a closed hearing even though the statutory scheme did not 
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explicitly permit closed hearings in the Supreme Court. This was the first time 
the Supreme Court had held a closed hearing in its history.807  

Moreover, AF does not provide clear indications as to whether the A-type 
disclosure applies to other civil proceedings where a CMP is ordered.808 This is 
the issue addressed in Tariq v Home Office. In this judgment, the appellant, Mr 
Tariq, complained that the Home Office‟s decision to withdraw his security 
clearance as an immigration officer amounted to an unlawful discrimination. He 
claimed in particular this decision had been taken in circumstances where 
grounds of race and/or religion were directly or indirectly involved. On the other 
hand, the Home Office‟s case was that the contested decision was triggered by 
national security concerns809 because his close association with individuals 
suspected of being involved in terrorist-related activities was deemed to have 
placed him in a vulnerable position. There was in fact the risk that those 
individuals had tried to force him to abuse his position as an immigration 
officer.810 However, no further information specifying these general allegations 
was made available to the applicant. The Supreme Court of Justice 
unanimously upheld the order of the Employment Tribunal to determine the 
case through a CMP in the interests of national security so long as sufficient 
measures of procedural justice were put in place. In this case, unlike Al Rawi, 
the CMP had a specific statutory authorization.811  

The question addressed by the court was whether the A-type disclosure 
could apply to the present case. The majority took the view that the need to 
provide the person concerned or his legal representative with sufficient 
information as laid down by the ECtHR in A was not an absolute requirement. 
This principle in fact, if applied strictly, may have the consequence of forcing the 
party in charge of protecting national security to capitulate or concede the 
claim.812  

Lord Mance in particular reached this conclusion on the basis of the 
Strasbourg Court‟s decision in Kennedy813 in which the Court held that the gist 
requirement does not apply in cases concerning secret surveillance.814 In 
Kennedy the Court examined the legitimacy of the rules of procedure of the 
Investigative Powers Tribunal (IPT) in respect, among others, of Article 6 
ECHR. The IPT is the body empowered of hearing complaints about alleged 
interceptions of communications. Concerning this issue, the Court concluded 
that “in order to ensure the efficacy of the secret surveillance regime, and 
bearing in mind the importance of such measures to the fight against terrorism 
and serious crime, (…) the restrictions on the applicant‟s rights in the context of 
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the proceedings before the IPT were both necessary and proportionate and did 
not impair the very essence of the applicant‟s Article 6 rights”.815  

Moreover, a number of Lordships in Tariq placed extreme importance on 
the factual differences between the case in question and the context in AF. 
Among these, Lord Hope observed that in AF the actions of the Executive were 
severely restricting the fundamental rights of the individual concerned and that 
when fundamental rights are at stake, the rule of law requires that sufficient 
material is made at the individual‟s disposal. On the contrary, in the present 
case, the individual is not affected by harsh  restrictions on his personal liberty: 
“this is a civil claim and the question is whether Mr Tariq in entitled to 
damages”.816 Similarly, a contextualist balancing approach was adopted by Lord 
Dyson when he pointed out that the claim in question is “a claim for damages 
for alleged discrimination” and even though he recognizes the importance of the 
right not to be victim of discrimination, “on any view, discrimination is a less 
grave invasion of a person‟s rights than the deprivation of the right to liberty”.817   

In his dissenting opinion, Lord Kerr stressed that as a general rule the 
parties to a litigation need to be informed in detail of the allegations against 
them in order to enable them to counter those allegations.818 This does not 
mean that exceptions to this general rule do not exist but these exceptions must 
be justified by “a strong countervailing public interest”.819 Moreover, similar 
restrictions have to be counterbalanced “by appropriate procedures allowed by 
the judicial authorities” and most importantly, “the restrictions must  not be such 
as effectively to extinguish the very essence of the right”.820 And the very 
essence of the right to a fair trial under Article 6 includes the requirement that 
the persons concerned are given sufficient information about the case made 
against them in order to be able to give meaningful instructions to refute that 
case.821 This entails that in order to preserve a truly adversarial context, even 
though some variables may change according to the concrete circumstances, 
some indispensable features have always to be present regardless of the claim 
that is made.822 

Lord Kerr then noted how the conclusion reached by the majority resulted 
in creating a separate and privileged class of cases to which the A-type 
disclosure applies. However, the eligibility criteria for the inclusion in this class 
are unclear: “Certainly, the class is not confined to those whose liberty is at 
stake ”.823 In the light of the ECJ‟s judgments in the Kadi saga in fact, A-type 
disclosure also applies to freezing order cases. But if this disclosure “is required 
in challenges to freezing orders, does it extend to property rights more 
generally? If it does, why should property rights be distinguished from loss of 
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employment cases? After all, loss of livelihood may be just as devastating as 
having one‟s assets frozen”.824 

Lord Kerr‟s view seems to have inspired the High Court‟s decision in a 
subsequent case concerning Bank Mellat‟s challenge against new financial 
restrictions imposed on it under the 2011 and 2012 Orders.825 The major 
distinction between the 2009 Order and the 2011 and 2012 Orders is that while 
the first order applied to Bank Mellat alone, the others were targeted at all the 
Iranian Banks. In this case, in addressing the question as to what level of 
disclosure the Government was required to grant to the bank, the Government 
argued that on the basis of the conclusion reached in Tariq, unlike in detention 
cases, when it comes to financial restrictions no minimum level of disclosure is 
required. In this cases in fact, the necessary fairness was already being 
provided by the closed hearing procedure.826 However, the UK High Court 
rejected this argument holding that “while the Bank‟s liberty is not affected in the 
same way as that of an individual, the utterly damaging effect on its ability to 
function is material (…). In these circumstances, (…) Article 6(1) does require 
disclosure that meets the requirement of AF (3)”.827  This conclusion was then 
upheld by the Court of Appeal in 2015:828 “restrictions on the freedom to do 
business or to engage on financial transactions can be as serious for a bank as 
restrictions on personal liberty for individual”.829  

Furthermore, in the light of the principle laid out in AF, concerns have 
emerged also from the provision under the Justice and Security Act which, as 
mentioned above, provides that if the court denies permission  to disclose 
material, it must also consider whether the relevant person should be required 
to provide a summary of the information withheld to every other party to the 
proceedings.830 However, this provision seems to go sharply against the 
essence of the gist requirement, as outlined in A and in AF, respectively by the 
European Court of Human Rights and the House of Lords in AF. 831 As Lord 
Hope stated in AF in fact, “where detail matters, as it often will detail must be 
met with detail”832 and this standard does not seem to be met by the mere 
provision of a summary.  
 
1.5.Restrictions on special advocates‟ ability to preserve the adversary nature  
of Closed Material Procedures 
 

Whether or not CMPs comply with the European standards, the European 
and domestic jurisprudence is centered around the effective ability of special 
advocates to reduce the negative impact of CMPs on due process rights.833 
Thus, the crucial question that needs to be answered is whether the functions 
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carried out by the special advocates represent an adequate safeguard against 
the restrictions that the use of secret evidence poses to the applicants‟ rights of 
the defense.834 What makes the ability of special advocates to challenge the 
closed case even more important is that, despite the mistaken assumption that 
what is usually withheld from the person concerned are only the precise details 
of the open allegations, almost all cases involve allegations contained entirely in 
closed sources which therefore cannot be disclosed to the person concerned at 
all, not even in a gisted form.835  

However, the special advocates‟ ability to enhance the rule of law  has 
been subject to severe criticisms and the adoption of the JSA, by extending 
their use, has intensified this controversy. There are in fact several limitations 
under which special advocates operate and all of them seriously curtail their 
ability to challenge the Government‟s case.836 Several special advocates 
resigned in protest showing their reluctance to cooperate with a system which 
they perceive as inherently unfair.837  

These limitations place the special advocates in an “unorthodox ethical 
position”.838 Lord Bingham, in R v H and C,839 in fact, said that “a lawyer who 
cannot take full instructions from his client, nor report to his client, who is not 
responsible to his client and whose relationship with the client lacks the quality 
of confidence inherent in any ordinary lawyer –client relationship, is acting in a 
way hitherto unknown to the legal profession”.840 In particular, it has been said 
that they “occupy an interstitial space somewhere between an amicus curiae 
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and an ordinary legal representative”.841 Therefore, these essential differences 
with the traditional role of lawyers not only raise doubts concerning the 
effectiveness of the system but also prompt important questions related to 
professional ethics.842 Their ethical position is in fact still not well defined by 
means of a specific professional code843 and this is problematic considering the 
severe interferences with the rights of the defense suffered by those who are 
subject to the state action.844  

With regard to the first and maybe most serious limitation, as mentioned 
above, once the special advocates have seen the closed evidence, they are 
prohibited from having any direct communication about any matter connected 
with the proceedings with the defendant and his lawyer845 other than merely 
acknowledging the receipt of any information sent to them by the applicant.846 
Under Article 36 of the 2003 SIAC Procedure Rules  in fact, the special 
advocate is allowed to discuss the confidential material only with the 
Commission, the Secretary of State, the relevant law officer and any other 
person, different from the appellant and his representative, “with whom it is 
necessary for administrative purposes for him to communicate about matters 
not connected with substance of the proceedings”.847 This is problematic 
because even though no restrictions are placed on communication at the early 
stages of the procedure, the essence of the case often emerges only after the 
beginning of the closed proceedings and it is at this very stage that the bar on 
communication applies.848  

This inability to communicate with the client prevents the special advocate 
from taking instructions about how to refute the Executive‟s allegations from the 
person who is probably the best source of relevant information.849 As a result, in 
the absence of instructions, the counsels “can only speculate as to what might 
be said in reply”850 and the court will not benefit from the fruits of a proper 
counter-investigation by the individual concerned.851 Due to the lack of 
communication in fact, special advocates can identify inconsistencies in the 
Home Secretary‟s evidence and any aspect of the allegations made by the 
Home Secretary which are unsupported by evidence but they “have no means 
of knowing whether the defendant has an answer to any particular closed 
allegation”.852 In many cases, in fact, the person concerned is the only who is 
one able to submit exculpatory evidence or alibis proving, for example, that s/he 
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was not the person talking in a conversation, or, if s/he was,  that the 
conversation had been wrongly transcribed, translated or interpreted or that the 
conversation had to be placed in a different context.853 This limitation has been 
described as “extremely frustrating and counter-intuitive to the basic way that 
lawyers are used to doing their job”.854 

 Moreover, even though the appellant can unilaterally communicate in 
writing with the special advocate, this possibility lacks of practical utility given 
that the person is unaware of the contents of the undisclosed material and given 
that the special advocate is only allowed to acknowledge receipt.855  

Also the possibility accorded to the special advocates to seek the 
authorization of the court to consult with the appellant is significantly impaired 
under the current legislation. Any proposed communication, in fact, has to be 
notified to the Secretary of State who may object to it if it deems that this 
communication could inadvertently reveals secret information to the 
defendant.856 In an hypothetical example, the special advocate may seek the 
court‟s permission to ask the defendant if s/he was in a specific location on the 
night in question and if s/he met anyone on that occasion. In this case, “the 
Secretary of State could object that, by specifying the date and the location, this 
would thereby alert the defendant to the fact that the security service knew of 
the alleged meeting, thereby enabling the defendant to guess at the source of 
the evidence (whether interception, surveillance or informant, etc.)”.857 This also 
means that apparently non-leading questions may be objected by the Secretary 
of State.858  

This tendency of the Secretary of State not to approve communications 
which may have anything to do with substantive closed material has led special 
advocates to attempt to obtain permission to communicate with the defendant 
only for procedural points rather than for substantive issues.859 Moreover, 
another reason why special advocates have rarely sought this type of 
authorization is that asking for the Secretary of State‟s permission is considered 
not tactically desiderable. This may in fact reveal their strategy to the Secretary 
of State and may thus unfairly favor the Government side.860 

 Restrictions on communication also compromise the full realization of the 
clients‟ autonomy. Full communication in fact enables the clients to present their 
version of the facts, clarify inconsistencies and interrogate the advisor: “the 
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essence of advocacy is for the advocate to say for clients what they would say 
for themselves in full knowledge of the law”.861 The principle of free and 
confidential communication between the client and his representative obviously 
does not apply in the relationship with special advocates.  

Serious concerns arise also from the restrictions imposed on special 
advocates regarding access to evidence and to expert advice on technical and 
intelligence matters involved in the closed evidence.862 These restrictions limit 
the special advocates‟ ability to rebut the national security evidence provided by 
the other party.863 The difference with the ordinary regime is clear-cut: in any 
ordinary litigation, the lawyers representing a party are given the opportunity to 
“consult experts relevant to the case at hand to enable them to interpret 
technical evidence, to advise them of relevant issues that are not apparent to a 
non-expert, and to help them to rebut the expert evidence given by the other 
party”.864  

Under the original legislation which first introduced the special advocate 
system in 1997, no entitlement to consult with experts, including interpreters or 
to call witnesses in reply was granted. Special advocates were denied any kind 
of professional support in dealing with closed material. They were formally 
instructed by lawyers employed by the Treasury Solicitor‟s Department but who 
were not security-cleared and this implied that these instructing lawyers were 
not able to perform certain functions, such as checking whether the material 
whose disclosure the Home Secretary objected to disclose was publicly 
available, with the consequential increase in the burden imposed on special 
advocates.865 In describing the system in which they were supposed to work, 
one special advocate said that  “when you receive your first set of instructions in 
this, you do feel as if you are walking into something of a vacuum. Your solicitor 
can know nothing about the detail of the case and there is no express provision 
for you even to consult other special advocates”.866   

In response to these deficiencies, in 2005 the Government established the 
Special Advocate‟s Support Office (SASO) within the Treasury Solicitors 
Department in order to support the special advocates both on a administrative 
and a professional level.867 This Office now provides for both procedural 
solicitors and substantive solicitors. Procedural solicitors give initial instructions 
and engage in correspondence with the parties in respect of any open 
matters.868 The substantive solicitors on the contrary are instructing solicitors 
with the necessary security clearance which will enable them to engage with the 
substance of the closed material.869 Moreover, these security vetted solicitors 
keep a database of closed material in order to provide advice and assistance to 
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the special advocates on the basis of disclosure arguments used in other closed 
hearings. However, in order to avoid the leak of sensitive information, after 
being served with closed material, the substantive solicitor is allowed to make 
contact only with the special advocate while no contact is possible with the 
procedural solicitor on matters concerning closed material.870 In the light of this, 
although these measures represent an improvement compared to the previous 
practice, “the legal team, in a conventional sense at least, is illusory”.871 

Amendments to procedural rules have been made also in order to enable 
the special advocates to call witnesses and to obtain expert assistance. 
However, these amendments fall short of practical effects because in order to 
enable experts to advice on closed material and witnesses to give evidence 
they would need to be granted the necessary security clearance.872 As noted by 
Lord Bingham in the Roberts873 case, “even if a special advocate is free to call 
witnesses, it is hard to see how he can know who to call or what to ask if he 
cannot take instructions from the defendant or divulge any of the sensitive 
material to the witness”.874  

Moreover, special advocates cannot benefit from the support of 
intelligence service personnel in handling closed cases as instead  was 
recommended by the Constitutional Affairs Select Committee in its seventh 
report (2005).875 Since in fact only few outside the Government are able to 
develop sophisticated and well-informed expertise in the field of security 
intelligence, the government has found it impossible to identify persons who 
could appropriately assist the special advocates in handling closed material 
considering that “those serving members of the Security and Intelligence 
Agencies (…) owe duties of confidence and loyalty to the Agencies by whom 
they are employed”.876 Requiring members of the Security Service to provide 
special advocates with arguments which will undermine the assessment made 
by one of their colleagues and “-in effect to act against the interests of national 
security- would place that employee in an invidious position”. The same 
reasoning can be extended to retired members of the Agencies, with the further 
problem that they are likely to have lost access to the most up-to-date 
information which is  available only to the insider. 877  

In the light of this, the proposal made by the Government in its Justice and 
Security Green Paper to offer additional training to special advocates in order to 

                                                
870

 See Boon and Nash, supra note 840, p.118 
871

  See Boon and Nash, supra note 840, p.118 
872

 See JUSTICE, supra note 69, p.205 
873

 Roberts v Parole Board [2005] UKHL 45 
874

 Ibid. para. 18; See also Lord Steyn at para.88: “Taken as a whole, the procedure completely 
lacks the essential characteristics of a fair hearing. It is important not to pussyfoot about such a 
fundamental matter: the special advocate procedure undermines the very essence of 
elementary justice. It involves a phantom hearing only”. Emphasis added. 
875

 See Seventh Report, supra note 575, para.97: “The Government could also usefully consider 
whether intelligence service personnel could be provided in support of Special Advocates in the 
handling of closed material, (…)”. 
876

 See Government Response to the Constitutional Affairs Select Committee‟s Report, supra 
note 622, p.10 
877

 See Government Response to the Constitutional Affairs Select Committee‟s Report, supra 
note 622, p.10 



 

104 
 

increase their capability to analyze and assess intelligence information878 does 
not seem to address the still deep imbalance which affects the access to expert 
evidence in closed material proceedings. Furthermore, in this already 
problematic context, further uncertainties derive from the lack of clear rules on 
the probative value of closed materials:879 in the absence of any formal rules of 
evidence, second or third hand hearsay or even more remote evidence is 
admitted, “frequently with the primary source unattributed and unidentifiable, 
and invariably unavailable for their evidence to be tested, even in closed 
proceedings”.880  

This ongoing lack of access to independent expert evidence has had the 
result of depriving special advocates of any means to gainsay the Government‟s 
assessment about what can or cannot be disclosed in order to avoid harm to 
the public interest. As a result, the Court is almost bound to uphold the 
Government‟s view on matters of national security in the absence of any 
evidence or expert opinion which proves the contrary.881 This difficulty to carry 
out an independent review of the Government‟s claim in closed material 
procedures in fact creates a sort of dependence of the courts on Executive 
officials to supply and assess the relevance and the reliability of confidential 
information which secret evidence is drawn from and to justify the case for 
secrecy.882  

The court therefore not only needs the Government to be fair in selecting 
confidential information in the State‟s possession and in supplying all the 
information which may benefit the affected individual883 but it also relies on the 
Government‟s assessment of the implications of the disclosure of confidential 
information:884 evaluating intelligence information, predicting how its release 
may harm compelling public interests, finding a compromise between secrecy 
and disclosure are complex tasks which “engage wide-ranging issues such as 
the novelty of investigative techniques, the effectiveness of data-mining 
software, the conditions of a witness‟s imprisonment in a foreign country, the 
motivation of a foreign agency to share information, the immutability of 
governmental caveats and so on”.885 No such task can be undertaken by the 
court without the necessary judicial expertise in the security intelligence field.886 
This issue has thus led the courts to unduly favor the interests of secrecy and 
security over disclosure887 and consequently, compared to cases where the 
Executive is subject to a greater duty of disclosure and where the court can 
benefit from the results of independent means of investigation, in CMPs there 
are greater opportunities for error and abuse.888  
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With this in mind, courts must be guarded against basing their relationship 
with the Government merely on trust and must be ready to fully test the claimed 
need for confidentiality as an expression of the basic principle according to 
which the interests of the Executive “do not exhaust the public interest”.889 Well 
documented instances in which the Executive‟s secrecy power has been 
misused show that Ministers are not always reliable in their assessment of 
evidence as a threat to national security.890 There have been cases891 where 
material or part of the material that the Executive intended to keep confidential 
had already been disclosed in earlier proceedings892 or cases where 
Government ministers manipulated the need of secrecy only to avoid personal 
embarrassment.893 In both circumstances, the court‟s reliance on the Executive 
on matters of secrecy ended up being betrayed.894 

The lack of accountability is a further limitation affecting the special 
advocate system.895 This limitation derives from the fact that, under Article 6 of 
the SIAC Act, the special advocate “shall not be responsible to the person 
whose interests he is appointed to represent”.896 This provision clearly clashes 
with the advocates‟ duty  in ordinary contexts to promote and protect “fearlessly 
and by all proper and lawful means the lay client‟s best interests”.897 Special 
advocates in fact owe the person they represent no duty of care in relation to 
the work they perform.898 This lack of professional accountability has 
implications on the effectiveness of the system and also raises further questions 
regarding professional ethics.899 However, even though they are not 
professionally accountable to the defendant, special advocates tend to be highly 
qualified professionals: no suggestions that any of the appointed special 
advocates have acted unprofessionally can be found.900 Nonetheless, further 
work should be carried out in order to address the ethical issues deriving from 
the absence of formal accountability since “there would still be formidable 
practical difficulties in holding a disciplinary hearing about a special advocate‟s 
conduct of a case in closed session”.901  

Moreover, the lack of accountability may lead special advocates to 
determine the defendant‟s case in a way which clashes with  his/her wishes.902 
This concern was tackled in the Abu Qatada case.903 Before the hearing of this 
case, the defendant clearly declared his wish not to participate in the 
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proceedings which he deemed inherently unfair and unable to get at the truth.904 
His lawyers did not take part in the open hearing either. At the beginning of the 
closed hearing, the two special advocates appointed to represent the defendant 
informed the SIAC that the appellant‟s interest could be better served by non-
participation.905 The SIAC considered that the withdrawal of the special 
advocates from the case was not damaging for the appellant‟s position since 
the evidence against him was so strong that even the intervention of the special 
advocates would have not persuaded the Commission otherwise.906 
Nonetheless, the court strongly disagreed with the special advocates‟ decision: 
“we do not doubt that the Special Advocates believed they had good reasons 
for adopting the stance that they did (…) But we are bound to record our clear 
view that they were wrong and that there could be no good reason for not 
continuing to take part in an appeal which was still being pursued”.907  However, 
despite the conclusion drawn by the court that the appellant‟s interests can 
never be better served by the absence of the special advocates, it is difficult to 
see how a special advocate could represent the appellants‟ interests if they 
refuse to discuss any aspects of the case with them from the beginning of the 
proceedings.908 

Besides these restrictions, other incidental shortcomings affect the special 
advocate system. First of all, as part of the extensive measures taken to avoid 
leakage, special advocates cannot carry out their role in subsequent 
proceedings if the closed material they have seen in one case might lead to 
leaks of information in a subsequent one.909 This provision derives from the 
assumption that once a special advocate had seen the material in relation to 
which the Government claims the need for confidentiality, s/he is considered 
potentially tainted.910 In practice, special advocates are considered tainted on a 
country-specific basis911 and “if there are factual connections between named 
persons in different cases or in relation to a particular secret document used in 
multiple proceedings”.912 This provision heavily curtails the special advocates‟ 
ability to build up a solid experience and an effective legal strategy on how to 
challenge the Government‟s claims.913  

In addition, it has been argued that the availability of the special advocate 
system may lead to an increase in secrecy claims made by the State. The 
Government in fact may be less inclined to disclose evidence as it knows that 
special advocates will safeguard the overall fairness of the trial. This is probably 
a side-effect of the European jurisprudence. By calling for the use of secret 
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evidence to be counterbalanced by the other safeguards, the European Courts 
in fact have focused their attention on the lawfulness of the procedure as a 
whole rather than on every single aspect of it.914  

Furthermore, the difficulties faced by the special advocates in arguing for 
the disclosure of the claimed confidential material are also exacerbated by the 
endemic problem of late delivery of those documents on the part of the 
Government.915 In this respect, even though special advocates did not suggest 
that this late disclosure is the result of a deliberate strategy by the Government, 
their evidence certainly suggests that there is a severe lack of discipline in 
respecting the timetable for disclosure laid down by the courts.916 This 
widespread delay in disclosure has the result of compromising the special 
advocates‟ ability to challenge the Government‟s secrecy claims since it leaves 
them with insufficient time to scrutinize the closed material in order to challenge 
the Government‟s case.917  

Moreover, it has also been noted that the possibility that defendants are 
accorded to choose their special advocates from a roster is far from a real 
choice. The need for security-vetting and the risk of information leaks in fact 
result in limiting the number of special advocates to a small pool of under 
twenty.918  

As a final remark, also the fact that special advocates spend most of the 
time in closed proceedings seeking greater disclosure of the material in 
possession of the Government raises concerns. This is surely a valuable task 
but it implies that the efforts put in place by special advocates are diverted from 
challenging the material in the substance.919  

For all the reasons outlined above, it is deeply regrettable that the 
Government did not equip the Justice and Security Act 2013 with a clause 
which confines the use of CMPs to the exceptional circumstances where a fair 
determination of the case cannot be reached by means of a PII procedure.920 
After a lengthy debate, in fact, the so called „last resort‟ requirement was 
removed on the basis of the Government‟s argument that this requirement 
would unnecessarily fetter the judge‟s discretion as to when to use CMP.921 
However, unless a PII exercise has been conducted first, it will be impossible to 
tell whether a closed material procedure represents the only way to ensure that 
the case is judicially determined. Thus, considering the difficulties posed by  
closed procedures, when the use of sensitive material is crucial for the 
determination of the case, the PII should be kept as the initial step and CMPs 
as a last resort.922 This concern was clearly expressed by Lord Brown during 
the final debate about the Justice and Security Act in the House of Lords: the 
„last resort‟ requirement “reminded the judge that there may be other possible, 
less objectionable ways of meeting the needs of those, generally the Crown but 

                                                
914

 See Murphy, supra note 561, p.35            
915

 See Williams, supra note 563, p.21 
916

 See Ninth Report, supra note 787, para.63 
917

 See Ninth Report, supra note 787, para.65 
918

 See Boon and Nash, supra note 840, p.112 
919

 See Murphy, supra note 751, p.11 
920

 See Williams, supra note 563, p.13 
921

 See Hickman,  supra note 674                                                  
922

 See Williams, supra note 563, p. 13 



 

108 
 

sometimes the claimant, who seek to rely on evidence, (…) which in the vital 
interests of national security cannot be adduced in open court”.923   
 
2.The Italian State secret privilege 
 
2.1.The State secret privilege from its origins to Law 124/2007 
 

The Italian Constitution924 proclaims the idea of transparency and 
accountability of the State powers as expression of the sovereignty of the 
people. Moreover, freedom of information, the right to access to court and the 
independence of the judiciary are fundamental principles enshrined in the Italian 
constitutional framework.925 Nevertheless, a constitutional foundation for the 
existence of the so-called State secret privilege can be identified.926  

In its decision n.82/1976,927 the first leading case regarding State secrets, 
the Constitutional Court held that the presence of the State secret aims to 
safeguard the “supreme interest of the State in its international personality, that 
is, the interest of the State in its territorial integrity, independence and – in an 
extreme sense – in its survival. This is an interest that is present and 
preeminent in all constitutional systems, irrespective of the political regime, and 
that in our Constitution is enshrined in the emphatic formula of Article 52”928 
which states that “the defense of the fatherland is the sacred duty of every 
citizen”.929 In this way, the State secret, which in the words of the Court rests in 
Article 52 Const., seems to prevail over other constitutional principles, such as 
the obligation to prosecute under Article 112 and the right to defense under 
Article 24 of the Italian Constitution.930  

This reasoning was further developed in the ruling in 1977931 when the 
Constitutional Court identified the basis for the State secret privilege not only in 
Article 52 but also in Article 126932 of the Constitution and in particular in Article 
5, which proclaims that “the Republic, one and indivisible, recognizes and 
promotes local autonomy”,933 and Article 1 under which “Italy is a democratic 
Republic based on labor” and that “the sovereignty belongs to the people, who 
exercise it in the forms and limits of the Constitution”.934 In the Court‟s view, “it 
is in relation with all these norms that it is possible to speak of an internal and 
external security of the State, of a need to protect it against violent actions that 
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contrast the democratic spirit which inspires the constitutional structure and the 
supreme interests valid for all societies organized in a State (…). The 
institutional interests [protected by the State secret privilege] shall relate to the 
State conceived as a community and never overlap with the interests of the 
Government or of the political parties supporting its activities”.935 The State 
secret privilege is thus a tool that cannot be lawfully employed to promote the 
interests of political majorities936 but only to protect the supreme interests of the 
State against subversive actions ensuring its integrity as a democratic 
community of individuals.937 

The Italian legal framework relating to the work of intelligence agencies 
and the State secret privilege has recently experienced an important revision 
with the adoption of the Law 124/2007, entitled „Intelligence System for the 
Security of the Republic and new Provisions governing Secrecy‟. The new 
legislation features the absolute centrality of the Prime Minister938 who as the 
head of the intelligence organizations has the exclusive “high direction and 
general responsibility” over the activities of the intelligence agencies “in the 
interest and defense of the Republic and its democratic institutions”.939  

The new legislation has introduced a clearer distinction between State 
secret stricto sensu and confidential information, requiring the absolute secrecy 
of the former and allowing some limited forms of disclosure of the latter.940 The 
State secret status can only by asserted by the Prime Minister.941 The effect of 
this classification is that the information “shall be made known solely to the 
persons and authorities called to carry out essential functions in their regard, to 
the extent and within the limits that are indispensable for performing their 
respective tasks and achieving respectively established goals”.942  

Article 39 outlines several critical matters, the respect of which can justify 
the invocation of the State secret regarding given information. In particular, the 
State secret privilege can be invoked to protect “acts, documents, information, 
activities and other things whose knowledge and circulation can damage the 
integrity of the Republic, including in relation to international agreements, the 
defense of its underlying institutions established by the Constitution, the State‟s 
independence vis à vis other States and its relations with them, as well as its 
military preparation and defense”.943  

However, under the same Article the State secret privilege cannot be 
invoked with regard to information, documents or other matters concerning acts 
of terrorism or acts subverting the constitutional order, acts constituting the 
criminal offences of devastation and ransacking (Article 285 of the Italian Penal 
Code),944 mafia-style criminal organizations (Article 416-bis of the Italian Penal 
Code), political-mafia collusion (Article 416-ter of the Italian Penal Code) and 
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mass murder (Article 422 of the Italian Penal Code).945 Through this provision, 
Law 124/2007 ensures that the State secret privilege is not invoked to 
jeopardize the same constitutional interests that the State secret aims to 
protect.946  

A Prime Ministerial decree of 2008947 further specified the information that 
may fall under the possible area of application of the State secret privilege. The 
examples listed include: information regarding the protection of the economic 
interests of the State and of the popular sovereignty, information containing the 
whereabouts of military bases and information relating to plans for  subversion. 
Moreover, the Prime Minister may also decide to classify as a State secret, 
information on the organization, the activities and the competencies of the 
intelligence agencies including their connections with foreign intelligence 
services. However, despite the attempt by the legislator to identify in a more 
analytical way the information which can be protected under the State secret 
privilege, it seems that the range of information which may be classified as 
secret remains broad.948  

With regard to the duration, Law 124/2007 further provides that the 
classification as a State secret ordinarily lasts for 15 years949 but the Prime 
Minister can prolong this  for a further  15 years. 950 After a maximum duration of 
30 years, “all those who have an interest can request the Prime Minister to grant 
access to the information, the documents, the acts, the activities, the objects 
and the places which are covered by the State secret”.951 At any time however, 
the Chief Executive can declassify any information when its secrecy stops being 
necessary.952 However, when the information in question concerns other States 
or international organizations, a special agreement with foreign or international 
authorities is required for the removal of the State secret privilege.953  

With regard to confidential information, Law 124/2007 identifies four 
categories of information for which there are different disclosure policies: top-
secret, secret, top-privy and privy.954 Unlike secret information stricto sensu, 
confidential information can be disclosed to “those who need to access it (…) 
for their institutional functions”.955 Moreover, information is classified as 
confidential not by the President of the Council but directly by the authority 
“which has drafted the document or the acts or which has obtained the 
information (…) or is responsible” for it.956  

Information classified as a State secret and confidential information also 
differ in the duration of the classification. In particular, information can remain 
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classified as confidential for a maximum of ten years while after five years the 
law provides an automatic downgrading to a lower level of secrecy,957 unless 
the authority which classified the information, or the Prime Minister if the 
duration is prolonged for more than 15 years, provides otherwise.958  

In addition, “should a judicial authority order the production of classified 
documents in relation to which State secret status is not invoked, the 
documents shall be delivered to the judicial authority requesting them”959 
meaning that the confidentiality of information not protected under the State 
secret privilege cannot be invoked against the judicial authority.  

The different legal regime adopted by the Law 124/2007 for secret 
information and confidential information thus seeks to reflect the different 
qualitative relevance of the information in question. On the one hand, State 
secrets stricto sensu involve the protection of the supreme and essential 
interests of the State, while, on the other, confidential information concerns 
those fundamental interests of the Republic that intelligence agencies deem 
appropriate to protect by restricting access only to those institutionally 
involved.960 

With regard to criminal trials, there is no legislation or judicial practice 
under the Italian legal system allowing for the use of secret documents.961 As a 
general principle stemming directly from Articles 24 and 111 of the Italian 
Constitution, which protect the rights of the defense and the right to a fair trial 
respectively,962 “no evidence can ground a judgment in a criminal court, unless 
it was disclosed to the defendant, for his/her perusal, in the course of the 
trial”.963 This means that even in the aftermath of 9/11, as expression of the 
fundamental constitutional principle of the rights of the defense and the right to 
a fair trial, the Italian legal system offers strong guarantees of  the basic right to 
be fully informed of the evidence supporting a criminal charge. Within this 
framework, any restriction of personal liberty in the name of national security 
would be unconstitutional.964  

Indeed, under Article 202 of the Italian Code of Criminal Procedure 
(c.p.p.),965 as reformed by Article 40 of the Law 124/2007, when a public 
servant is requested to testify on matters which s/he deems to be a State 
secret, s/he must refrain from providing the information requested in order to 
avoid revealing the information protected.966 Severe punishments are also 
provided under the Italian Criminal Code for those who reveal classified 
information.967  

When the State secret privilege is invoked, the presiding judge must 
suspend the hearing and refer the matter to the Prime Minister who has 30 days 
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to confirm that the information is secret.968 Should the Prime Minister confirm 
the existence of the State secret privilege, the information will be declared 
inadmissible as evidence and will not be taken into account by the judge in the 
determination of the case.969 Alternatively, should the Prime Minister deny the 
existence of the privilege or remain silent for 30 days, the information will be 
revealed during the trial and will be subject to the ordinary evidentiary rules.970 

 In the event of confirmation, if the judge considers the information 
excluded from the proceedings to be essential for the determination of the case, 
the judge must dismiss the case as the State secret cannot be disregarded. On 
the other hand, if the judge deems that the case can be adjudicated  without 
referring to the protected information, the trial will proceed.971  

As a means of balancing the needs of national security with the rule of law 
requirements,972 the Prime Minister‟s decision to confirm the State secret 
privilege can then be challenged by the judge or by the Public Prosecutor 
before the Constitutional Court, so raising a conflict of powers against the Prime 
Minister.973 The Constitutional Court will be called to decide whether the 
Executive has legitimately used its power to classify information as secret. If, as 
result of this conflict, the existence of the State secret privilege is denied, the 
Prime Minister is not allowed to raise any further objection to the use of the 
information in question. If the privilege is confirmed, the judicial authority will be 
prevented from using the information directly or indirectly.974  

In any case, the existence of the State secret privilege can never be 
invoked against the Constitutional Court which is required to adopt all  
necessary guarantees to avoid disclosure of the information.975 Full access to 
the documents classified as secret is thus granted to the constitutional judges in 
order to place them in the best position to verify whether the State secret claim 
has been lawfully invoked.976 The recent reform has therefore  attempted to 
charge the Constitutional Court with the role of “the final arbiter of the inevitable 
tensions raising between the judiciary (which pursues its institutional task of 
prosecuting crimes) and the Executive (which has a constitutional duty to 
ensure national security)”.977  

Besides the judicial oversight of the Executive‟s use -or misuse- of the 
State secret privilege assigned to the Constitutional Court, Law 124/2007 also 
provides for a parliamentary oversight mechanism assigned to the newly 
established Joint Parliamentary Committee on the Security of the Republic 
(COPASIR).978 The Joint Committee comprises five members of the House of 
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Deputies (Camera dei Deputati) and five members of the Senate (Senato della 
Repubblica).979 It is tasked with exerting a general and systematic control of the 
intelligence and security services in order to verify that they act “in observance 
both of the Constitution and of the law and in the defense and exclusive 
interests of the Republic and its institutions”.980 This means  that while the 
Constitutional Court is tasked with solving the conflicts of allocation of power 
which may arise between the Executive and the judicial authority, COPASIR is 
charged with verifying whether the actual use of the State secret privilege 
corresponds to the goals pursued by the relevant legislation.981  

In exercising its overseeing role, the Joint Committee organizes meetings, 
it can request documents directly from the intelligent agencies,982 it is the 
recipient of various  compulsory communications from the Government983 and it 
is charged with reporting annually to the Parliament on “its activities and 
formulate proposals or observations regarding issues within its competence”.984 

However, under the new legal framework, there are also some gaps which 
diminish the capacity of the Joint Committee to work as an effective 
countercheck of the Executive‟s deliberations on State secrecy matters. Under 
Article 31 of Law 124/2007 in fact, if the sharing of information with the 
COPASIR may threaten “the security of the Republic, the relationship with 
foreign States, the course of ongoing operations or the security of sources of 
information and agents of the secret services”,985 the Prime Minister can use  
the State secret privilege to oppose the disclosure of the documents requested 
by the Joint Committee. However, under the same Article, the State secret 
privilege cannot be used to oppose disclosure to the COPASIR if a two-thirds 
majority of the Joint Committee decides to investigate the activities of the 
intelligence services in order to verify their compliance with their institutional 
mandate provided by the law.986  

When COPASIR disagrees with the Prime Minister‟s decision, the only 
weapon at its disposal is to refer the matter to both Chambers of the Parliament 
“for their assessment of the situation”,987 following the traditional logic of 
Parliamentary oversight on the Executive‟s determinations.988 Moreover, every 
time the Prime Minister‟s office, in compliance with Article 202 of the Italian 
Code of Criminal Procedure, confirms that a given document is classified as a 
State secret, the Joint Committee must be promptly informed.989 The President 
of the Joint Committee is then entitled to request the Prime Minister provide, at 
a secret hearing, all the necessary information to evaluate the merit of the 
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decision.990 In this event, if the COPASIR concludes that the confirmation of the 
classification is illegitimate, the Joint Committee is requested to inform the 
House of Deputies and the Senate in order to enable them to take the 
appropriate measures.991  

However, notwithstanding these pervasive powers assigned to COPASIR, 
the Prime Minister‟s decision to classify an information as a State secret cannot 
be overturned by either the Joint Committee or the Parliament. Indeed,“ while it 
certainly maintains its power to force the Government to resign, it is unlikely that 
the Parliament will resort to such power as a consequence of a violation of Law 
124/2007 or other provisions related to State secrets and national security as a 
whole”.992  
 
2.2.The State secret privilege in criminal proceedings: the Abu Omar case and 
the self-restraint of the Constitutional Court 

 
It is a core principle that the requirements of a fair trial shall be more 

onerous in the criminal context given the severity of the potential consequences 
on the liberty of the individual concerned. However, the rules regarding State 
secrecy explained above raise concerns with respect to the obligation to 
prosecute when a State secret is used as a way to limit the extent of the judicial 
oversight of  the practices of the Executive and of the intelligence agencies.993 
Indeed, these constraints provide the Executive with significant and sometimes 
unfettered power regarding the claim of the need for secrecy.994 These issues 
are well exemplified by the Abu Omar case in which the Constitutional Court 
adopted a “weak syndicate model” with respect to the Prime Minister‟s decision 
regarding the need for classification of the information involved .995 

The Abu Omar case illustrates the post 9/11 US practice of extraordinary 
rendition. This practice consists in the abduction of suspected terrorists and 
their forcible transfer to third countries in which constitutional and international 
human rights standards do not apply and where they are detained and subject 
to ill-treatment for interrogation purposes.996  

In 2001 Hassan Mustafa Osama Nasr, known as Abu Omar, obtained the 
status of political refugee in Italy because he faced the threat of political 
prosecution in his home country .997 He was the imam at the Milan mosque until 
2003 when, as a result of a joint operation between the CIA and the Italian 
Military Intelligence and Security Service (SISMI), he was kidnapped and 
transferred to Egypt where he was secretly detained for several months. There, 
he claimed to have suffered torture and other inhuman and degrading treatment 
on the grounds of his alleged connections to radical Islamist groups.998 In 
recording his testimony, Mr. Abu Omar recounted that the cell in which he was 
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detained measured 2 meters by 1 and half meters, that cockroaches, rats and 
insects walked all over his body night and day, that electrodes were applied to 
his body and that he suffered from sleep deprivation and was subject to sexual 
abuse and beatings.999  

The Office of the Public Prosecutor of Milan began criminal investigations 
regarding the abduction of Mr. Abu Omar in order to ascertain responsibility1000 
among the twenty-six Americans and seven members of the Italian military 
intelligence service involved.1001 Under Article 112 of the Italian Constitution in 
fact, “the public prosecutor has the duty to initiate criminal proceedings” 
whenever he has knowledge of the commission of a crime.1002 The Italian 
authorities always denied any complicity with the US agents‟ extraordinary 
rendition program.1003  

During the investigation, the Office of the public prosecutor was able to 
collect a considerable amount of material concerning the abduction of Mr. Abu 
Omar. At this stage, no attempt was made by the Executive to obstruct the 
inquiry by invoking the State secret privilege with respect to the documents 
acquired. However, the Government sent a confidential letter to the prosecutors 
warning them about the existence of national security concerns relating to the 
relationship between the SISMI and the CIA. These investigations then led to 
the formal indictment of those allegedly responsible of the abduction.1004 Under 
the Italian Code of Criminal procedure, in fact, if after having conducted the 
criminal investigations, there is sufficient evidence to believe that the persons 
under investigation have committed the offense in question, the public 
prosecutor is required to indict those believed to be responsible, thus requesting 
a criminal trial be initiated.1005 Under the Italian Code of Criminal procedure, the 
decision whether to open criminal trial is then made by the preliminary hearing 
judge (gup) at a public hearing.1006  

On 14 February 2007, pending the preliminary hearing, the Prime Minister 
at the time brought an „allocation of powers‟ action before the Italian 
Constitutional Court. With this action, the Government complained that the 
investigations conducted by the prosecutor breached the State secret regarding 
the relationship between Italian military intelligence and its foreign counterparts. 
It therefore requested the Court to declare all the evidence collected by the 
prosecutor during the investigation invalid.1007  

On 16 February, the criminal trial against the CIA and SISMI agents were 
opened by the preliminary hearing judge in Milan .1008 On 14 March 2007, a new 
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„allocation of powers‟ action was brought by the Prime Minister against the 
preliminary hearing judge, claiming that the decision to open a criminal trial was 
based on evidence collected in violation of the State secret privilege and, as 
such, invalid.1009 In response, the Office of the public prosecutor of Milan also 
commenced legal proceedings against the Government before the 
Constitutional Court complaining that the claimed existence of a privilege 
prevented the judiciary from exerting its constitutional prerogatives in providing 
justice. Moreover, it also complained that the position of the Government was 
inconsistent as it did not formally invoke the State secret privilege during the 
investigations but only at a later stage.1010.  

During this period, the criminal trial in Milan continued and the then Head 
and Deputy Head of the SISMI, Nicolò Pollari and Marco Mancini, as well as 
three other Italian members of the SISMI, advanced the impossibility to present 
relevant evidence in their defense without referring to documents protected by 
the State secret privilege. The assertion of such a privilege was then confirmed 
by the then Prime Minister.1011  

As a result, on 30 May 2008 the Chief Executive began new legal 
proceedings before the Constitutional Court claiming that the continuation of the 
trial before a decision on the State secret privilege had been issued violated the 
Executive‟s prerogatives in national security matters provided by the 
Constitution .1012 On 13 December 2008, the Tribunal of Milan responded to the 
Government‟s action by suspending the trial and complaining to the 
Constitutional Court that the assertion of the State secret privilege made it 
impossible for the court to decide on the merit of the case.1013 

Eventually, on 11 March 2009 the Constitutional Court delivered its 
decision on the five conflicts of allocation of powers raised in the context of the 
same criminal trial upholding the legitimacy of the asserted need for 
classification.1014 The focus of the decision was whether the Executive could 
place the State secret privilege on documents related to the relationship 
between the SISMI and the CIA and thus hamper the judiciary‟s capability to 
investigate and prosecute the individuals allegedly responsible for Mr. Abu 
Omar‟s abduction.1015  

The Court founded its reasoning on the conclusions it had drawn in its 
previous decisions in 1976 and 1977. In particular, it recalled that State security 
is a fundamental and insuppressible public aspect which prevails over any 
other.1016 The Court thus reaffirmed that State secret privilege, as a 
fundamental tool for the protection of the integrity of the Republic and its 
institutions “represents a preeminent interest in any legal system, whatever its 
political regime” and that the Executive has “broad discretion” in determining 
what should be kept secret.1017 The Court then added that the judiciary can 
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neither scrutinize the an nor the quomodo of the decision of the Executive to 
protect an information under the State secret, because “the choice of the 
necessary and appropriate means to ensure national security is a political one,  
belonging, as such, to the Executive branch and not to the ordinary 
judiciary”.1018 In the words of the Court, any judicial review of the decision to 
invoke the State secret privilege is so excluded1019 because “the judgment on 
what means are considered as most appropriate or simply useful to ensure the 
security of the State rests with the Prime Minister, under the control of the 
Parliament.”1020 Consequentially, it is for the Parliament “to scrutinize the way in 
which the power of asserting the State secret privilege is exercised, since the 
Parliament, (…) is the institution which, as the locus of popular sovereignty, can 
best  oversee the most important and most pressing decisions of the 
Executive”.1021 In this constitutional framework, the only task left for the Court is 
to verify “the existence or non-existence of the conditions” that legitimize the 
invocation and confirmation of the State secret privilege but not to “judge on the 
merit of the reasons” that led to its invocation.1022  

The Constitutional Court thus bowed to the autonomous evaluation made 
by the Executive under the control of the Parliament and restricted its review to 
an external oversight of the compliance with the procedural rules governing the 
classification of documents as State secrets.1023 In ruling in this way, the Court 
mainly upheld the Prime Minister‟s position and found that the demands by the 
Office of the public prosecutor and subsequently by the gup and the Tribunal of 
Milan infringed the prerogatives of the Executive branch.1024 Once the State 
secret privilege has been invoked to oppose disclosure of documents 
concerning the relationship between the Italian intelligence agencies and the 
CIA, the public prosecutor should not have used these documents to formulate 
the formal indictment, the preliminary hearing judge should not have based the 
decision to open a criminal trial on this evidence1025 and the judge should not 
have admitted the examination of witnesses on this matter.1026 However, the 
Tribunal of Milan could not be blamed for having continued the trial.1027  

The Constitutional Court also rejected the conflicts of allocation brought by 
the public prosecutors1028 and by the Tribunal of Milan1029 in which they 
complained that the invocation of the State secret privilege violated the 
judiciary‟s constitutional prerogatives to investigate crimes and guarantee 
justice. On this count, the Court clarified that the State secret “never concerned 
the crime of abduction ex se - which can therefore be investigated by the 
judicial authority in the ordinary way– but rather, on the one hand, the 

                                                
1018

 Ibid. para.3 
1019

 Ibid. para.4 
1020

 Ibid. para.12.4 
1021

 Ibid. para.12.4 
1022

 Ibid. para.12.4 
1023

 See Fabbrini, supra note 972, p. 8 
1024

 Ibid. para.8 
1025

 Ibid. para.8.7 
1026

 Ibid. para.11 
1027

 Ibid. para.11 
1028

 Ibid. para.6.1 
1029

 Ibid. para.12 



 

118 
 

relationship between the Italian intelligence services and the foreign agencies 
and, on the other, the organizational structure and operative functions of the 
Italian intelligence services”.1030 

 The decision therefore led to a clear contradiction: the abduction was to 
be prosecuted, however, since the relationship between allied intelligence 
services was involved, all evidence supporting the conviction of the culprits was 
bound to be struck out from the proceedings.1031 In this way, the State secret 
privilege seems to outweigh the obligation to prosecute”.1032 

After the Constitutional Court ruling, the criminal trial restarted in Milan. 
However, on the basis of this ruling, no evidence concerning the relationship 
between the SISMI and the CIA could be used by the prosecutors or the judge. 
In its judgment, the Criminal Court of Milan1033 convicted 23 CIA agents of the 
crime of abduction and two SISMI agents for aiding and abetting. The other 
Italian defendants were acquitted since the impossibility to gain access to 
certain documents concealed under the State secret privilege made it 
impossible to judge their involvement:1034 “the existence of a State privilege de 
facto represented an insurmountable hurdle that significantly shaped the 
outcome of the trial”.1035  

The decision of the Tribunal was then appealed by both parties before the 
Criminal Division of the Court of Appeal of Milan. In 2010 the Court of 
Appeal1036 also followed the judgment delivered by the Constitutional Court and 
confirmed the conviction of the CIA agents and of the two SISMI agents while 
accepting the argument of the State secret privilege put forward by the other 
Italian officers.1037 

 In 2012 the Supreme Court of Cassation1038 annulled the Court of 
Appeal‟s judgment by setting aside the strict interpretation of the State secret 
privilege adopted by the Constitutional Court. The Supreme Court based his 
reasoning on the assumption that “only documents and information related to 
legitimate intelligence actions can be classified as State secrets”.1039 In the 
present case, however, the defendants and the Prime Minister‟s office have 
always denied any official Italian involvement in the abduction of Abu Omar. 
The Supreme Court thus argued that the Italian officers involved in the case 
acted without an official mandate and as a consequence, the State secret 
privilege could not be properly invoked with respect to information and 
documents regarding their illegitimate involvement in the case.1040 The 
Supreme Court of Cassation then ordered a new appeal to be heard.  
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In 2013, the Court of Appeal of Milan1041 ruled accordingly in sentencing 
the Italian officers that had been previously acquitted.1042 As a result, the Italian 
Government raised a new „allocation of power‟ action before the Constitutional 
Court claiminig that, in its innovative judgment, the Supreme Court of Cassation 
had interfered unduly in the Government‟s constitutional authority with respect 
to State secrets.1043 In 2014, the Constitutional Court judges1044 reaffirmed their 
previous interpretation that the State secret privilege had been legitimately 
invoked. The Italian defendants were finally acquitted by the Court of 
Cassation.1045  

The unsuccessful litigation in the Abu Omar case shows how, if left 
unchecked and un-reviewed,1046 the Executive‟s claim to secrecy can make it 
impossible for a victim to obtain the conviction of those responsible and for the 
public to know whether serious allegations of misconduct are well-founded.1047 
Indeed, in this case, the Constitutional Court was unwilling to review the need 
for confidentiality asserted by the Executive, even in a case concerning 
extraordinary rendition and all the consequential serious infringements of the 
most basic rights, i.e. being kidnapped and secretly transferred to detention 
sites and being subjected to inhuman and degrading treatments for 
interrogation purposes.1048 In deeming itself unable to disregard the State secret 
privilege with respect to the relationship with foreign secret services, the Court 
ruled out any chance of bringing to justice officers of the Italian secret service 
allegedly responsible for severe human rights violations.1049 Effectively, this “is 
simply tantamount to admitting that they can benefit from absolute immunity that 
is not explicitly included in any law” of the Italian Republic.1050  

Moreover, in abdicating its supervisory role regarding the merit of invoking 
the State secret privilege, the Constitutional Court refused to exercise a role 
granted to it by the law itself.1051 Indeed, Law 124/2007, which regulates the 
State secret privilege, provides that “in no circumstances may State secret 
status be invoked against the Constitutional Court”.1052 It is so reasonable to 
think that this provision reflects the intention of the Parliament to charge the 
Constitutional Court with a supervisory role of Government actions in state 
secrecy matters.1053  
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Thus, while full disclosure of evidence within criminal trials has to be 
preserved as a cornerstone of the rule of law and democracy,1054 by limiting its 
review only to the formal and procedural aspects without testing whether the 
Prime Minister‟s decision was reasonable and proportionate the Court‟s 
approach was too weak.1055 In so doing, the Court transformed its self-restraint 
into an excessively deferent acceptance of the Executive‟s decisions on state 
secrecy matters and failed to verify the compliance of such decisions with the 
law, in particular with Article 39 of the Law 124/2007, as a means of indirectly 
discouraging possible abuse by the Government. Indeed, the judicial review of  
decisions addressing national security concerns is not designed to restrict the 
substantial discretionary power that the law accords to the Executive in these 
matters but rather to avoid totally arbitrary decisions regarding state secrecy by 
the Prime Minister‟s office.1056  

The Prime Minister‟s Office is a political authority and therefore easily 
influenced by the State‟s alliances. The political use of the State secret privilege 
clearly emerges regarding the point in time when it was invoked in Abu Omar. In 
particular, the Italian Government raised the issue of state secrecy not at the 
beginning of the proceedings regarding Abu Omar‟s abduction, but only at a 
later stage when unfavorable evidence about the Government‟s conduct started 
to emerge. Nevertheless, the judicial authority was bound to respect the 
asserted confidentiality in order to avoid releasing information deemed to be 
secret, thus confirming the preeminence of state secret concerns over the 
obligation of criminal prosecution.1057  

As a result, “by limiting its own power to effectively review the claim of 
state secrecy, the Constitutional Court opened a disturbing loophole in the 
„checks and balances‟ safeguards of the Italian Republic, leading to a lack of 
democratic accountability and negative effects on the rule of law”.1058  

It appears that, within the broad definition of the area of application of the 
State secret privilege provided by the Italian legal system, the decision 
regarding what shall be classified as secret in the best interests of the State 
rests entirely and ultimately with the Prime Minister‟s office1059 leaving to the 
judicial review a merely formal role.1060 The Italian courts, and in particular the 
Constitutional Court, seem to have no role in deciding what information is kept 
secret and why,1061 creating a situation “with significant impacts on criminal 
prosecution and ultimately, on the separation of powers”.1062 Indeed, since the 
Constitutional Court made it clear that the evaluation of the need for employing 
state secrecy falls outside its jurisdiction, the Court has no power to avoid the 
risk that national security unduly prevails over the protection of individual rights 
and, as shown by the Abu Omar case, such protection could be granted by the 
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Court only by delivering a sound judgment.1063 The present case is therefore an 
example of the failure, or maybe the refusal, of the Italian authorities “to balance 
seemingly opposite constitutional principles, such as the defense of the country, 
as per Article 52 of the Constitution [and other intertwined provisions], and the 
protection of human rights”, whose inviolability is both enshrined in the Italian 
Constitution1064 and provided under the international obligations that Italy 
accepted in ratifying numerous human rights treaties.1065  

Mr. Abu Omar, together with his wife Nabila Ghali, also filed a complaint of 
unlawful abduction to the European Court of Human Rights.1066 The applicants 
asked the Strasbourg Court to verify whether the ill-treatment endured by Abu 
Omar during his transfer and detention amounted to a violation of the prohibition 
of torture under Article 3 of the Convention and whether the impunity of those 
responsible as a result of the invocation of the State secret privilege 
represented an unlawful intrusion of the Executive in the right to a fair trial and 
to an effective remedy under Article 6 and 13 of the Convention. In addition, the 
applicants claimed a violation of the right to respect of private and family life 
under Article 8 of the Convention given that Abu Omar‟s abduction led to 
forcible separation from his wife for more than five years.1067 The case is still 
pending but should the Strasbourg Court deliver a judgment significantly 
different from the prudent approach adopted by the Italian judiciary, the Italian 
Constitutional Court may reconsider whether to strengthen its overseeing of the 
reasons given by the Executive in support of the need for secrecy.1068 

Overall, even though state secret claims are subject to both judicial review 
by the Constitutional Court and to a political oversight by COPASIR, both kinds 
of oversight have proven to be weak in overseeing the Prime Minister‟s broad 
discretion regarding what constitutes national security and what is to be 
classified as secret.1069 This ineffectiveness derives from a voluntary self-
restraint on the part of the Court in the first case and from a substantial lack of 
power to overrule the Executive‟s decision in the second case.1070  

To conclude, despite the fact that the Italian legal framework has recently 
undergone an overhaul, there are still loopholes that intelligence agencies may 
exploit to avoid accountability.1071 In this regard, the Abu Omar case 
demonstrates that these shortcomings could be filled if the Constitutional Court 
were not to limit its control to a procedural overview but were to verify also 
whether, in invoking the State secret privilege, the Executive branch has struck 
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a fair balance between national security, that State secret protects, and the 
enforcement of criminal justice, that State secret may hamper.1072 
 
2.3.The State secret privilege in administrative proceedings: expulsion cases 

 

2.3.1.The right to access to administrative documents under Law 241/1990 

 
Also in administrative proceedings, the right to access to documents, as 

an essential component of the rights of the defense, has been put under 
pressure by the apparently ever more compelling needs for confidentiality. The 
right to access to administrative documents has been already recognized in 
sectorial legislation in particular as of the 1980‟s.1073 However, it was formalized 
for the first time as a general rule only under Chapter V (Articles 22 ff.) of Law 
241/1990:1074 „New rules concerning the administrative procedure and the right 
to access to administrative documents‟. Article 22 defines the right to access as 
“the right of interested parties to view and to take copies of administrative 
documents”.1075 Law 241/90 has been subject to two further amendments. Law 
15/20051076 almost entirely reshaped Chapter V regarding access to 
administrative documents while legislative decree 36/20061077 made some 
changes to the original legislation in order to implement in the Italian legal 
system Directive 2003/98/EC1078 on the re-use of public sector information.  

Law 241/90 represents the first comprehensive attempt made by the 
legislator to implement in the public administration sector the principles set out 
in Article 97 of the Italian Constitution,1079 which prescribes that “public 
administration offices shall be organized according to provisions of law, so as to 
ensure the efficiency and impartiality of the administration”.1080 Consequently, 
the administrative action was formalized in a unified text and opened up, at 
least in principle, the possibility for the general public to have closer contact with 
the public administration, on a level of parity with the public administration. The 
right to access was thus introduced in the Italian legal framework as an 
essential tool to ensure the transparency and impartiality of the public 
administration, as enshrined in Article 97 of the Italian Constitution.1081  
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Besides Article 97, other sound constitutional grounds for a general right 
to access to the public administration documents have also been identified by 
the Italian legal doctrine. The principles of democracy, the protection of 
personal rights, equality under Article 1, 2 and 3 of the Italian Constitution, the 
freedom of information under Article 21 and all those freedoms which 
characterize a democratic citizen-authority relationship were all invoked to 
legitimize the existence of a general right to access to administrative 
documents. Likewise, Articles 241082 and 1131083 of the Constitution were also 
often invoked to support a generalized access to administrative documents by 
virtue of the strong links between the right to access to administrative 
documents and the effective judicial protection of the legal rights and interests 
set forth therein.1084 Consequently, the adoption of the Law has been welcomed 
as a landmark change from administrative activity governed by norms based on 
secrecy to norms founded on the principle of transparency.1085  

Under the original version of Article 22 of the Law, “in order to ensure 
transparency in the administrative activities and to facilitate impartiality thereof, 
anyone who may be interested therein for the protection of legally relevant 
situations is granted the right to access to administrative documents pursuant to 
the formalities established under this law”.1086 However, in the following years, a 
restrictive interpretation equating the interest in having access to the 
administrative documents to the so-called interest in bringing a legal action 
gradually gained consensus in the Courts‟ rulings.1087 As a result, in order to 
gain access to administrative documents, the applicant was required to 
demonstrate a direct, concrete and actual interest therein. In formalizing this 
restrictive interpretation, Law 15/2005 radically changed Article 22 of Law 
241/1990 which now provides that the right to access to administrative 
documents1088 can be legitimately exercised by “private parties, including those 
having interests that are public or diffuse, who have a direct, concrete and 
currently existing interest corresponding to a legally protected situation that is 
linked to the document to which access is requested”.1089  
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Article 25 of Law 241/1990 subsequently specifies how the right to access 
shall be exercised, namely “by viewing and taking copies of the relevant 
administrative documents, in the ways and subject to the limitations established 
under this law”. Moreover, “the examination of the documents shall be free of 
charge”. However, if copies of the documents are requested, “without prejudice 
to the provisions currently in force on stamp duties, as well as document search 
and identification fees, the issuance of a copy shall be subject only to payment 
of the copying costs incurred”.1090 The same Article also requires that the 
request for access shall contain a statement of reasons1091 in order to 
demonstrate the qualified interest that is now necessary for the right to access 
to be granted.1092 Moreover, the request “must be addressed to the public 
authority that created the document or holds it permanently”.1093  

Article 25 further outlines the legal paths which can be followed in order to 
obtain judicial protection of the right to access in the event that the public 
administration fails to grant disclosure of the requested documents. Pursuant to 
paragraph 4, when facing a decision to explicitly or implicitly1094 deny access to 
the requested documents or to defer disclosure, two options can be pursued. 
The first is to appeal to the Regional Administrative Tribunal (Tribunale 
Amministrativo Regionale – TAR). The Regional Administrative Tribunal rule in 
chambers within thirty days of the expiry of the time-limit for lodging an appeal. 
Provided that the conditions required are fulfilled, the administrative judge “shall 
order the production of the requested documents”.1095 The decision issued by 
the TAR can then be appealed within thirty days of the date of notification to the 
Council of State which will decide the case within the same time-frame and 
according to the same criteria.1096  

The second alternative provided by Article 25(4) is to appeal to the 
Ombudsman or to the Commission for Access referred to under Article 27 Law 
214/1990.1097 With this appeal the applicant will ask for a reversal of the 
decision taken by the administration holding the requested documents. The 
Ombudsman and the Commission for Access will then have thirty days from the 
receipt of the application to deliver their decision. Should the denial or the 
postponement of the requested access be deemed unlawful by the 
Ombudsman or the Commission for Access, “they shall inform the applicant and 
notify the authority responsible for granting access thereof”. If the latter authority 
should “fail to issue an act confirming the reasons for its decision within thirty 
days of receipt of the notification by the Ombudsman or the Commission, 
access shall be granted”.1098 After having appealed to the Ombudsman or to the 
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Commission for Access, the applicant is still entitled to challenge the same 
decision before the Administrative Tribunal.1099 

However, while transparency is certainly a founding value in modern 
democracies, its consistency with other competing interests has to be 
preserved.1100 To this end, paragraph 3 of Article 25 specifies that “access may 
be denied, postponed, or restricted in the cases and to the extent established 
under Article 24” but “the reasons for such denial, postponement or restriction 
must be stated”.1101  

Article 24 of Law 241/1990 set forth a number of cases in which the right 
to access can be subject to restrictions. Under paragraph 1 in particular, the 
right to access is excluded, inter alia, when the document requested is 
protected under the State secret privilege pursuant to Law 801/19771102 and its 
successive amendments and in other cases of secrecy or prohibition of 
disclosure envisaged by the law, by the Government via regulation ex 
paragraph 6 of the same Article or by the public administrations ex paragraph 
2.1103 Paragraph 6 provides that, by means of regulation, the Government may 
lay out other cases in which access to administrative documents shall not be 
admissible in order to protect the interests listed therein (national security and 
defense, international relations, monetary and currency policy, protection of 
public order, prevention and prosecution of crimes with particular reference to 
investigative techniques, the identity of the sources of information etc.).1104 

Further provisions aim to limit the range of cases in which access may be 
denied. Paragraph 4 provides that access to administrative documents can be 
refused only when the power of deferment cannot be efficiently exercised.1105 
By the same token, paragraph 5 specifies that “the documents containing 
information connected to the interests referred to in paragraph 1 shall be 
deemed secret solely within the limited scope of such connection” and “to such 
an end, public administrations may also set a timeframe for each category of 
documents during which the right of access shall not be granted”.1106 Moreover, 
paragraph 7 adds that access must be granted “to those administrative 
documents the knowledge of which is necessary to protect or defend” the 
applicant‟s legal interests.1107 therefore, in the wording of the law, the right of 
defense overrides the limitations imposed on the right to access.  
 
2.3.2.State secrets as grounds for expulsion decisions  

 
Worrying tensions between the right to access and the alleged need for 

confidentiality for security and public order reasons arise especially in expulsion 
cases when expulsion orders are issued on the basis of classified information to 
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which the issuing authority denies access thus severely hindering the 
possibilities to challenge the order on the part of the person concerned. 
Expulsion cases are regulated both under the „Unified Text on measures 
concerning immigration and norms on the status of foreign citizens‟1108 (UTI) 
contained in legislative decree 286/1998 and its subsequent changes1109 and 
under legislative decree 30/20071110 which transposed Directive 2004/38/EC on 
the right of citizens of the Union and their family members to move and reside 
freely within the territory of the Member States into the Italian legal framework. 
In particular, while it is a well established principle that the right to access also 
applies to foreign citizens, the Unified Text on migration relied heavily on the 
possibilities to restrict the right to access allowed for under Law 241/1990.1111 

With regard to expulsions of non-EU citizens, two types of administrative 
expulsions are envisaged in the Italian legislative framework: return decisions 
issued by the Ministry of the Interior under Article 13(1) UTI and under Article 3 
of the Law 144/20051112 (ministerial expulsions) and return decisions issued by 
the Prefect1113 under Article 13(2) on the other.1114 Under Article 13(1) UTI, the 
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return decisions issued by the Ministry of the Interior are based on public order 
and national security concerns.1115 In addition, legislative decree 144/2005 
empowers the Minister of the Interior to issue expulsion orders also for reasons 
of prevention of terrorism.1116  

On the other hand, expulsion orders are issued by the Prefect under the 
circumstances listed in Article 13(2) UTI when: “the foreigner entered the 
country avoiding border controls and was not rejected”; the foreigner stayed in 
the country “without applying for a residence permit within the prescribed time-
limit” or remained in the country after “the residence permit had been revoked or 
annulled or if the expiry date had been exceeded by more than sixty days and 
no application for renewal had been made”; the foreigner entered on the basis 
of a short-stay visa but failed to declare his/her presence within the set time-
limit of eight days or failed to leave the country within three months; the 
presence of the foreigner in the country poses a threat to public policy or 
national security due to his/her criminal activities.1117 

Any expulsion order has to be issued by means of an immediately 
enforceable decree, even if under appeal. The decree must also include a 
statement of the reasons for expulsion.1118 Moreover, any decision or measure 
concerning the entry, the stay or the removal of a foreigner expulsion order has 
to be communicated to the foreigner concerned along with an indication of the 
available appeal procedures and, if necessary, a translation in the known 
language.1119  

Expulsion orders may then be contested before a judicial authority. The 
current legislation provides, on one hand, that return decisions issued by the 
Prefect can be challenged before the competent Justice of Peace (giudice di 
pace)1120 within thirty days of notification of the measure or within sixty days if 
the person concerned is resident abroad. Foreigners are granted free legal aid 
and, if necessary, can benefit from the assistance of an interpreter.1121 On the 
other hand, appeals against ministerial expulsion orders issued under Article 
13(1) UTI can be challenged before the Regional Administrative Tribunal of 
Lazio and the proceedings is regulated by the Italian Code of Administrative 
Procedure.1122 Ministerial expulsion orders issued under Article 3 law decree 
144/1005 can instead be appealed before the TAR with territorial jurisdiction 
(which not necessarily will be the TAR of Lazio).1123  

However, only limited powers can be exercised by the judicial authorities 
entrusted with the review of the measure. With regard to the Prefect‟s expulsion 
orders, the general principle emerging from Italian case-law is that the judge 
shall limit his/her scrutiny to the formal and procedural aspects of the Prefect‟s 
decision. Indeed, since the Prefect‟s determinations do not depend on a 
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discretionary assessment of the individual situation but simply on the verification 
that the requirements set forth by the law have been satisfied,1124 the judicial 
authority is required only to ascertain that the prescribed conditions for an 
expulsion order are fulfilled.1125   

However, also with regard to ministerial expulsions, the limited case-law 
available makes clear that the scrutiny exercised by the judicial authorities shall 
be restricted to a mere external oversight of the lawfulness of the contested 
decision from a formal and procedural point of view.1126 In fact, the judicial 
authority is not entitled to extend its scrutiny to the merit of the decision which is 
deemed to be at the exclusive discretion of the governmental authority: the 
greater the discretion accorded to the administration, the less the scope for 
scrutiny left to the judicial authority.1127  

As mentioned above, the issuing authority shall also include in the 
expulsion decision a statement of the reasons underpinning the measure1128 as 
expression of the general principle enshrined in Article 3 Law 241/1990: “every 
administrative measure (…) must include a statement of reasons” with the only 
exception of normative measures and those of general application.1129 

However, the Italian Courts have clarified that for expulsion orders 
adopted by the Prefect, the motivation can be limited to the mere indication of 
the circumstances given by the law as legitimate grounds for an expulsion order 
without the need for more detailed justifications. Indeed, given the fettered 
nature of the measure, the Prefect has no discretion once the requirements on 
which an expulsion order depends have been shown to be fulfilled. Therefore, in 
the presence of the circumstances listed under Article 13(2) UTI, the Prefect is 
obliged to adopt the expulsion measure. As a result, even general and summary 
grounds may satisfy the administration‟s duty to state adequate reasons, as 
long as the information provided is sufficient to enable the person concerned to 
exercise efficiently and consciously his/her right of redress before a judicial 
authority.1130  

Conversely, stricter requirements are imposed on the Ministry of the 
Interior. Enjoying, on the one hand, broad discretion when deciding expulsion 
orders, the Ministry is required, on the other, to account for its conclusion in an 
accurate and detailed presentation of the grounds at the basis of its 
decision.1131 The duty to state reasons for ministerial expulsion orders aims to 
counterbalance the almost unfettered discretion that current legislation allows to 
the Ministry when taking such intrusive measures in the name of such vague 
concepts, as public order and national security.1132  
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Nonetheless, grave threats to the rights of the defense of the person 
affected are now posed by ministerial expulsion orders. Expulsion orders for 
reasons of public order and national security, as well as those on grounds of 
prevention of terrorism, are often taken on the basis of sensitive information 
whose disclosure would be liable to compromise seriously national security.1133 
Relying on Article 24(1)(a) of the Law 241/1990 in fact, the Minister of the 
Interior often denies or restricts access to the documents underlying the return 
decision by claiming the need for confidentiality. This tendency has opened the 
door to disturbing misuses of the State secret privilege. 

The expulsion order quashed in December 2004 by the Regional 
Administrative Tribunal of Lazio1134 neatly exemplifies these possibilities of 
abuse. In the expulsion order in question, the Minister of the Interior merely 
referred to certain unspecified actions which, in the wake of the increasingly 
pressing threat posed by terrorist organizations, were deemed to endanger 
public order and national security. Further elements regarding the actual threat 
posed by the individual concerned were not given by the authority. Moreover, 
simple internet searches revealed that more detailed, even though inconsistent, 
information regarding the reasons for the expulsion was publicly available on 
the Minister of the Interior website (http://mininterno.it). The subsequent request 
for disclosure of the relevant documents advanced by the individual concerned 
was left unanswered by the Executive who invoked the State secret privilege. 
The individual then lodged an appeal against this refusal with the Tribunal which 
ordered the production of the requested documents. However, the material 
produced by the Executive in compliance with the judicial order turned out to be 
merely newspaper articles (clearly not covered by the State secret privilege) 
reporting some opinions publicly expressed by the appellant. The expulsion 
order was annulled by the Regional Administrative Tribunal of Lazio which 
concluded that the „dangerous‟ actions contested by the Minister of the Interior 
were simply the expression of the appellant‟s constitutional right to freedom of 
expression. The Tribunal found a violation of paragraphs 1,3 and 7 of Article 13 
of the legislative decree 286/98 and of Articles 3 and 71135 of the Law 241/1990. 

The Italian Council of State1136 delivered its interpretation regarding the 
possibility of disclosure of classified documents held by the Minister of the 
Interior. The Council of State recalled that, under the current legislative 
framework, when classified information not having a State secret status1137 is 
involved, the public administration cannot lawfully invoke a blanket denial of 
right to access. Article 24 paragraph 7 Law 241/1990, which provides that 
despite the confidentiality of the information requested “the applicants must 
nevertheless be guaranteed access to those administrative documents the 
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knowledge of which is necessary to protect or assert their legal interests”,1138 
has been complemented by Article 42(8) Law 124/2007. Under this latter 
Article, “should a judicial authority order the production of classified documents 
in relation to which State secret status is not invoked, the documents shall be 
delivered to the judicial authority requesting them”.1139  

Therefore, it is clear that when the administration holding the requested 
document denies the access to it, the requesting party can always appeal to a 
judicial authority, from which classified information not having a State secret 
status cannot be withheld. If the judicial authority then concludes that the 
interest of the individual concerned in defending his/her legal interests 
outweighs the interests of the public administration in safeguarding the 
confidentiality of sensitive information, disclosure shall be ordered. Security 
classifications under Article 42 of the Law 124/2007 can however justify the 
adoption of precautionary measures in order to avoid undue disclosure of 
information. Indeed, paragraph 8 of Article 42 adds that the judicial authority 
which requests disclosure of the documents shall make sure that they “are kept 
in a manner that protects their confidentiality whilst guaranteeing the right of the 
parties to the proceedings to view them without taking a copy”.1140 The 
disclosure could for example be limited only to the information directly relevant 
to the determination of the case while withholding other information. This 
conclusion is consistent with the generally established principle that the judicial 
authority shall pursue the interests of justice while taking into account all the 
competing interests at stake. Any compression on those interests, whether 
private or not, should be only where strictly necessary, in compliance with the 
principle of proportionality.1141  

However, when in an appeal against a ministerial expulsion order, the 
determination of the case depends on the acquisition of information allegedly 
covered by the State secret privilege,1142 no such balancing exercise can be 
carried out by the judge against which, unlike other security classifications, the 
State secret privilege can be invoked. Article 3(5) Law 144/2005, no longer in 
force, provided that in this event the proceedings were to be suspended in order 
to give the competent administration the opportunity to disclose sua sponte the 
missing information. Upon expiry of a period of two years from the beginning of 
the suspension, the Administrative Tribunal was then required to set another 
time-limit for the disclosure of the information. Only after the expiry of this 
second time-limit, could the judicial authority proceed to examine the legality of 
the contested order on the basis solely of the grounds already disclosed.1143 
Given the restrictions on the rights of the defense that this provision was 
imposing on the person affected,1144 the legislator accorded only a temporary 
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duration to this provision:1145 the two-year suspension of the proceedings was to 
be applied only until 31 December 2007.1146  

Thus, in the absence of any other procedural rule replacing the expired 
provision, the ordinary rules apply. In this respect, the Regional Administrative 
Tribunal of Lombardy (Brescia)1147 clarified that the State secret privilege does 
not alter the ordinary distribution of the burden of proof among the parties to the 
case. This means that when a party claims that his/her case cannot be 
furthered without referring to information with a State secret status, the party will 
face two alternatives. S/he will either disclose the relevant evidence thus 
breaching the State secret privilege or will decide to withhold the documents 
thus risking dismissal of his/her claim.1148 Given these two options, the 
administration is likely to withhold the information in question as a matter a case 
strategy. On the one hand, if confidentiality is still needed for national security 
reasons, the Ministry will certainly prefer to have its case dismissed rather than 
facing the risk of endangering the interests it is tasked with protecting 
(especially considering that in event of dismissal there is no provision 
preventing the Ministry from issuing another expulsion order on the same 
grounds). On the other hand, the administration will probably decide to withhold 
the relevant documents even if the information contained therein turns out to be 
insufficient to justify the expulsion decision, so avoiding any embarrassment 
before the court or in broader public opinion.1149  

Expulsion decisions against citizens of the Union and their family 
members are instead regulated under legislative decree n.30/2007. This 
legislative decree transposed Directive 2004/38/EC, which is deemed to 
represent “a landmark policy development” in the consolidation of free 
movement rights in the Italian legal system.1150 However, examination of the 
way in which the Directive has been implemented in Italy reveals serious 
divergences between the European normative framework and the national 
transposition. Key deficiencies liable to weaken severely the European 
framework of protection are also found in the provisions concerning expulsion 
orders.  

Under the Directive, the only grounds which may legitimize an expulsion 
decision targeting citizens of the Union or their family members are “public 
policy, public security or public health”.1151 Moreover, the Directive prescribes 
that these restrictive decisions “shall comply with the principle of proportionality” 
and shall be taken exclusively on the basis of the personal conduct of the 
person concerned. “The personal conduct of the individual concerned must 
represent a genuine, present and sufficiently serious threat affecting one of the 
fundamental interests of society”.1152 Important procedural safeguards are 
granted in order to prevent arbitrary expulsions: “the person concerned shall be 
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notified in writing of any decision taken under Article 27(1), in such a way that 
they are able to comprehend its content and the implications for them”.1153 
Moreover, “the persons concerned shall be informed, precisely and in full, of the 
public policy, public security or public health grounds on which the decision 
taken in their case is based, unless this is contrary to the interests of State 
security”.1154 The notification shall also inform the persons concerned of the 
authority before which they can lodge an appeal, the time-frame within which 
the appeal is admissible and the time left to the person to leave the country.1155 
“Judicial, and where appropriate, administrative redress procedures” shall also 
be made available in the host Member State for the person concerned.1156 “The 
redress procedures shall allow for an examination of the legality of the decision, 
as well as the facts and circumstances on which the proposed measure is 
based”.1157  

In Italy, expulsion decisions are admitted on a wider range of grounds 
compared to the Directive, namely on grounds of “State security,1158 imperative 
reasons of public security1159 and other grounds of public policy or public 
security”.1160 However, only a limited conceptual framework of what these 
categories really mean is provided by the legislation. Consequentially, broad  
discretion is left to the Italian authorities which could use Article 20 as a legal 
basis for adopting measures in breach of the Directive.1161 Although public 
health as a possible ground for expulsion is not mentioned under Article 20(1) of 
the legislative decree, paragraph 8 almost literally transpose paragraph 1 of the 
Directive in narrowing down the diseases which may justify measures restricting 
freedom of movement.1162 In compliance with the Directive, expulsion decisions 
shall comply with the principle of proportionality and shall be taken exclusively 
with respect to the personal conduct of the person which must represent a 
genuine, present and sufficiently serious threat to public order or public 
safety.1163  
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Paragraph 9 specifies the subjects empowered to take expulsion 
measures: the Ministry of the Interior adopts expulsion measures on grounds of 
imperative public security in respect of the persons referred to in para 71164 as 
well as expulsion orders for reasons of state security. In the other cases, the 
expulsion measure is taken by the Prefect of the place where the person 
concerned is resident.1165 Article 22 then refers to the judicial authorities before 
which the person concerned can challenge the expulsion decision: the Regional 
Administrative Tribunal has the jurisdiction for the appeals against expulsion 
decisions taken on grounds of State security and public policy while the ordinary 
judicial authority (in the monocratic composition) is entrusted with the review of 
the expulsion measures based on public security and imperative reasons of 
public security.1166  

Most importantly, paragraph 10 of legislative decree 30/2007 transposes 
Article 30 of the Directive. Expulsion decisions must contain a statement of the  
reasons for the decision unless this would be contrary to the interests of state 
security. The expulsion order shall be notified to the person concerned along 
with, if necessary, a translation in the known language. The notification shall 
also inform the person concerned of the available redress procedures and of 
the time-limit allowed for the person to leave the country.1167 However, this 
transposition is incorrect and incomplete as the national provision fails to 
specify that the person concerned shall be informed “precisely and in full” of the 
grounds supporting the decision as provided by the Directive.1168 Therefore, the 
transposing norm seems to authorize a complete omission of the statement of 
reasons for state security reasons while the European provision seems to imply 
that when a precise and full disclosure of the grounds is not possible, there is 
still room for a more concise statement of reasons.1169  

No specific provisions have been laid out to regulate the case in which 
state security reasons stand in the way of full disclosure of the grounds 
supporting the contested expulsion decision. The ordinary rules governing 
appeals before judicial authorities will therefore apply1170 and the restrictions 
imposed by the State secret privilege on the judicial oversight outlined above 
will probably reemerge. The examination of the “legality” of the expulsion 
decision as well as of the “facts and circumstances” on which it is based to 
which Article 31(3) of the Directive attaches the judicial (or administrative) 
redress procedure may therefore become impossible.1171 This inevitably raises 
doubts about the compliance of the Italian transposing norms with the standards 
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of protection envisaged at EU level1172 and also more serious concerns about 
the adverse implications that these restrictive readings may have on 
fundamental rights which constitute the very foundation on which the European 
Community is based.1173  

Overall, when the State secret privilege is invoked, the Italian legal system 
does not seem to guarantee the standards of protection of the rights of the 
defense that both the European Court of Justice and the European Court of 
Human Rights have established in their respective case-law. On the one hand, 
while under these standards the court entrusted with the review of the restrictive 
measure shall be able to examine all grounds supporting the decision, under 
the Italian legal system the State secret can be invoked against any judicial 
authority, except for the Italian Constitutional Court. However, as outlined 
above, the Constitutional Court has also restricted its oversight role merely to 
the formal and procedural aspects of the decision thus leaving great or maybe 
unfettered discretion to the Chief Executive on state secret matters. On the 
other hand, while compliance with the adversarial principle requires that the 
persons concerned must be informed at least of the essence of the grounds 
against them, the Italian authorities often present a blanket denial to the request 
for access when secret information is involved. In the absence of alternative 
mechanisms of protection, such as the UK special advocate system,1174 it is 
hard to imagine how the right of redress can be effectively exercised if not even 
a non-confidential summary is granted to the persons concerned (and to their 
lawyers).  
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Chapter IV:THE WAY FORWARD: HOW THE NEED FOR SECRECY SHOULD 

BE MANAGED BY EU COURTS  

 
The courts of the European Union have always been seen as guardians of 

fundamental rights against abuses by the Executive.1175 In the context of global 
terrorism, the EU Courts are even more essential in safeguarding the principles 
of the rule of law, transparency and accountability in the face of an ever-
increasing threat of erosion. In a world where the threat posed by terrorism is 
more real than ever, there is, therefore, a growing need for the implementation 
of new mechanisms designed to strengthen the central role that the EU courts 
play in consolidating and promoting the very fundamental human rights 
principles on which Europe has been built.1176 EU courts also often face the 
pressing need to preserve the confidentiality of highly sensitive information, 
while at the same time avoiding undue limitations on procedural fairness. In 
addition, the problems posed by non-disclosure are likely to be amplified when 
transferred to the EU supranational legal order.1177  

As we have seen, the European Court of Justice does not affirm that the 
right to disclosure of the grounds for security-based measures shall be 
defended in absolute terms. Therefore, national authorities can lawfully oppose 
full and complete disclosure of the grounds for restrictive measures if necessary 
for reasons of state security. Nonetheless, the European Court of Justice clearly 
affirmed that any infringements of the founding values of a democratic society in 
the name of the fight against terrorism would not be acceptable. In the words of 
the Court, as a means to strike a fair balance between the procedural rights of 
the person concerned and the interests of state security, any non-disclosure 
shall be counterbalanced by two conditions.  

First, the alleged need for secrecy must be proved by the claiming 
authority and then be subject to meaningful judicial scrutiny by the Court which 
will so need to have access to all the evidence and grounds underpinning the 
contested decision. Secondly, where the Court has concluded that full and 
precise disclosure would be liable to severely compromise national security, 
“the Court with jurisdiction (…) must have at its disposal and apply techniques 
and rules of procedural law which accommodate, on the one hand, legitimate 
state security considerations regarding the nature and sources of information 
taken into account in the adoption of such a decision and, on the other hand, 
the need to ensure sufficient compliance with the person‟s procedural rights, 
such as the right to be heard and the adversarial principle”.1178 To that end, as a 
means to limit any departure from the adversarial principle to the strictly 
necessary, at the very least, the essence of the grounds underpinning the 
restrictive decision has to be disclosed to the person concerned in order to 
enable him/her to mount an effective defense.1179 However, beyond the gist  
requirement no further guidance is given by the Court on what sort of 
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accommodating techniques should be adopted in order to reconcile the 
demands of procedural rights with the need to safeguard public security.1180  

At this stage, the necessity to lay out procedural rules for the handling of 
confidential information seems beyond doubt. The current reality is that 
sovereign Member States and EU institutions are unwilling to share with the EU 
courts security-sensitive information originating from their intelligence 
services.1181 Indeed, Article 346(1)(a) TFEU prescribes that “No Member State 
shall be obliged to supply information the disclosure of which it considers 
contrary to the essential interests of its security”.1182 Prima facie, that provision 
can be interpreted to enable the Member States to refuse to produce such 
material even upon request of the EU courts.1183 The establishment of a system 
which enables the European courts to handle confidential information while 
ensuring its non-disclosure to the individuals concerned may therefore be able 
to overcome the Member States‟ distrust when it comes to presenting 
confidential evidence before the EU courts.1184 

Likewise, as mentioned above, with regard to sanctions taken at UN level, 
the EU authorities themselves often do not receive the primary intelligence 
information supporting the listing before the UN Security Council. Most of this 
information generally comes from the so-called originator countries who often 
refuse to communicate confidential material to third parties.1185 Therefore, a 
diplomatic process aimed at concluding information–sharing agreements should 
be initiated, whereby the so-called originator countries agree to share 
confidential information with the EU institutions. However, since intelligence 
information that has been provided to EU institutions may then be presented to 
the EU court, such a process will work only if the EU courts have at their 
disposal procedural measures protecting confidential evidence.1186  

It is clear however, that the application of only1187 the PII/Article 67 
procedure as prescribed before the recent amendments to the rules of 
procedure of the General Court is insufficient to deal with the hard choice cases 
arising from the use of confidential information in courts. When faced by similar 
dilemmas, there is a significant need for procedural rules leaving room for 
judicial balancing between the competing interests at stake, rather than for 
procedures which impose on the Executive branch an all-or-nothing choice. 
Under the PII-like system, when confidential information comes into play, the 
Executive will either have to disclose confidential material liable to endanger 
(inter)national security, or settle or withdraw from a case which it would rather  
put forward but feels that it cannot without prejudicing public security.1188 
Forcing an authority or  institution either to disclose information that may 
threaten security or to drop their case against potentially guilty parties does not 
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seem to be the most sensible and morally justifiable way forward.1189 At the 
same time, while the new procedural rules of the General Court may sufficiently 
reassure some authorities to supply more intelligence evidence to the European 
court, they do not seem to provide much in the form of procedures able to 
reconcile the competing interests at stake.1190 As outlined above they do not 
provide a similar mechanism before the European Court of Justice, nor do they 
grant an adequate measure of procedural fairness. 

The UK special advocate system, albeit with some substantial 
adjustments, seems to be the only way to handle secret evidence effectively, 
while at the same time ensuring to the greatest possible extent “some forms of 
adversarial proceedings”.1191 This conclusion also seems to be accepted at 
European level. While the European Court of Justice did not explicitly refer to a 
specific mechanism able to accommodate the competing interests at stake, the 
European Court of Human Rights held that the “special advocates could 
perform an important role in counterbalancing the lack of full disclosure and the 
lack of a full, open, adversarial hearing” first by questioning the need for secrecy 
itself and then by testing the evidence put forth by the other main party and by 
making submission on behalf of the person concerned regarding the case for 
additional disclosure.1192  

At the same time however, a wholesale incorporation of the UK special 
advocate system into the EU law does not seem to be a suitable solution in the 
light of the various flaws which currently affect the inherent fairness of that 
system as it currently operates. Transferring in full the UK closed material 
procedure (CMP) to the General Court and the European Court of Justice would 
simply mean exporting the same deficiencies to a higher level.1193 Moreover, 
the European Courts have some specific features which may amplify these 
problems. For instance, unlike SIAC, the GC and the ECJ do not include 
experts in intelligence and security matters.1194 Therefore the EU Courts may 
lack the necessary expertise to carry out a meaningful scrutiny of claims made 
by the intelligence services.1195 In addition, in the light of the peculiarities which 
distinguish the legal professions across the Union, it may be difficult to conceive 
a special advocate performing at EU level a similar role to that performed by the 
UK special advocates.1196 While in the UK there are many advocates who have 
gained significant experience in dealing with secret evidence, the same cannot 
be said with regard to advocates operating in other Member States, where a 
similar UK-style special advocacy has not been implemented.1197 Moreover, 
given the multiple approaches to security threats found in the EU States, 
Europe does not have “a singularity in security” but “multiple securities”:1198 “the 
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ambition of a Europe-wide approach to security has grown into a complex 
constellation involving national cultures, institutional norms, political agendas, 
local perceptions and global needs”.1199 In such a varied context, it is so hard 
simply to transpose one system onto all the others.1200  

Nonetheless, the appointment of a special representative following 
security clearance seems to be the most adequate mechanism to reconcile in 
the most satisfactory way the tensions between procedural fairness, on the one 
hand, and the need for confidentiality of security-sensitive information on the 
other. It should, however, be stressed that fully open justice has to be preserved 
as the normal expectation when lodging an appeal before any judicial authority. 
The exclusion of the accused from the hearings in which serious allegations 
against him/her are discussed is, in fact, inherently unfair. “In an ideal world” 
CMPs would not exist. However, “in the real, harsh world”, their use might be 
inevitable when facing hard choice cases.1201 A UK–style special advocate 
system should thus be taken as a baseline in setting up a new procedural 
mechanism for the management of secret evidence at both the General Court 
and the ECJ.1202 Indeed, much of the debate on the UK system has centered 
more on the way in which that system operates rather than on its core 
structure.1203 However, some substantial changes seem to be essential in order 
to rectify (or maybe only mitigate) the many shortcomings which affect the 
current UK system .1204  

If the EU decides to implement CMPs at the GC and ECJ level, the 
following scheme should be taken into account. First of all, it must be reiterated 
that any use of secret information is a waiver of the right to full disclosure and 
should be treated as such.1205 Therefore, the departure from the requirements 
for a full, fair hearing constituted by closed material procedures should be 
limited to extraordinary cases. The same reasoning expressed by Special 
Advocates in their response to the Government‟s Green paper (2011) shall 
apply by analogy also to the EU context: “it is one thing to argue that, for 
reasons of national security, the unfairness and lack of transparency inherent in 
CMPs should be tolerated in specific areas (…). It is quite another to suggest 
that Government Ministers should be endowed with a discretionary power to 
extend that unfairness and lack of transparency to any civil proceedings, 
including proceedings to which they are themselves party”.1206 This means, on 
the one hand, that recourse to secret intelligence should be made only when 
there are no other reasonable means to acquire the same information using 
non-secret methods,1207 while, on the other, CMPs should not be applicable to 
all areas. The use of closed material procedures should rather be confined to 
those clearly defined situations where traditionally there has been a need for the 
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EU institutions and EU States to rely on security-sensitive material,1208 such as 
sanctions and asset-freezing or cases of deportation. Notwithstanding the 
difficulties, as seen in the UK,1209 which may be encountered in circumscribing 
its use to a narrow set of cases, the exceptional nature of closed material 
procedures should be preserved so as to ensure that they are deployed only 
when national or international security faces real threats and not as a means to 
“suppress embarrassing or controversial practice”.1210  

Secondly, even in the limited areas where CMPs are applicable, they 
should be used only as a last resort after having verified that other less rights-
impairing alternatives are not reasonably available.1211 As clearly expressed by 
Lord Kerr in Al Rawi, the inherent frailties which affect the special advocate 
system make it “a distinctly second best attempt to secure a just outcome to 
proceedings. It should always be a measure of last resort; one to which 
recourse is had only when no possible alternative is available. It should never 
be regarded as an acceptable substitute for the compromise of a fundamental 
right such as is at stake in this case”.1212 Therefore, the first step should be the 
application of the PII/Article 67 process. Only after having conducted a PII 
exercise will it be possible to determine whether a closed material procedure is 
the only way to ensure that the case is judicially determined.1213  

The UK-style PII process allows secret evidence to be handled without 
interference in due process rights, which, in contrast, CMPs cause. In particular, 
while the closed material procedure rests on the exclusion of the persons 
concerned from the access to secreted documents which are available to the 
other party and the court, the PII process ensures both parties  “full participation 
in all aspects of the litigation”.1214 Moreover, under the PII procedure it will be 
left to the Court to determine whether the public interest in preserving the 
confidentiality of the relevant information is weighty enough to justify 
interferences in the ordinary way to administrate justice (the UK‟s Wiley 
balance).1215 This is consistent with the requirement set out by both the 
European Court of Justice and the European Court of Human Rights requiring 
the trial judge to scrutinize the alleged need for secrecy.1216 However, if the 
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application of the PII exercise would make the case untriable, but it is absolutely 
necessary to continue the trial in the interests of justice, then a UK-style closed 
material procedure should be made available.1217 Nevertheless, only if 
substantial changes and adaptations to the EU context are put in place, may 
special advocates be able to play an essential role in pressing for greater 
disclosure and in testing the veracity of the undisclosed information.1218  

First of all, restrictions on communication between the named person and 
his/her special advocate is certainly the feature of the UK model which has 
attracted most controversy. In the absence of any instruction from the person 
concerned, special advocates are obviously ill-equipped to undermine the 
credibility of the Government‟s case in the way that they might do in regular 
proceedings.1219 Consequently, if the special advocate system is to be applied 
in Luxembourg, the persons concerned must be granted a greater opportunity 
to communicate with their special advocates throughout the trial, while the 
special advocates shall be able to question the named person after being fully 
apprised of the closed material.1220  

Indeed, the constraints on questioning the named person imposed on 
special advocates seems to rest more on the suspicions harbored by security 
services towards special advocates than on substantial grounds. This emerges 
from the fact that under the UK system, the same concerns with involuntary 
disclosure which bar communication between the special advocate and the 
named person do not extend to government lawyers and to members of the 
security service who can continue to question the named person before and 
during the proceedings, as if they were less likely to ask the sorts of questions 
which may inadvertently convey sensitive information.1221 However, “there is 
simply no reason to presume that special advocates are more prone to 
involuntary disclosure than government lawyers or security service 
interviewers”.1222  

In the light of this, in its seventh report on the use of special advocates in 
the UK in 2005, the Constitutional Affairs Committee recommended that “the 
Government reconsider its position on the question of contact between 
appellant and special advocate following the disclosure of closed material”. In 
particular, “it should not be impossible to construct appropriate safeguards to 
ensure national security in such circumstances and this would go a long way to 
improve the fairness of the special advocate system”.1223 The reason for this is 
twofold: first, if communication is permitted, the special advocate will be better 
positioned to know whether the allegations can be challenged on the basis of 
evidence not available to the person concerned, and, second, the special 
advocate will be able to follow a legal strategy consistent with the one pursued 
by the appellant‟s legal team.1224 In July 2007, in its nineteenth report on the UK 
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 See Williams, supra note 563, p.28 
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 See Williams, supra note 563, p.28 
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 See Forcese and Waldman, supra note 6, p.39 
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 See Williams, supra note 563, p.28 
1221

 See Forcese and Waldman, supra note 6, p.64 
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 See Forcese and Waldman, supra note 6, p.64 
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 See Seventh Report, supra note 575, para.86  
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 See Seventh Report, supra note 575, pp.45 – 46. In its response to this recommendation 
from the Committee, the Government claimed that the permission accorded to the special 
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system, the Joint Committee on Human Rights also concluded that “it is 
essential, if special advocates are to be able to perform their function, that there 
is greater opportunity than currently exists for communication between the 
special advocate and the controlled person”.1225 The Joint Committee also 
stressed the “preparedness of the special advocates to take responsibility for 
using their professional judgment to decide what they could or could not safely 
ask the controlled person after seeing the closed material”.1226  

The Canadian SIRC1227 counsel model did not suffer from this as well as 
from many other shortcomings and could, therefore, be used as a baseline for 
meaningful changes. Under the Canadian immigration regime in force until 
2002, security-cleared lawyers were made available in proceedings before the 
Security and Intelligence Review Committee (SIRC). SIRC is tasked with 
monitoring the activities of the Canadian Security Intelligence Service 
(CSIS).1228 Up to 2002, SIRC played an important role in immigration 
proceedings in which the Government‟s decision to remove a permanent 
resident was driven by, inter alia, national security–related concerns.1229  

When the Minister of Employment and Immigration and the Solicitor 
General deemed the presence of a non-citizen not conducive to the public 
good, they could issue a report to the SIRC. The SIRC then investigated the 
matter and sent a report with a recommendation to the Governor in Council who 
could then request the Minister to issue a security certificate if s/he was 
convinced that the presence of the named person was inadmissible.1230 The 
non-citizen and his/her counsel were normally allowed to take part in the 
hearings before the SIRC. However, if the removal decision was adopted on 
sensitive national security-related grounds, the named person's participation at 
the hearing was not permitted. The resulting procedural vacuum was filled by 
security–cleared counsels.1231  

                                                                                                                                          
advocates to communicate with the person concerned was “not just a theoretical possibility”. It 
argued in fact that in a number of cases, special advocates obtained  permission to 
communicate on “legal points and factual matters”. In addition, it pointed out how “some of the 
difficulties which the Special Advocates experience in being able to argue the appellant‟s case 
have emerged because the appellants have declined to discuss the case with their Special 
Advocate when they were able to, and because they have refused to engage with the open 
appeal process with the result that the Special Advocate is completely in the dark about the 
nature of the appellant‟s defense”. See Government Response to the Constitutional Affairs 
Select Committee‟s Report, supra note 622, p.8 
1225

 See Nineteenth report, supra note 603, para.205 
1226

 See Nineteenth report, supra note 603, para.205; See also para.204: “We asked the 
Minister why, if he was prepared to trust the Special Advocates to have access to the closed 
material, he was not prepared to trust their professional judgment and their expertise to decide 
what  questions they can ask the controlled person, after having seen the closed material, 
without revealing anything which may be damaging to national security. He replied that is was a 
question of trust, rather it was about placing undue burdens on the Special Advocate”.  
1227

 However, the SIRC was not a court, but an administrative Tribunal 
1228

 See Ip, supra note 247, p.719 
1229

 See Forcese and Waldman, supra note 6, p.6. When the procedure involved foreign 
nationals who were not permanent residents, the hearing took place before a Federal Court.  
1230

 Immigration Act, R.S.C. 1985, c.I-2, s.39 and 40, now repealed by IRPA 
1231

 Murray Rankin, “The security Intelligence Review Committee”, (1990) 3 
Ca.J.Admin.L.&Practice, pp.183 – 184  
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Unlike the UK regime, however, after the SIRC counsels had been fully 
apprised of the closed material, they could still have contact with the named 
person throughout the entire proceedings in order to obtain, in particular, the list 
of questions that the named person wished to have asked at the closed hearing 
or the additional witnesses s/he wished to be cross-examined before the 
SIRC.1232 Obviously, in order to avoid possible involuntary disclosures, special 
care had to be taken in formulating the questions. Nonetheless, the Canadian 
special advocates reported that even questions framed in an oblique manner in 
order to avoid inappropriate leaks of information were essential to unearth 
potentially exculpatory information.1233 For example, if the confidential material 
also included an allegation that the defendant took part in a terrorist training 
camp in March 2002, the special advocate cannot directly ask the defendant if 
in March 2002 s/he was in a terrorist training camp, but s/he could ask where 
s/he was in 2000, 2001 and 2002. Certainly, it will not always be possible to ask 
questions in an indirect manner. If, for example, the reliability of a specific 
informant is in doubt, there would be no way for the counsel to ask his/her client 
for information about that informant without revealing his/her identity.1234 Overall 
however, this system proves how continued contact with the named person is 
still possible while avoiding the risk of inadvertent disclosure.  

The pre-2002 system has then been radically altered by the Immigration 
and Refugee Protection Act (IRPA).1235 The IRPA security certificate process 
also permits the expulsion of aliens on several grounds, including national 
security.1236 However, it abolished the SIRC‟s role in immigration proceedings. 
Permanent residents subject to security certificates were thus deprived of the 
possibility to challenge their deportation order before the tribunal. Instead, their 
appeals could only be heard in Federal courts, as was the case for foreign 
nationals who were not permanent residents. Under the IRPA security 
certificate process, the Court judge would determine the case in ex parte and in 
camera hearings in which s/he could consider the security–sensitive material 
produced by the Government but withheld from the individual to be deported 
and his/her counsel. Unlike the SIRC process, no special advocate could be 
appointed to represent the excluded party in the closed hearing.1237  

However, in 2007 the Supreme Court of Canada1238 unanimously held that 
the IRPA‟s security certificate scheme “unjustifiably violates s.7 of the Charter 
by allowing the issuance of a certificate of inadmissibility based on secret 
material without providing for an independent agent at the stage of judicial 
review to better protect the named person‟s interests”.1239 Around the same 
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time as the Charkaoui decision, two parliamentary committees suggested the 
employment of special advocates in the IRPA security certificate process. In 
particular, by calling in 2007 for the adoption of a special advocate model in 
Canada,1240 the special Senate Committee held that the continued 
communication between the named person and the special advocate should not 
be abandoned. The Committee found that appropriate safeguards can be 
established by the Government to ensure that “the credibility and the integrity” 
of national security–related evidence is not compromised while permitting 
communication “in the interest of procedural fairness”. “In addition to be sworn 
to secrecy and being subject to offences under the Security of Information Act, 
a special advocate should follow clear guidelines when meeting with the 
affected party or his or her counsel. For example, he or she might communicate 
with the client in the company of another person, likewise sworn to secrecy, so 
that there can be close monitoring of what is discussed and inadvertent errors 
of disclosure prevented”.1241  

In response to Charkaoui, the Canadian Parliament adopted an amended 
special advocate system1242 which resembled the UK closed material 
procedures both in terms of function (namely, making oral and written 
submissions available for more disclosure, cross-examining witnesses, 
challenging the Government‟s case from both a legal and substantial point of 
view) and, ironically, in terms of restrictions on communication between the 
named person and the special advocate once the latter has reviewed the closed 
files.1243 In fact, no communication is allowed after the closed material have 
been served on the special advocates, except with leave of the court.1244 
However, a crucial difference still persists between the UK model of special 
advocacy and the Canadian one: in Canada, while the judge‟s authorization is 
the precondition for communication, there is no statutory provision requiring the 
Government to be notified of the proposed communication and so allow 
objections to be made.1245  

The regime adopted in the United States under the Classified Information 
Procedures Act (CIPA)1246 is another example of how continuous 
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 Canada, Special Senate Committee on the Anti-terrorism Act, Fundamental Justice in 
Extraordinary Times, February 2007, available at: 
http://www.parl.gc.ca/Content/SEN/Committee/391/anti/rep/rep02feb07-e.htm 
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 An Act to amend the Immigration and Refugee Protection Act (certificate and special 
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 See Ninth report, supra note 787, para.75; See also Evidence of Mr McCullough to Joint 
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communication throughout the process can be allowed between cleared 
counsel and affected persons without jeopardizing material regarded  by the 
Government as confidential.1247 Enacted in 1980, the CIPA is the result of an 
attempt to set the balancing point between procedural fairness and secrecy 
during criminal trials. It was passed by Congress in order to counter so-called 
„graymail‟. „Graymail‟ is the label which has been applied to a tactic used by a 
defendant who in the course of a criminal prosecution threatens to disclose 
sensitive information, thus placing the Government before the „disclose or 
dismiss‟ dilemma to either release the sensitive material or drop the 
prosecution.1248 After three decades, the CIPA is still the standard for 
disciplining the introduction of classified information in criminal proceedings.1249 

The CIPA “establishes procedures to protect classified information from 
public disclosure, including disclosure to a defendant and his/her counsel if they 
do not possess the requisite security clearance”.1250 More precisely, it provides 
criminal procedures which enable the trial judge to rule on the relevance or 
admissibility of confidential information in the necessary secure setting (in 
camera and ex parte hearings). Where the judge finds the classified information 
both admissible1251 and relevant,1252 the Government can propose to substitute 
the classified information with a non-confidential version of the material. It is 
then for the court to determine whether the proposed form of substitution can be 
permitted.1253 A basic fairness test applies to any form of substitution proposal, 
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challenge of protecting sensitive information while ensuring that the courts have the tools 
available to deliver high standards of justice (…) the UK faces a unique and unprecedented set 
of circumstances. We face a high threat from terrorism (…). This threat demands a 
comprehensive and sophisticated response. The cornerstone of this response will always be 
police–led work to prosecute terrorists”.  
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 See United States v Wilson, 750 F2d, 9: the evidence shall not be “prejudicial, confusing or 
misleading”.  
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 See Roviaro v United States, 353 U.S. 53 (1957): the information has to be helpful or 
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1253

The substitution of the classified material with an unclassified version may occur both during 
discovery and at trials. During the discovery process, the court may authorize the Government 
to “delete specified items of classified information from documents to be made available to the 
defendant through discovery (…), to substitute a summary of the information for such classified 
document, or to substitute a statement admitting relevant facts that the classified information 
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and the court will permit the substitution only if it grants “the defendant 
substantially the same ability to make his/her defense as would disclosure of 
the specific classified information”.1254 In this way, the CIPA devised a way to 
provide the defendant with the basic information needed to mount an effective 
defense, while, at the same time, filtering out the confidential details.1255 

However, while CIPA grants an important standard of protection, it has 
also raised several practical problems. Under this mechanism, it is for the judge 
to determine what information should be disclosed. However, when the judge is 
faced by a large amount of potentially classified material, determining what is 
helpful or essential for the defense may be impossible or, at least, extremely 
laborious.1256 In order to facilitate the production of classified discovery material, 
the courts applying the CIPA in terrorism cases have required that classified 
information is disclosed only to defense counsels who have obtained the 
necessary security clearance.1257 Security–cleared counsels are tasked with 
making substantive arguments on the evidence produced, presenting motions 
and cross-examining witnesses on the behalf of the defendant. After they have 
been apprised of the closed material, the cleared counsels are prohibited, under 
threat of prosecution, from revealing the information to the defendant. Overall, 
even though the US procedure does not prescribe the appointment of special 
advocates, it seems to operate in a broadly similar, but not identical, way to UK 
special advocate system: the court appoints a pre-cleared counsel to review 
classified material on behalf of the defendant, but cannot divulge the 
confidential information to the defendant and his counsel.1258  

There is, however, a major distinction between the two models: the 
protective orders to which the CIPA–cleared counsels are subject do not 
prevent them from conferring with the defendant and from taking instructions 
from him/her. Unlike in the UK, there are no barriers which isolate, both legally 

                                                                                                                                          
defense has the right to be heard). At this stage, the court shall determine whether the evidence 
is both relevant and admissible (18 U.S.C. app. 3 § 6 (a): the so–called „Section 6(a) hearing‟). 
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1254
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and practically, the closed counsel from the person they represent.1259 The UK 
special advocates‟ response to the Government‟s Green Paper (2011) is 
significant on this count: they find “it striking that in the US, where the threat 
from terrorism is at least as great as that in the UK, and relevant material must 
be at least as sensitive, lawyers acting for terrorist suspects are afforded a 
substantially greater measure of trust and confidence than is given to SAs in 
existing CMPs”.1260  

This is not to say that the systems operating in the US and in Canada are 
unhindered. However, these procedures prove that with appropriate guidance it 
should be possible to loosen the current bars on any communication between 
the special advocate and the person concerned whilst, at the same time 
ensuring confidentiality.1261 It has been argued that a more relaxed regime 
governing contact with the person affected will surely “place an enormous 
responsibility on the shoulders of Special Advocates not to disclose 
inadvertently matters”.1262 However, it is also true that the skills acquired in 
years of work as barristers have adequately equipped the special advocates to 
take instructions and seek information while avoiding involuntary disclosure.1263 
Possible means to secure confidential information while relaxing bans on 
communications have already been proposed by special advocates themselves: 
“safeguards would include the presence of someone from the Special 
Advocates Support Unit taking a full record, possibly even tape-recording these 
meetings, and it probably would include certain topics which might be more 
capable of being subject of discussion than others, and there would be certain 
dangers which would make communication impossible. In other areas it might 
be possible. (…) it therefore depends upon experience, judgment and 
cooperation”.1264  

Also at EU level, special advocates should be allowed to seek the court‟s 
permission to communicate with the affected person not only on matters of pure 
strategy and procedural administration, but also on the substance of the closed 
file, without notice given to the authority or institution concerned, unless the 
court judge deems it potentially liable to disclose sensitive material.1265 When 
no concerns about any sensitive disclosure arise, the Court shall, therefore, be 
empowered to authorize the communication without referring the substance of 
the proposed communication to the opposing party. However, when the 
proposed communication raises a serious question of sensitive disclosure, it 
should be open for the special advocate to decide whether to pursue the 
application on notice to the institution or to abandon it.1266 The need for judicial 
authorization therefore delegates to the court the decision regarding the scope 
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of the special advocates' actions.1267 Any responsibility for avoiding inadvertent 
disclosure will obviously be placed on the shoulders of the special advocates 
who will, therefore, be subject to secrecy obligations.1268 

However, a relaxation of the restrictions on communication would be 
meaningful only if the defendant is given enough information to enable him/her 
to give instructions to the special advocate about how the allegations brought 
against him/her might be rebutted.1269 It is a well-rooted principle both in ECJ 
and ECtHR case-law that as much information as possible “about the 
allegations and evidence against each applicant” has to be disclosed “without 
compromising national security or the safety of others”.1270 However, regarding 
the minimum grounds that must be disclosed to the applicant, both Courts seem 
to have adopted a case-by-case approach. As outlined above, depending on 
the response that the defendant intends to give to the allegations made, 
reference to precise meetings in stated locations at stated dates1271 as well as 
details about the time and the context of the conduct imputed to the person 
concerned and the role s/he played in that context1272 may all be taken into 
account when evaluating whether the grounds are adequately detailed.1273 As a 
general rule however, it should be recalled that where “the open material 
consisted purely of general assertions” and the Court‟s decision “was based 
solely or to a decisive degree on closed material”, the requirements of 
procedural fairness would not be satisfied.1274  

A possible device to relax these constraints on disclosure to the affected 
person could be the creation of a secrecy level. Not all secrecy claims are the 
same and they should be treated differently according to what they are meant to 
protect. On the one hand, secrets protecting security intelligence sources or 
investigative techniques are correctly withheld from the named persons and 
their counsels in the light of the severe impact that their release may cause to 
national and international security.1275 On the other, it is less convincing if 
secrets such as those referring to diplomatic and international relations are 
treated in the same manner.1276 However important, such cases do not deal 
with fundamental national security concerns and should be protected by means 
other than non-disclosure to the named person, such as “a publication ban 
and/or a non-disclosure undertaking from those made privy to the material”.1277 
In this regard, another important principle established by the Joint Committee 
on Human Rights in its nineteenth report on the UK system of special advocates 
could be transferred to EU level. The Joint Committee held that there should be 
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“a clear statutory obligation on the Secretary of State always to provide a 
statement of the gist of the closed material” as the only means to enable the 
person concerned to appreciate the real nature of the allegations against 
him/her and to give effective instructions on how to rebut them.1278 

A more comprehensive disclosure should also be granted to the special 
advocates themselves as a way to foster their ability to test the veracity of the 
closed information1279 by means of cross-examination and independent 
investigation.1280 “A blindfolded special advocate can do little or nothing to 
advance the interests of the named person”.1281 Moreover, in complying with 
this disclosure obligation, the authority or institution concerned shall act in 
utmost good faith by providing information both favorable and unfavorable to 
their own case. Full disclosure should also be performed on an ongoing basis 
as new information comes at their disposal.1282 Such an obligation should be 
provided by the law and sanctions should be available in cases of lack of 
disclosure as well as in cases of late disclosure.1283 Once again, the successful 
track record in Canada on this account is instructive. Under the Canadian SIRC 
procedure, the SIRC counsel can benefit from access to the entire file held by 
the Canadian Security Intelligence Service. This will inevitably alleviate the 
serious concerns that the security services, either intentionally or involuntarily, 
may fail to disclose all the relevant, and sometimes even exculpatory, 
information to the only person tasked with representing the named person‟s 
interests.1284 Indeed, even when acting in good faith, their different professional 
background may give the members of the security service a vision of what is 
relevant to the defendant‟s case which does not correspond with that of a legal 
advocate. In this way, full access to security services information would avoid 
any risk of selective disclosure.1285   

Moreover, the provisions prohibiting special advocates from acting in 
subsequent proceedings should be relaxed, even if they have already seen 
related sensitive evidence: “there is no reason why security-cleared special 
advocates should not be trusted any less in subsequent cases when they have 
managed to keep confidential material to themselves in a situation where there 
is more pressure on them to divulge”.1286 A relaxation of this rule will, in fact, 
enable special advocates to build up solid knowledge and expertise in the best 
means to protect the interests of the excluded parties.1287 Moreover, the 
creation of a coherent ethical norm for the special advocate role may be a way 
to solve the ethical issues raised by their unorthodox position towards the 
defendant compared to the traditional lawyer–client relationship.1288 Only a 
specific professional code can address the ethical issues raised by  special 
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advocacy.1289 Also concerns arising from differences in legal professions 
standards across the European may be overcome with adequate training and 
education.1290  

It is probably also worth reaffirming that special advocates shall be of 
advanced standing in their profession and appointed to a roster of special 
advocates by a body not associated to the authority or institution concerned. 
The roster should be public and the pool from which special advocates are 
chosen should be widened in order to grant the person concerned a real choice. 
Moreover, in order to allow special advocates to perform their functions to the 
highest standards, they shall be well-resourced and supported by an 
administrative structure.1291  

The impasse concerning the lack of expert assistance in handling closed 
material, which severely hampers special advocates‟ ability to perform their role 
effectively, can also be overcome. The British Government‟s alleged inability to 
identify members of the intelligence service who could assist the special 
advocates in managing national security-related cases1292 seems to be flawed. 
It is true that members of the Security and Intelligence Agencies owe duties of 
loyalty to the Agencies for whom they work and that they are bound to a 
statutory duty to act to protect national security. However, it is also true that, as 
any other public official, they cannot act contrary to the rule of law.1293 Once 
again, applying at EU level a principle affirmed within the UK framework, it can 
be argued that “there should be no inconsistency between working for the 
security service and working to protect fundamental rights (…), including the 
right to a fair trial”.1294 Logistical support to special advocates from members of 
intelligence services will certainly boost their capability to challenge closed 
material more rigorously, thus lifting another grave constraint on what they can 
in practical terms do for the affected person whose interests they represent.1295  

As a further guarantee and in order to counterbalance the fact that secret 
evidence may originate from flawed sources or be the result of the authorities‟ 
tendency to over-classify information, any doubt or ambiguity arising from the 
adduced evidence during closed material procedures should be resolved in 
favor of the party who did not have chance to express his/her view on it to the 
fullest possible extent.1296 The basic burden of proof and standard of review 
which currently applies to civil and administrative proceedings should also be 
raised once it becomes clear that proceedings imply possible heavy constraints 
on life, liberty or the safety of the person:1297 “it is one thing to deprive a person 
of full information where fingerprinting is at stake, and quite another to deny him 
or her information where consequences are removal from the country or 
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indefinite detention”.1298 Deportation and prolonged detention without trial may 
in fact be possible consequences of „nominally‟ non-criminal procedures.1299 
This means that when serious consequences may result from the proceedings, 
the threat to international or national security posed by the individual concerned 
should be proven “to at least a balance of probabilities standard”, rather than by 
merely referring to reasonable suspicions.1300 The burden of proof should so be 
proportionate to the gravity of the prospective consequences on the person 
concerned.1301 A similar escalation in the standard of proof may also compel the 
institutions to make more information available, at least to the special advocates 
and to the courts, in order to provide further grounds in support of their case.1302  

The provision made available under Article 257 TFEU may also be 
deployed. EU courts certainly lack any experience in scrutinizing security 
intelligence information. Nonetheless, under the aforementioned provision, “the 
European Parliament and the Council, acting in accordance with the ordinary 
legislative procedure, may establish specialized courts attached to the General 
Court to hear and determine at first instance certain classes of action or 
proceedings brought in specific areas”.1303 Specialized courts may therefore be 
set up to determine cases in closed material procedures. This will probably 
circumvent some of the problems when European judges do not have the 
necessary knowledge of and expertise in security service practices. Such a 
solution, in fact, would allow some specific judges to gain greater understanding 
of security matters, enabling them to carry out a more effective scrutiny of the 
intelligence evidence presented before them.1304 

Overall, extensive debate and broad consultations will also need to take 
place at EU level before any procedural reform can be implemented.1305 It is 
essential that the public is consulted in a reform process such as that outlined 
above, which could alter the core architecture of the EU justice system. In fact, 
the assumption that similar procedural changes affect only those who are 
targeted by sanctions or by expulsion decisions is misplaced. Anyone who 
might want to oppose Executive abuse in cases where sensitive security–
related information is involved is affected.1306  
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CONCLUSION 

 
“He who decides something without 
hearing the other side is not just, even if 
he makes a just decision”.1307 

 
In the wake of an increasingly transnational terrorism phenomenon, the 

balancing of security, secrecy and fundamental procedural rights represents an 
increasing challenge for both the Executive and the judicial authorities. In a 
context where the counterterrorism policy pursued both at a national, 
supranational and international level is mainly based on the work of intelligence 
services, the use of secret evidence in courts may be unavoidable in order to 
respond to legitimate security concerns which emerge with the disclosure of 
information in open courts. However, while it is a well-rooted principle in the 
European constitutional framework that in non-criminal trials, overriding 
concerns relating to the security of the European Union or of its Member States 
or the conduct of their international relations, may justify restrictions on full 
disclosure, the increasing reliance on intelligence information as the basis for 
restrictive measures has inevitably raised serious constitutional concerns when 
secrecy claims are invoked to obstruct investigations and judicial accountability 
on Government action.1308 

 In a context where fundamental constitutional rights are subject to a 
systematic threat of illegitimate compressions in the name of security, the EU 
courts have opted for a relatively strong standard of protection for the rights of 
the defense and of judicial redress, enshrined in the EU Charter and in the 
European Convention of Human Rights.1309 On the basis of emergent EU 
security jurisprudence, a fully developed procedural system can be devised at 
the supranational judicial level in order to remedy the issues of fairness, 
reliability and accountability raised by non – disclosure. In the words of the 
European Court of Justice, there are two conditions which should accompany 
any limitation on full and precise disclosure on the grounds for restrictive 
measures. 

 Firstly, the alleged need for secrecy must be proved by the claiming 
authority and then be subjected to a meaningful and independent judicial 
scrutiny by the Court which will thus require access to all the evidence and 
grounds underpinning the contested decision.1310 While the preclusion of 
communicating some grounds is not as such a violation of the European 
Convention on Human Rights and of the Charter of Fundamental Rights of the 
European Union, non--disclosure does not imply that confidential information is 
immune from judicial review. Therefore effective judicial scrutiny is  essential in 
preventing possible abuses of secrecy perpetrated by the Executive branch: “in 
delimiting the legitimate parameters of national security claims and making sure 
they are not used as a cover-up for unlawful practices”, independent judicial 
oversight is “an absolute requirement to restrain the discretionary powers given 
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to the Executive and to the alliance of intelligence services at the 
European/transnational level”.1311 Given the increasingly transnational nature of 
terrorism,1312 the supranational courts are well-positioned to promote and 
consolidate an effective implementation of fundamental supranational 
principles.1313 Supranational courts should thus refrain from taking the same 
deferential approach too often adopted by domestic courts in relation to state 
secret claims and uphold the rule of law principles with increasing vigilance. The 
trust-based relationship between the judiciary on the one hand and the 
Executives and the intelligence communities on the other is in fact clearly 
incompatible with the necessary independence of the judiciary as one of the 
strongest safeguards of the liberties of a democratic society:1314 “the ability to 
effectively vindicate one‟s rights through the justice system is a vital element in 
a modern democracy. It ensures that justice, in its broadest sense, can be 
done, and it provides an essential check on executive action”.1315  

If then the court is sufficiently satisfied that State security reasons stand in 
the way of a full and precise disclosure of those grounds, the competent court, 
and this is the second condition, must dispose of techniques and procedures 
which strike the appropriate balance between, the Executive‟s legitimate 
interest in preserving the confidentiality of the nature and sources of information 
relied on for the contested decision, and the requirements of procedural 
rights.1316 To that end, “in order to enable the person concerned to contest the 
grounds on which the decision in question is based and to make submissions 
on the evidence relating to the decision and, therefore, to put forward an 
effective defense”, in any event, the person concerned must be provided at 
least with the essence of the reasons underpinning the restrictive decision.1317 
Beyond the gist requirement however, no further guidance is given by the Court 
on what sort of accommodating techniques should be adopted in order to 
reconcile the demands of procedural rights with the need to safeguard public 
security.1318  

Therefore a new procedural system should be urgently devised, both at 
the levels of the General Court and  the European Court of Justice, in order to 
protect the person concerned from unlawful non-disclosure and at the same 
time reassure EU and national authorities to produce intelligence material to the 
European Courts. In a context where the application of only the PII/Article 67 
procedure leaves the court ill-equipped to deal with the hard choice cases 
raised by the use of secret evidence and where the new procedural rules of the 
General Court do not provide a sufficient measure of procedural fairness, a UK-
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style closed material procedure seems to be the best way forward to protect the 
confidentiality of the information at stake, whilst allowing special advocates to 
act on behalf of the defendant.1319  

As a general principle however, a hearing without full knowledge will never 
entirely meet the principles of fundamental justice, especially when the 
proceedings may lead to heavy interferences with life and liberty. Departure 
from conventional full fair hearing requirements  in closed proceedings should 
be limited to those circumscribed areas where traditionally there has been a 
genuine need for resorting to intelligence material1320 and only after having 
made sure that the sensitive information at stake cannot be acquired by means 
of non-secret methods.1321 Moreover, even in those limited areas where closed 
material procedures are applicable, said procedures should be used strictly as a 
measure of last resort, after having accurately ascertained that less rights-
impairing alternatives, such as the PII/Article 67 process, cannot be deployed 
without making the case untriable against the interests of justice.1322  

However, in the light of the several shortcomings of the current UK 
system, the introduction of the special advocate system in Luxembourg would 
require fundamental changes as well as substantial adaptations of the 
procedure to the EU framework. Lifting constraints on communication between 
the person concerned and the special advocate after the latter has been served 
with the closed files1323 and providing the defendant with enough information to 
enable him/her to give instructions to the special advocates about how the 
allegations adduced against him/her might be rebutted,1324 represent the two 
major changes capable of increasing the overall fairness of the UK-style closed 
material procedure. Indeed on the one hand foreign experiences prove how, 
with appropriate guidance, it should be possible to loosen the current bars on 
communication between the special advocate and the person concerned whilst 
securing material regarded as confidential by the Executive.1325 On the other 
hand, the insistence of both the European Court of Justice and the European 
Court of Human Rights on the necessity to provide the person concerned with 
at least the essence of the grounds against him/her, shows how this knowledge 
represents a crucial “aspect of the minimum adversary nature of the 
proceedings”1326 which should always go hand-in-hand with complete and 
independent judicial oversight. 

 Although it is impossible to dispel all doubts of unfairness through the 
implementation of a UK-style special advocate mechanism, the adoption of this 
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system may go some way in preserving the tradition of open and natural justice 
on which any democracy is built, by protecting the excluded parties from 
significant injustice.1327 This however should not obscure the fact that this 
system is a mere attempt at accommodating national security requirements 
within a framework of  procedural fairness and as such, should be confined to 
those exceptional cases where there are genuine and compelling national 
security concerns.1328  

Overall, what emerges from European jurisprudence is that while States 
have a positive obligation to protect the life and liberty of the people under their 
jurisdiction, there are some fundamental “human rights standards which must 
be secured to everyone”. “Everyone means everyone”. “States are not allowed 
to combat terrorism at all costs” but they should do all what can reasonably be 
expected from them to protect the lives of their citizens without however 
resorting to methods capable of undermining the same values they strive to 
protect:1329 “one does not defend a society and its principle by undermining or 
dismantling them”.1330 In this context, the supranational courts have proven their 
awareness of the “immense difficulties faced by States in modern times in 
protecting their communities from terrorist violence”,1331 recognizing that 
restrictions on a fully adversarial procedure can be admitted. On the other hand, 
they have also countered attempts of several States to lower their standards of 
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human rights protection1332 by laying out an irreducible minimum which shall 
always be provided to individuals concerned, however threatening their conduct 
might be.  

When the use of secret evidence seems inevitable, a combination of 
complete and independent judicial review, gist requirement and assistance of 
special advocates may represent an effective procedural path to ensure that 
anyone who is affected by restrictive measures adopted in the name of national 
or international security, is granted sufficient protection against arbitrariness.  
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